DFR Training Level 1

DAY 7

Computer Basics
Hardware overview
Software overview

Searching a Computer
Keywords
Digital fingerprints

Triage Concept
Goals

Preserving Evidence
Prevent alteration
Documentation

Triage Scenario 1

Introduction to Triage-Investigator®
SearchPak definition

Searching images

DAY 2

Triage Scenario 2
Introduction to keyword search
Searching documents

Live vs. Boot Triage Options
Overview

Triage Scenario 3
Searching videos
Scanning external media

Triage Scenarios 4, 5
Autonomous exercises

Summary, QA

DFR Training Level 2

DAY 1

Triage Concept

Goals

Introduction to Triage-Examiner®
Search options and areas

Triage Scenario 1




Security Features
Encryption

Rights management
Digital signatures

Triage Scenario 2
Searching images
Searching keywords
Searching videos

Live vs. Boot Triage Options
Overview

Triage Scenarios 3, 4,5, 6
DAY 2 Autonomous exercises

Applying Digital Forensics to Triage
Applying Digital Forensic knowledge in creating SearchPaks
Dealing with Container & Compound Files

Supporting Triage Implementation
Troubleshooting
Managing SearchPaks, reports, and profiles

Summary, QA




