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10,000+ Global Users Rely on ADF to Speed Investigations

All ADF software shares the same intelligent search engine and rapid scan capabilities.

The key differences are in the features focused on deployment and usage scenarios: Ideal for frontline and lab
investigators who seek fo solve investigations of iOS and Android smartphones and tablets, as well as Mac, Windows
and linux computers, external drives, drive images, and other media storage (USB flash drives, memory cards, efc.).
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Digital Evidence Investigator® is the easytolearn,
automated digifal forensic software for early case
assessment in the lab or on-scene. Advanced capabilities
and separate authentication and collection keys

allow users to scan multiple computers simultaneously.
Examiners and investigators can customize search
profiles to share with Triage-Investigator® users. DE
empowers investigators, reduces forensic backlogs and
helps you solve your case fast.

TriageInvestigator® is the world's leading intelligent friage
fool used by investigators on the front line for on-scene
investigations. Triage-nvestigator® is fast, easy-to-use,
and supports a wide array of computer hardware with
powerful boot capabilities. The forensically sound tool is
deployed widely fo non-technical field investigators who
need fo collect and analyze evidence. Investigators can
import custom search profiles from DEI and benefit from a
variety of court ready report options.

Triage-G2® is the ruggedized media exploitation tool
deployed by special forces, military and intelligence
agencies as part of their identity operation kits for
sensitive site exploitation [DOMEX, MEDEX, Tactical
Media Exploitation). Designed to be used in stealth
mode, nontechnical operators can rapidly scan, extract,
and analyze crifical intelligence from computers and
digital devices in the field.
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Mobile Device Investigator™ is
designed to be operated by
front line police, sheriffs, field
agents, and digital forensic
investigators fo quickly and easily
collect digital evidence from
iOS and Android phones and
tablets by connecting a suspect
device via USB port to quickly
collect evidence and perform an
advanced logical acquisition.
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DEI PRO provides all of the capabilifies of DEI

and MDl'in a single license.



Prioritize speed in evidence collection and use in the field
or in the lab investigations with minimal training. Builkin or
cusfom search profiles help investigators perform friage and
early case assessment fo quickly identify critical evidence.
Comprehensive advanced logical backup for iOS,/Android
using default platform backup profocol, backup agent and
media fransfer profocol.

Powerful Search Profiles
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QUICK INTERMEDIATE COMPREHENSIVE

Comprehensive Level General

Intermediate Level N

i . Profiling including Artifacts
General Profiling

N ; , Captures, Video Frames,
including Artifacts Office Documents, Anti-
Captures, Video Frames, forensic software, Shortcuts,
Office Documents, Icons, protected files, recent
Hash Values, Keywords activity, deleted files

CUSTOMIZED SCANS @
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General Profiling
10S Backup
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Create Your Own Plus: ADF Forensic
Q Copy & Configure Scans Experts Can Help
a Build Scans from Scratch Your Team Build Your
Save and Export Scans Own Custom Scans!

ANALYZE

Review files, artifacts and user activities in a timeline view
fo quickly identify the what, where and who of your case.
Quickly go through the recovered data with the powerful
results viewer fo explore gigabytes of information in minutes.
Search for specific information using keywords, regular
expressions, hash values and PhotoDNA and view pictures
and videos organized by visual classes such as people,
faces, currency, weapons, vehicles, indecent pictures of
children and categorize files that match Project VIC or
CAID datasets in reaHime.

Timeline View: What, Where, and Who

ARTIFACTS
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REPORT

Easily create comprehensive reports to highlight your
findings and select the format most suitable for your
audience. Export reports in HTML, CSV, JSON or use the
ADF Standalone Portable Viewer to do case collaboration
with prosecutors or fellow investigators.
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Portable Reports with Standalone Viewer

PRODUCED BY:
INITIAL INVESTIGATOR
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Annotations, bookmarks - Create additional
prosecutable reports (HTML/CSV)

COMPILE CASE:
Analyze, Bookmark, Create prosecutable
reports in HTML, CSV or PDF.
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Office Documents in UserProfies

Customized Artifact and File Collection

RAM Capture
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PDF Reporting

HTML Reports

GET YOUR FREE TRIAL TRYADF.com



COMPARE ADF

DIGITAL FORENSIC SOFTWARE

PRODUCTS

Setup and Configuration

Define and package custom search criteria (Search Profiles)
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Create custom data Captures (keywords, SHA-1/MD-5 hash, grep search, file collection)

Import VICS and CAID datasets for auto-categorization

Customize file headers

Configure folders and paths fo scan

Set filters by file properties (size, timestamps, efc.)

Import Captures and Search Profiles

Export Captures and Search Profiles

Outofthe-box Search Profiles for “Media Exploitation”

Outofthe-box Search Profiles for “law Enforcement” (including Indecent Images)

Use any USB drive as a Collection Key

Use Bitlocker fo protect the Collection Key
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Searching Digital Devices and Images
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Imaging Digital Devices

Image suspect drives and storage devices
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Forensically Sound N Y Y Y
Scan furned-on Windows computers (live scan) N Y Y Y
Scan tumned-off Windows, Mac, Linux computers (boot scan) N Y Y Y
Scan multiple computers onssite with a single license dongle N Y Y N
Scan drive images (€01, dd) N Y Y Y
Scan connected and unlocked Android/iOS devices Y Pro Pro Pro
Scan Android/iOS ADF backups Y Pro Pro Pro
Scan iTunes backup found on target computer N Pro Pro Pro
Scan NTFS, FAT, EXFAT, HFS+, APFS, EXT2/3/4, YAFFS2 file systems N Y Y Y
Scan devices connected fo suspect computer N Y Y Y
Scan external devices [USB, CD, DVD, SD cards, efc.) from forensic/friendly computer N Y Y Y
RAM capture N Y Y Y
Recover hundreds of file types Y Y Y Y
Recover communication artifacts (emails, chats, contacts, etc) Y Y Y Y
Recover sysfem artifacts (user accounts, wifi connections, USB history, installed apps, etc) Y Y Y Y
Recover application arfifacts [peertopeer, antiforensics, crypto-currency, efc) Y Y Y Y
Recover web browser arfifacts (browsing history, bookmarks, search terms, efc| Y Y Y Y
Prompt for password for encrypted paritions (FileVault2 HFS /APFS, Bitlocker) N Y Y Y
Conduct live scans in Stealth mode N N N Y
Automatically start a boot or live scan N N N Y

—~<

<

Backup Android/iOS devices
Analysis and Reporting

Review evidence directly on suspect computer
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Comprehensive filtering of results

Analyze all files, artifacts, and users’ activities in a single fimeline

View links between files of interest and user's activities

Tag and comment on relevant records to build report

Automatic visual classification of pictures and videos

Create comprehensive reports

Export reports fo HTML, PDF, VICS, and CSV formats

Export reports fo a standalone viewer executable
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www.adfsolutions.com

©2019 ADF Solutions, Inc. All rights reserved. U.S. Pat. No. 8,219,588 and 7,941,386. Digital Evidence Investigator, Triage-Investigator, Triage-G2, and Mobile Device Investigator
are registered trademarks or trademarks of ADF Solutions. All other frademarks referenced herein are the property of their respective owners.

M\
7 \L/I



