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1. Introduction

Thank you for purchasing Digital Evidence Investigator (DEI), a digital investigation tool built
from the ground up that leverages ADF’s proven track record of reducing forensic backlogs.
Digital Evidence Investigator enables anyone to conduct digital investigations easier, faster
and smarter.

ADF Solutions is the leading provider of digital forensic and media exploitation tools. These
tools are used for processing and analyzing computers, external drives, drive images, and
other media storage (e.g. USB flash drives and memory cards).

ADF forensic tools are all about speed, scalability, ease-of-use, and relevant results. The tools
have a proven track record in reducing forensic backlogs, streamlining digital investigations
and rapid access to digital evidence and intelligence.

Digital Evidence Investigator full kit contents are as follows:

Digital Evidence Investigator Full Kit Contents

USB Authentication Key

USB Collection Key - Samsung T5 256GB SSD

4 Port USB Hub

Boot CD

CD Opener

Installation Reference Booklet

Digital Evidence Investigator Pro - Mobile Device Module

The mobile device module of Digital Evidence Investigator Pro requires the installation of
drivers to allow the application to communicate with connected devices over USB:

System Requirement

Apple i0S Install the drivers supplied with the ADF Smartphone Driver
Pack Installation

Google Android drivers https://developer.android.com/studio/run/win-usb

Samsung Android drivers https://developer.samsung.com/galaxy/others/android-usb-

driver-for-windows

Other Android brands If your smartphone is not detected by Windows, please
download the appropriate OEM drivers for it.
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Technical Specification

A technical specification document is available and can be found at the following location:

https://www.adfsolutions.com/technical-specifications

User Guide
The latest version of this user guide can be found at the following location:

https://www.adfsolutions.com/product-user-guides
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2. Installation

Digital Evidence Investigator

Digital Evidence Investigator is designed to run on the following computers:

V2.2 User Guide

Operating System

Minimum System Requirements

Windows 7 64-bit

8GB of RAM, 20 GB of free hard drive space
(16GB of RAM with Rosoka Add-on)

Windows 8.1 64-bit

8GB of RAM, 20 GB of free hard drive space
(16GB of RAM with Rosoka Add-on)

Windows 10 64-bit

8GB of RAM, 20 GB of free hard drive space
(16GB of RAM with Rosoka Add-on)

During the installation, a prompt will appear to install the Microsoft Windows Assessment
and Deployment Kit (WADK) 10 which is required for boot scans. To do this, the computer
must be connected to the internet. Instructions for online installation can be found after the

offline instructions. When installing on a computer that has no internet connection, follow
the Windows ADK Offline Installation instructions first.
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Offline ADK Installation

1. On a computer connected to the Internet go to wadk.adfsolutions.com to download the
adksetup.exe. Execute adksetup.exe which will continue the installation process. When
prompted to specify a location - Choose Download for installation on a separate computer.
Approximately 3.9 GB of space will be required. Save the downloaded files on a removable
device

#2 Wind and Deployment Kit - Windows 10 - X

Specify Location

O Install the Windows Assessment and Deployment Kit - Windows 10 to this computer

Install Path:

ws Kits\10' Browse.

® Download the Windows Assessment and Deployment Kit - Windows 10 for i ion on a C

Download Path:

Estimated disk space required: 39GB
Disk space available: 2004 GB
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2. Choose the Privacy Options desired and accept the License Agreement by clicking on the
Accept button.

ﬂ Windows Assessment and Deployment Kit - Windows 10

Windows Kits Privacy

Windows 10 Kits collect and send usage data to Mi ft about how our use
programs and about some of the problems they encounter. Microsoft uses this information to improve the
products and features. Participation in the program is voluntary, and the end results are software improvements
to better meet the needs of our customers. No code or software produced by you will be collected.

Tell me more about the Windows 10 program.

Send anonymous usage data to Microsoft for the Windows 10 Kits?

© Yes
® No

* Selecting Yes applies to information collected for this download session only.
Privacy Statement

ﬂ Windows Assessment and Deployment Kit - Windows 10

License Agreement

You must accept the terms of this agreement to continue. If you do not accept the Microsoft Software License
Terms, click Decline.

MICROSOFT SOFTWARE LICENSE TERMS

and Kit (ADK) for 10
Microsoft Windows Hardware Lab Kit (HLK) for Windows 10
Microsoft Windows Driver Kit (WDK) for Windows 10

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of
its affiliates) and you. Please read them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

« updates,

+ supplements,

« Internet-based services, and

« support services,
for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

If you comply with these license terms, you have the perpetual rights below.

1. INSTALLATION AND USE RIGHTS.
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3. On the offline computer, navigate to the download on the removable storage device and
execute the installer adksetup.exe.
P = DriveTools My USB Storage (F:) - [m] X
Home Share View Manage A o
: ot E- |1
* U & « Moveto = X Delete v 0 V4 = .‘:‘H selectall
) » W y v { ] Select none
Plnal(o“Qsl:I(k Copy Paste o) ICopyto~ m]i Rename f?l?e’r Propfrtles & invert selection
Clipboard Organize New Open Select
&« v N o > ThisPC > MyUSB Storage (F:) » v & | Search MyUSB Storage (F:) P
> 4 Downloads A O Name & Date modified Type Si
>4 Music Installers 10/13/20168:27 AM File folder
> & Pictures O adksetup.exe 10/13/20168:14AM  Application
> M Videos UserExperienceManifest.xml 10/13/2016 8:27 AM XML Document
> & 05(Q) File description: Windows Assessment and Deployment Kit - Windows 10
> « ChildX (D:) Company: Microsoft Corporation
File version: 10.1.10586.0
>« Demolntel (E) Date created: 10/13/2016 8:20 AM
> o MyUSB Storage Size: 1.58 MB
> & USB Drive (G:)
> < Work Files (H:)
> o APOLLO (1) v <
3items
4, Accept default installation path and click Next

C:\Program Files (x86)\Windows Kits\10\

Estimated disk space required:
Disk space available:
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5. Choose the Privacy Options desired and accept the License Agreement (as shown above)
and then select the following features to install - Windows Preinstallation Environment
(Windows PE) and Deployment Tools - Click the Install button.

y Windows Assessment and Deployment Kit - Windows 10 - X
Select the features you want to install
Click a feature name for more information.
[ Application Compatibility Tools Windows Preinstallation Environment
Deployment Tools (Windows PE)
[Jimaging And Configuration Designer (ICD) Minimal operating system designed to prepare a computer
[] configuration Designer for installation and servicing of Windows.
[ user state Migration Tool (USMT) Includes:
[[] volume Activation Management Too! (VAMT) + Windows PE (x86)
[[] windows Performance Toolkit * Windows PE (AMD64)
[[J windows Assessment Toolkit Requires the following f
[[] Microsoft User Experience Virtualization (UE-V) Template Ger
[[] Microsoft Application Virtualization (App-V) Sequencer = E—o
E] Microsoft Application Virtualization (App-V) Auto Sequencer
[[] Media eXperience Analyzer
Estimated disk space required: 5.7 GB
Disk space available: 14.0GB
< >
Back | I O Install | | Cancel
6. Once complete proceed to Online Digital Evidence Investigator Installation instructions.
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Online Digital Evidence Investigator Installation

1. Locate and execute the program installer called DEI-xxxxxx.exe (where xxxxxx represents
the version number). The latest installer program can be found on the web page
http://www.adfsolutions.com/Downloads.

2. Follow the installation wizard instructions — Click the licensing and terms and conditions
button to view the License Agreement. Click Install to start.

#
ADF Digital Evidence Investigator

Installation

This application will install ADF Digital Evidence Investigator in your

computer. Please read the

licensing terms and conditions.

By clicking INSTALL you agree to the licensing terms and conditions.

| INSTALL

Page 9



/ \DF Digital Evidence Investigator V2.2 User Guide
3. If the Windows 10 ADK if it is not installed the program prompts to do so— click the Yes
button to install this.
B ot
ADF Digital Evidence Investigator
Boot scans rely on the Windows ADK 10 and WinPE which were not found
on this computer. Would you like to download and install Windows ADK
h r I O now?
4, Instructions will be displayed detailing how to install the Windows 10 ADK. Click the OK

button in this window — a file entitled adksetup.exe will be downloaded. Locate this
downloaded file and execute it.

#9 ADFC

ADF Digital Evidence Investigator

Once you click the *Ok" button the file called adksetup.exe will download.
Once downloaded, execute that file.

On the "Select the features you want to install” screen, you can uncheck
everything but the "Windows Preinstallation Environment' option and
finish the install.

Once the installation is finished, come back to this installer
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5.

Accept default installation path and click Next

72 Windows Assessment and Deployment Kit - Windows 10 - s

I
Specify Location

® Install the Windows Assessment and Deployment Kit - Windows 10 to this computer
Install Path:

C:\Program Files (x86)\Windows Kits\10\ Browse...

O Download the Windows Assessment and Deployment Kit - Windows 10 for installation on a separate computer
Download Path:

C:\Users\Rich\Downloads\Windows Kits\10\ADK Browse.

Estimated disk space required: 66GB
Disk space available: 177.7G8

Choose the Privacy Options desired and accept the License Agreement.

#2 Windows Assessment and Deployment Kit - Windows 10 - X

Windows Kits Privacy

Windows 10 Kits collect and send anonymous usage data to Microsoft about how our customers use Microsoft
programs and about some of the problems they encounter. Microsoft uses this information to improve the
products and features. Participation in the program is voluntary, and the end results are software improvements
to better meet the needs of our customers. No code o software produced by you will be collected.

Tell me more about the Windows 10 program.
Send anonymous usage data to Microsoft for the Windows 10 Kits?

O Yes
® No

* Participation applies to all Windows Kits installed on this computer.
Privacy Statement

#2 Windows Assessment and Deployment Kit - Windows 10 - X

License Agreement

You must accept the terms of this agreement to continue. If you do not accept the Microsoft Software License
Terms, click Decline.

MICROSOFT SOFTWARE LICENSE TERMS A

and Kit (ADK) for 10
Microsoft Windows Hardware Lab Kit (HLK) for Windows 10
Microsoft Windows Driver Kit (WDK) for Windows 10

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of
its affiliates) and you. Please read them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

+ updates,

« supplements,
+ Internet-based services, and

* support services,
for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

If you comply with these license terms, you have the perpetual rights below.

1. INSTALLATION AND USE RIGHTS.
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7. Select the following features to install - Windows Preinstallation Environment (Windows
PE) and Deployment Tools - Click Install. It is possible to learn more about the Windows
Assessment and Deployment Kit after installation has completed.

£ Windows A and Depl Kit - Windows 10 _ X

Select the features you want to install

Click a feature name for more information.

[] Application Compatibility Tools Deployment Tools
Size: 949 MB
(] windows Prei i i i PE) Tools to ¢ ize and manage Wind images and to

[Jimaging And Configuration Designer (ICD) automate installation.

[C] configuration Designer Includes:

[[J user state Migration Tool (USMT) « Deployment Image Servicing and Management

[T] volume Activation Management Tool (VAMT) (DISM) tool. To use DISM cmdlets, PowerShell 3.0
N B must also be installed.

(] windows performance Toolkit + OEM Activation 2.4 and 3.0 Tools.

[] windows Assessment Toolkit * Windows System Image Manager (SIM).

OSCDIMG, BCDBoot, DISMAPI, WIMGAPI, and other

|:] Microsoft User Experience Virtualization (UE-V) Template Gen tools and interfaces.
D Media eXperience Analyzer
Esti d disk space required: 5.7GB
Disk space available: 105.0 GB
< >
Back || %mstal || cancel

£ Windows A snd D Kit - Windows 10 _ X

Welcome to the Windows Assessment and Deployment Kit -
Windows 10!

[J Learn more about the Windows Assessment and Deployment Kit
Check this box to explore the Windows ADK documentation on MSDN.
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8.

Once the WADK is installed return to the Digital Evidence Investigator installer and click on
Yes. To install common Android and iOS USB drivers select the checkbox, clicking Finish will
complete the installation.

48 ADF Digital Evidence Investigator

ADF Digital Evidence Investigator

Is the Windows ADK 10 installed?

ADF Digital Evidence Investigator

Finished

I ' E I The application was installed successfully and will now be started
[ Install common Android and iOS USB drivers

FINISH
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ADF Smartphone Driver Pack Installation

1.

V2.2 User Guide

process.

Selecting the option to install common Android and iOS USB drivers during the installation
of Mobile Device Investigator will start the ADF Smartphone Driver Pack installation

2.

14 ADF Smartphone Driver Pack Setup - X

ADF Smartphone Driver Pack

Welcome

Setup will install ADF Smartphone Driver Pack on your computer. Click install to continue,
options to set the install directory or Close to exit.

Ginstall Close

A progress bar will be displayed showing the progress of the installation. The user may be

requested to confirm the installation of some drivers.

1) ADF Smartphone Driver Pack Setup

ADF Smartphone Driver Pack

Setup Progress

Processing:  ADF INF Drivers

Cancel

A prompt will appear when installation is complete, clicking the Close button will end the

installation process.

1) ADF Smartphone Driver Pack Setup = X

ADF Smartphone Driver Pack

Installation Successfully Completed

Close
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Automatic Software Update

Internet connected workstations will check for new versions when the application is started.
When a new version is detected the latest version will be downloaded. When closing the
application a prompt will appear to install the latest version or keep the current version on

the workstation.

Automatic Software Update

A newer version 5.0.0 of the application is available. Are you ready to install?

—

Clicking the Yes button will install the latest version, clicking the No button will leave the

current version on the workstation.
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3. User Interface

When executing the program the Home Screen is displayed, from here it is possible to access
all the functions of Digital Evidence Investigator.

Digital Evidence Investigator Home Screen

ADF Digital Evidence Investigator PRO

@ Scan Devices and Images

Scan Android/iOS devices, memory cards, external hard drive, flash drive, folder or drive image

Ca Prepare Collection Key

Scan target computers with the USB Collection Key

[@ Image Attached Devices

Image hard drives, connected media and perform an advanced logical acquisition of an Android/iOS device

[En Review Scan Results

Analyze scan results and create reports

@ Setup Scans

Create and edit Search Profiles

% Settings
Configure application's settings

User Guide

Open user guide in external viewer

Scan Devices and Images

This option enables the scanning of hard drives, USB devices, memory cards, forensic images
(EO1 and dd), folders, network drives, mobile devices (pro version only) and backups of
mobile devices (pro version only).

Prepare Collection Key

This option allows the user to set default locations for storage of data used/generated by the
program, set global Scan Information Field and Tag Names and view details of backed up
licenses.
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Image Attached Devices

This option enables the creation of forensic images of attached devices such as hard drives,
USB devices or memory cards. It is possible to create backups of Android and iOS devices (pro
version only).

Review Scan Results

This option enables the user to review and analyze scan results.

Setup Scans

This option enables the creation and editing of Search Profiles and Captures.

Settings
This option allows the user to specify the default locations of Search Profiles, scan results,

exported reports and the license backup. Tag names can also be modified here. It is also
possible to view and delete backed up licenses.

User Guide

Selecting this option will open a PDF copy of this user guide.
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4. Settings

The settings view stores details relating to licenses, tags, scan information fields and data
paths.

Settings View

. Settings

Licenses for Computer ID: AXZ-CRR-CFK-ARC-XXF

s2wjnaah10041Im 2020112/31 1234

Software Update
Your application is up-to-date.
Default Scan Results Tags
0-Level0
B i-caa
2-CatB
B :-cac
W 4-tevels
W s-tees
W 6-Leveis
W 7-tevel7
W s-tees
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Backed-up Licenses

Backed-up Licenses

Licenses for Computer ID: AXZ-CRR-CFK-ARC-XXF

07bc0c07442a430e 2020/12/01 1209

PRODUCT ADF Digital Evidence Investigator

EXP 2020/12/01

SUPPORT 1209

SUPEXP 2020/12/01

KEYSN 07bc0c07442a430e

MODULES smartphone,2020/12/01

s2wjnaah201361x 2020/12/01 1209 B v
Delete  Expand

s2wjnaah100411m 2020/04/30 0001

The Computer ID can be used with an electronic license file stored on your computer. This
can be generated by contacting ADF and should be placed in ProgramData\ADF Solutions
Inc\v4\LicGen. The electronic license file negates the requirement for a license to be stored
on a USB device connected to the workstation.

A list of licenses that have been backed up are displayed. By highlighting a license it is
possible to delete it by clicking the Delete button that appears when highlighted.

Clicking the Expand button will display further details about the license such as the product
and modules the license is valid for.

Software Update

Software Update

Software Update

Your application is up-to-date.

Details of available software updates will be displayed here.
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Default Tag Names

Default Tag Names

Default Scan Results Tags

This option enables the allocation of a default Tag Name for each of ten (10) available tags.
Tags are described further in section 11 of this guide. Changes to the default tag names will
not be applied retrospectively to previous scan results. To rename a tag double click on the
highlighted name and type in the new name or click on the Rename button. In subsequent
scan results the new tag names will be available.

Default tag names can also be changed by editing the config.json file (\Users\<User
Account>\AppData\Loca\ADF Solutions Inc\ADF Digital Evidence Investigator\config.json).
Within the “Tags” section of the JSON file editing the “name” value of the appropriate “level”
will change the Default Tag value within the application when it is next started.

Editing Default Tag Names Within config.json

“Tags™: [ Default Scan Results Tags
{
“level": 0,
"name": “"Level 0"
X 0-Level 0
{
"level”: 1
“name": “C;t A" . 1-CatA
Js
{
"level”: 2, 2-CatB
"name": "Cat B"
%,
"level": 3, M s-catc
"name": "Cat C"
},
i B 4-Llevel4
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Scan Information Fields

Scan Information Fields

Scan Information Fields

Prompt for the following scan information before a scan

Scan Name NA v
Scan Date NA v
Scan Time NA v

By default, at the start of a scan, the user is requested to input a scan name, a scan date and
a scan time. If additional fields are required for all scans, these fields can be defined here by
specifying the name of the field in the row containing the prompt “Enter new field name...”.
Any field with the mandatory check box selected must be completed prior to the scan
commencing.

Data Paths
Data Paths
Search Profiles* C:\ProgramData\ADF Solutions Inc\v4\SPro
Scan results* C:\Users\Stuart\Documents\ADF\Scan Results
Android/iOS backup*  C:\ProgramData\ADF Solutions Inc\v4\phone_backup

Exported reports* C:\Users\Stuart\Desktop

C:\ProgramData\ADF Solutions Inc\v4\LicBackup

C:\ProgramData\ADF Solutions Inc\v4\Whitelists

The default locations (as shown below) of Search Profiles, Scan Results, Mobile Device
Backups, Exported Reports, License Backup and Whitelists can be changed via the folder
browser dialog button.

Default Paths can also be changed by editing the config.json file (\Users\<User
Account>\AppData\Local\ADF Solutions Inc\ADF Digital Evidence Investigator\config.json).
Within the "Paths" section of the JSON file editing the "value" value of the appropriate
“name” will change the Default Path value within the application when it is next started.
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Setting Default Location
Search Profiles C:\ProgramData\ADF Solutions Inc\v4\SPro
Scan Results C:\ProgramData\ADF Solutions Inc\v4\ScanResults
Android/iOS backup C:\ProgramData\ADF Solutions Inc\v4\phone backup
Exported Reports C:\Users\<user>\Desktop
License Backup C:\ProgramData\ADF Solutions Inc\v4\LicBackup
Whitelists C:\ProgramData\ADF Solutions Inc\v4\Whitelists

Search Profiles

Search Profiles contains default and user created Search Profiles for Digital Evidence
Investigator.

Scan Results

Scan Results contains scan results of scans carried out by the desktop application and any
scan results imported from Collection Keys.

Android/iOS backup

Backups created with Digital Evidence Investigator Pro will be stored here.

Exported Reports

Exported Reports default to the user’s Desktop for ease of access.

License Backup

License Backup contains a backup of any licenses used with Digital Evidence Investigator.
Whitelists

Whitelists incorporated into Search Profiles will be stored here and can be used within other
user created Search Profiles.
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5. Preparing a Collection Key

Preparing a Collection Key will make any USB storage device, a bootable USB device. A
prepared Collection Key enables the booting of the majority of powered off personal
computers or conduct a live scan of a powered-on computer running the Microsoft Windows
operating system. Search Profile(s) and an operating system may be copied to the Collection
Key during Collection Key preparation. Prepared Collection Keys have a volume name of CKY.

How to Prepare a Collection Key

1. Insert a USB storage device that will be prepared as a Collection Key
Select Prepare Collection Key.

Ca Prepare Collection Key

Scan target computers with the USB Collection Key ’

2. When preparing a Collection Key for the first time a warning message will displayed stating
that the first time a collection key is prepared it can take a longer time than usual,
subsequent Collection Key preparation will be quicker.

Warning

Preparing a Collection Key for the first time can take up to 30 minutes. Successive preparations are much faster. Please do not
interrupt this process. Proceed?
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Choose between having no predefined Search Profile(s) on the Collection Key or having
Predefined Search Profile(s) on the Collection Key. No Predefined Search Profile requires
Search Profiles to be created at the time of the scan.

Select the Search Profile(s) to be available on the Collection Key.

Select the USB Device(s) to be prepared as Collection Key(s).

Ensure the correct USB Device(s) is selected as all existing data will be deleted.

Click on Prepare.

Search Profiles Collection Keys
No predefined Search Profile. The user will select the Captures at the

time of scan CKY (D:) Samsung Portable SSD T3 .

® Predefined Search Profiles

Quick - Saved Credentials

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-
VIRUS BEFORE RUNNING. Runs Saved Credentials capture only.

Quick - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures,
excluding Email, P2P and Saved Credentials, searches for anti forensic traces, socia.

Quick - Collection - iOS Backup

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files from an iOS
backup.

Quick - Child Exploitation

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures,
exdluding Email and Saved Credentials, collects pictures and video frames in we.
Mobile Devices - General Profiling

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects
allocated, and embedded pictures, videos and frames from videos over S00MB an.
Mobile Devices - Child Exploitation

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects
allocated, and embedded pictures and videos and frames from videos over S00MB.

4.

Unplug USB device when prompted. On some occasions it is not possible to eject the disk, a
warning message will be displayed in these instances. The Collection Key is now prepared.

Search Profiles Collection Keys

o No predefined Search Profile. The user will select the
Captures at the time of scan

Predefined Search Profiles

Quick - Saved Credentials

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE
SCANS - DISABLE ANTI-VIRUS BEFORE RUNNING. Runs Save.
Quick - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all

Artifact Captures, excluding Email, P2P and Saved Credentials.

Quick - Collection - iOS Backup

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects
all files from an iOS backup.

Quick - Child Exploitation

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all
Artifact Captures, excluding Email and Saved Credentials.
Mobile Devices - General Profiling

Comprehensive scan - Runs all relevant mobile device artifact
Captures, collects allocated, and embedded pictures, videos an.
Mobile Devices - Child Exploitation

Comprehensive scan - Runs all relevant mobile device artifact
Captures, collects allocated, and embedded pictures and video.

HOME
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6. BIOS/UEFI

Most target computers will have to be configured to boot from the Collection Key. Computer
manufacturers facilitate two ways to do this. Within the BIOS or UEFI firmware setup there is
generally a boot sequence area where the computer may be configured to boot from a
removable device first or alternatively many manufacturers provide a single use boot menu.
Access to either the BIOS/UEFI setup or the single use boot menu is achieved by a user
repeatedly pressing a hotkey on start up. The precise hotkey needed varies from
manufacturer to manufacturer and model to model. Prior to booting, operators should
research the appropriate manufacturers website to establish how to boot from a removable
device.

Digital Evidence Investigator will boot computers with UEFI Secure Boot enabled.

Steps to take control of the target computer BIOS/UEFI

1. Research Bios/UEFI Hotkey and use it (see Appendix A - BIOS Access Keys).

2. Locate the boot menu and reorder to boot from:
Removable Device (sometimes referred to USB HDD or similar)
CD-ROM Drive
Hard Drive

+Removable Devices

_/'
Enter
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3. Save the changes and exit.
Boot to USB.

Exit Saving Changes

Setup Confirmation

Save configuration changes and exit now?

= (Mo)

NOTE: the USB Collection Key might have to be connected in order for the removable devices
option to appear.
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Steps to take control of the target computer - Single Use Boot Menu

1. Establish the hotkey to access the Single Use Boot Menu, turn on the computer and
repeatedly press the hot key until the menu appears then choose the Collection Key from
the list.

Network boot from AMD Am79CI70A
+Hard Drive
+Removable Devices

Network boot from AMD Am79CI970A #2

<Enter Setup>

NOTE: the USB Collection Key may have to be connected in order for the removable devices

option to appear.

Fast Boot / Ultra-Fast Boot enabled computers

Fast Boot is a feature of UEFI enabled computers that allows a computer to boot faster. The
following booting issues are created when Fast Boot or Ultra-Fast Boot are enabled on the
target computer:

1. Fast Boot - Booting from USB Device disabled

2. Ultra-Fast - Booting from USB device disabled as well as access to the UEFI Firmware
settings.

Fast Boot can be turned off by accessing the UEFI firmware via the appropriate hotkey and
modifying the Fast Boot configuration. Please consult the relevant computer manufacturers
web site for details on how to modify this setting.
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Inadvertent boot to Windows 8/10

If the UEFI firmware settings cannot be accessed or Windows has been inadvertently booted
here are the steps to restart automatically and access UEFI Firmware settings.

1. Hold down the shift key and select restart computer. This method also works if Windows
8/10 is not signed into, and the login screen is displayed allowing access to the restart menu
option. If the computer signed in automatically click the Restart option from the Start menu
while holding the shift key down.

2. While shutting down Choose Troubleshoot from the menu options.

Choose an option

Continue Troubleshoot

d continue to Windows 8 Re your PC, or use
advanced t

Turn off your PC

Use another operating
stem

ue with another installed version
dows

Refresh your PC

If your PC isn't running well, you can
refresh it without losing your files

Reset your PC

If you want to remove all of your files,
you can reset your PC completely

Advanced options
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4.

Select UEFI Firmware Settings.

© Advanced options

System Restore

System Image
Recovery

Reco using a specifi

Automatic Repair

Command Prompt
nmand Prompt for
troubleshooting

UEFI Firmware
ettir

Windows Startup
Settings

Ch:

5.

Choose restart to UEFI Settings. The computer will restart and allow access to the UEFI

Firmware settings.

© UEFI Firmware Settings

Restart to change UEFI firmware settings
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Apple Mac Computers

1. On an Apple Mac computer insert the Collection Key and as soon as the start up chime is
heard, press the Option Key and hold it down until the Apple Startup Manager is displayed —
as shown below.

S anEEE8880
LGOI IEIE O
EHbldoidodoaaann
o Lo fefefo g d o)
N 3 K G N -
. . = o JE L

2. The Apple Startup Manager is displayed — selecting either Windows or EFl Boot will boot to
the Collection Key.

MacOSX Windows

®

= Choose Network...
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7. Boot Scan

When conducting a boot scan Digital Evidence Investigator is forensically sound. This means
that no changes are made to the target media.

Prior to conducting a Boot Scan establish how many USB ports are available and determine if
the 4-port USB hub is required. Two ports are required in order to complete a scan, one for
the Collection Key and one for the Authentication Key. Once the scan has started the
Authentication Key can be removed.

When booting to the Collection Key Digital Evidence Investigator will automatically launch the
application to scan the computer. No user input is normally required within the Windows
Boot Manager. In situations where the computer does not boot successfully, pressing F8 and
accessing Windows Safe Mode could be an option.

Windows Boot Manager

windows Boot Manager

Choose an operating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

ADF BOOT - BIOS >|

To specify an advanced option for this choice, press F8.
Seconds until the highlighted choice will be started automatically: 3

Tools:

windows Memory Diagnostic

ENTER=Choose TAB=Menu ESC=Cance]l
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Scan Computer

1. There are two options available: Scan Computer and Image Computer. To proceed with the
boot scan click on Scan Computer. See section 15 for further details on imaging a computer.

q Scan Computer

Scan this computer and any attached devices

@ Image Computer

Image this computer and any attached devices
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A Collection Key that is created with no Predefined Search Profile will require a Search Profile
to be created prior to running a scan.

No Predefined Search Profiles

. Target Devices
(&) ssooomo02-15810a 465868

Data (D) NTFS 4658G8

joned space 20MB

)

),

ML

Crucial CT250MX2005SD1 232.9GB

o)

FS 232.9GB

joned space 22MB

Captures Scan Information

D APPLICATIONS 0/1

January

> CHILD EXPLOITATION 0/8

> USER DATA 0/5

D WEB BROWSERS 0/7

1. Select the target device(s)

Physical Drives are denoted by a hard disk icon

Logical volumes are listed beneath the physical drive entry
Attached devices are denoted by a flash drive icon
Bitlocker/FileVault 2 volumes are flagged (volume will be disabled if not decrypted).

< Target Devices
VMware, VMware Virtual S

v (@
SCSI Disk Device 50GB

v| NTFS 49.5GB

v| NTFS 475.0MB

v| Unpartitioned space 3.4MB
N Corsair Flash Voyager USB
EJ Device 992MB

C: 992.0MB

v| Unpartitioned space 16.5KB
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2. Create the Search Profile -
Captures are displayed in the centre pane within Capture groups (Applications, Child
Exploitation etc.). Captures that have been hidden prior to the Collection Key being created will
not be present here.
Select the desired Captures by clicking on the checkbox next to them.
Clicking on a Capture group will display the option to Collapse the group, clicking on a collapsed
group will give the option to expand the group
Captures
> APPLICATIONS 0/11
> CHILD EXPLOITATION 0/8
> COMMUNICATION 0/8
> DEVICE DATA 0/10
v DOCUMENTS 0/4
Office Documents Comprehensive - speed optimized
Office Documents Comprehensive thorough ID
Office Documents in User Profiles
Referenced Files
> INTEL KEYWORDS 0/12
> MULTIMEDIA 0/21
> USER DATA 0/5
> WEB BROWSERS 0/7
3. Enter scan information

The Scan Name field defaults to the word Scan followed by a real-time date and timestamp but
is user modifiable — TIP: Customize the name so the results are easily identifiable in Review Scan
Results.

The Scan Date and Time fields are populated by querying the system clock of the device about
to be scanned and can be modified to reflect the actual time if the system clock is incorrect.

It is possible to supply a label for each device within the label field below the scan time field.
This will allow easier identification of devices within the scan results.

Scan Information

h Voyager USB Device
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Duplicate Captures

When selecting multiple Captures a warning will be displayed if any of these Captures appear
to duplicate work carried out by another Capture, this will result in a scan taking longer than

necessary to complete.

Duplicate Capture Warning

Warning

The following Captures are targeting the same files
and may result in a longer scan. We recommend
deselecting the overlapping Captures:

MULTIMEDIA > Collect Deleted Pictures from Unallocated I
MULTIMEDIA > Pictures - with EXIF Data (Picture)
MULTIMEDIA > Pictures - with GPS Location Data (Picture)
MULTIMEDIA > Pictures Comprehensive - speed optimize...
MULTIMEDIA > Pictures Comprehensive Thorough ID no c...

PROCEED CANCEL

Clicking the Proceed button will continue the scan with the current overlapping Captures,
clicking the Cancel button will allow overlapping Captures to be deselected.
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Predefined Search Profiles

A Collection Key that is created with Predefined Search Profile will have them available to
select prior to running a scan.

Predefined Search Profiles

Target Devices Search Profile Scan Information
[y VMware, VMware Virtual S
< SCSI Disk Device 50GB

v| NTFS 49.5GB

ScanName*  Scan 2020-01-08 10-54-43

® Quick - General Profiling

Scan Date *
USE ONLY ON THE SYSTEM DRIVE OF 2020 Jan 08

v| NTFS 475.0MB COMPUTERS - Runs all Artifact Captures

v| Unpartitioned space 3.4MB
Mobile Devices - General Profiling

Scan Time* 10 54 43

Comprehensive scan - Runs all relevant
mobile device artifact Captures, collect

. Rt Test
Intermediate - General Profiling
USE ONLY ON THE SYSTEM DRIVE OF _ -
COMPUTERS - Runs all Artifact Captures.. ER———
Comprehensive - General Profiling

Runs all Artfact Captures, excluding P2P Label for \/Mwar]QVM...I S SCSI Disk Device

captures and Saved Credentials, collect

1. Select the target device(s)
Physical Drives are denoted by a hard disk icon
Logical volumes are listed beneath the physical drive entry
Attached devices are denoted by a flash drive icon
Bitlocker/FileVault 2 volumes are flagged (volume will be disabled if not decrypted).

. Target Devices

' VMware, VMware Virtual S
A \ SCSI Disk Device 50GB

v| NTFS 49.5GB
v| NTFS 475.0MB

¥| Unpartitioned space 3.4MB

N ' Corsair Flash Voyager USB
EJ Device 992MB

C 992 OMB

v Unpa'ﬁﬁoned space 16.5KB
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2.

Select the Search Profile -
Select the desired Search Profile from the list of Search Profiles added to the Collection Key
by clicking the radio button next to the desired Profile.

Search Profile

® Comprehensive - Child Exploitati..

Runs all Artifact Captures excluding Saved
Credentials, collects allocated, embedded...

Enter scan information

The Scan Name field defaults to the word Scan followed by a real-time date and timestamp
but is user modifiable — TIP: Customize the name so the results are easily identifiable in
Review Scan Results.

The Scan Date and Time fields are populated by querying the system clock of the device
about to be scanned and can be modified to reflect the actual time if the system clock is
incorrect.

It is possible to supply a label for each device within the label field below the scan time field.
This will allow easier identification of devices within the scan results.

Scan Information

SeanName*  Scan 2018-09-18 20-20-29

Label for VMware, VM..I S SCSI Disk Device

System Drive

Label for Corsair Flash Voyager USB Device

Corsair USB
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Adding Keywords

Prior to commencing a Boot Scan it is possible to add additional keywords to both predefined
and created on-the-fly Search Profiles. Only substring keywords can be entered.

1. Within the Captures/Search Profile pane, click the Add Keywords button.

Search Profile

2. A new section will appear, a default Capture Group Name will be entered along with a default
Capture Name, it is possible to change these values.

New Keyword Search Capture

Capture Group Name* ON THE FLY Capture Name*  Keyword Set 2020.01.06-12.55.36

.

_ totee

Search @ file names and artifacts (faster) file names, artifacts and file contents (slower)

3. The keyword should be entered in the Search Expression column, an Auto-Tag and Auto-
Comment value can be assigned to each keyword. A row for further keywords will appear
when a keyword has been added.

Keyword 1 . 1 a comment for Keyword 1
No tag

4, To remove a keyword highlight it by moving the mouse pointer over the keyword and press
the Delete button that appears.

K&yword 1 . . ient for Keyword 1

5. Select the Search Options, searching file names and artifacts will not search within file
contents.
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Search _ file names, artifacts and file contents (slower)

Clicking the radio button to search file names, artifacts and file contents (slower) will provide
further search options to choose between:

Search documents only or documents, internet files and text files.

Search user profiles only or the entire drive and deleted files.

Fast file identification (identifies files using the file extension) or thorough file identification
(will check file signatures for all files).

A description showing which option is faster or slower will be present by each choice.

Search file names and artifacts (faster) _

Search e documents (faster) documents, internet files, text files (slow..

Search o user profiles (faster) entire drive and deleted files (slower)

File identification method @ fast identification (fast.. thorough identification (slower)

Clicking the Save button will save the keyword Capture.

Clicking the Delete button will close the keyword window and not add the keyword Capture.
Clicking the Cancel button will disregard any current changes made on a keyword Capture that
had been previously created.
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Starting a Scan

When a Target Device(s) has been selected, a Search Profile created or selected and
appropriate Scan Information details have been entered, clicking on the Scan button will start

the scan.

If an Authentication Key is not inserted the message No license file found to run the scan is
displayed. Please insert the Authentication Key.

Start Scan Button

SCAN | '
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Once started the scan activity will be shown with the following:

Progress bar - Current area and files being scanned.

Matches Log - Real time preview (thumbnail) of File Capture matches collected. Images and
Video files are represented by thumbnail images, keyword matches will show the keyword
found, all other matches will be represented by an associated icon.

Capture results - Cumulative count of capture results.

View Results button —View results currently collected by the scan. The scan will continue to

run in the background.

Image button —Stops the scan and allows devices to be imaged.

Pause button —Pauses the current scan. To resume a scan click on the Resume button that
has replaced the Pause button.

APPLICATIONS

Anti-Forensics Traces
Application Usage

Installed Applications

P2P Files Shared or Downloaded
P2P Search Terms

P2P Traces

Remote Access Traces

Shareaza GUIDs

COMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder

Clhmne Reraived Filac

950 o
PEE

215
26

1 S
s34
P2E] S )

84
n

1

VIEW RESULTS IMAGE PAUSE

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed optimiz..

CE - Keywords Comprehensive speed optimi... 52

DEVICE DATA

Connection Log 50 ==
Device Information

OS Information 1 ==
USB History “ae
Virtual Disk Locator 2
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2. Once the scan has completed the results can be viewed by clicking OK and then clicking View
Results.
The scan finished with status Completed
<
Mogiess Tesswsmmacarges
APPLICATIONS CHILD EXPLOITATION
Anti-Forensics Traces 3 CE - Hash Set Comprehensive speed optimi..
Application Usage 950 == CE - Keywords Comprehensive speed optim... 224
Installed Applications 23 ==
P2P Files Shared or Downloaded
P2P Search Terms
P2P Traces 224
Remote Access Traces 26
Shareaza GUIDs
COMMUNICATION DEVICE DATA
Calls 58 g Connection Log 50 ==
Emails 553 E Device Information
Messages 243 e OS Information 1 ==
Saved Contacts 84 g USB History 14 ==
Skype - Media_cache Folder n Virtual Disk Locator 2
Slvne Raraivad Filac
3. Scan results are stored on the Collection Key and may be reviewed and analyzed using the

target computer. Alternatively scan results stored on a Collection Key may be reviewed and
reports created, using the Digital Evidence Investigator software used to prepare the
Collection Key or on any other computer where Digital Evidence Investigator software is

installed.

Further help on Reviewing Scan Results and Reporting can be found in sections 11 and 12 of
this guide.
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Matches Log

During a scan the Matches Log pane will be populated with keyword hits and previews of files
identified during the scan. It should be noted that approximately only one in every seven
pictures encountered will be displayed while the scan is running.

1. While the Matches Log is active clicking the Matches button will disable file previews.

2. When the Matches Log has been switched off, clicking the Matches button will re-enable file
previews.

H oo wommmmonsy

o v ocs = 0008
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8. RAM Dump

When running a live scan from a Collection Key it is possible to create a RAM dump of the
computer. RAM dumps can then be analyzed with appropriate software (e.g. Volatility).

1. From the main menu click on Create RAM Dump.

Cq Scan Computer

Scan this computer and any attached devices

@ Image Computer

Image this computer and any attached devices

[Wg‘ Create RAM Dump

Create a RAM dump of this computer

= Review Scan Results

Analyze scan results from the USB key

2. The RAM dump will be saved to the collection key within a zip file.

Creating RAM Dump

-—2018—09—18—20—32—34.Zip -5GB

Time elapsed: 4s
Time remaining: Estimating...
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9. Live Scan

Digital Evidence Investigator accesses files on the target computer without modifying their
timestamps. However, it should be expected that running Digital Evidence Investigator on a
live system will leave traces related to the insertion of both the Collection Key and
Authentication Key and the execution of the Digital Evidence Investigator application.

Two USB ports are required to complete a scan, one for the Collection Key and one for the
Authentication Key, once the scan has started the Authentication Key can be removed. A USB
hub may be used in cases where the target computer only has one USB port.

To run a Live Scan:

1. Insert the Collection Key and Authentication Key into USB ports upon the target computer
and execute the Start.bat file stored on the Collection Key by double clicking on it

~ ) v Drive Tools  CKY (F) N = o X
Home Share View Manage 2 ~ @
V'S 17 New item ~ - FH selectall
X h v
] Easy access - Select none
Pin to Quick Delete New Properties
access L ~ = < folder - & History Invert selection

Clipboard Organize New Open Select

< v M < > ThisPC > CKY (F) v U Search CKY (F »
A O Name Date modified Type Size
# Quick access

CKData 10/27/2016 3:29 PM  File folder

4 OneDrive ScanResults M File folder
v W ThispC SPro File folder
File folder
m Desktop SyiLogs y N
temp File folder
Documents
win
4 Downloads prescan.db 172 KB
d Music startbat 9/19/2016 8:38 AM 2k8

« Pictures

& Videos

0s (C)

ChildX (D:)
Demolntel (E:)
CKY (F)

Work _Files (H:)
APOLLO (1)
AKY ()

PICTURES (K) v
8 items -

Lo

’
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2. A main menu is presented, to continue with a Live Scan click on Scan Computer.

g Scan Computer

=\ Scan this computer and any attached devices

@ Image Computer

Image this computer and any attached devices

Create RAM Dump

rﬂ,_
B Create a RAM dump of this computer

[If'\ Review Scan Results

Analyze scan results from the USB key

3. Target devices, a Search Profile and Scan Information details can now be selected. Clicking
the Scan button will start the live scan

H =oe0evices Search Profile ScanInformation

ll — B ——

JJJJJJ

The rest of the process is identical to that described in the section 7 - Boot Scan.
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10. Desktop Scan

Digital Evidence Investigator, when installed upon a laboratory examination computer, has
the ability to scan attached drives (other than the system drive), devices (typically connected
via a write blocking device), forensic image files (EO1 and dd), the contents of folders (can be
a network shared folder), connected mobile devices and mobile device backups. To access
the scan screen select the Scan Devices and Images option from the Home Screen.

Function Toolbar

Located vertically on the right side of the application is the Function Toolbar. This toolbar
changes depending on the task at hand and contains the functionality for the displayed

screen.

Option Function

Quit Closes the application immediately.

Function Toolbar

Quit
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Adding Target Devices

The Target Devices section displays devices connected to the workstation that can be
scanned. Devices such as the System drive and the Authentication key will be disabled;
scanning these will not be possible.

The Target Devices section has a row of buttons allowing the user to add specific devices:

Option Function

Add Folder Allows the selection of a Folder (including Root) or network
drive and adds it to the Target Devices List.

Add Image Allows the selection of an EO1 or dd image to the Target
Devices List.
Add Phone Starts the process of adding an Android or iOS device.

(Pro Version Only)

Add Phone Backup Opens a folder browser dialog window to select an Android or
(Pro Version Only) i0S backup.

Target Devices Section

< .
Target Devices
samsung - SM-G973F (Android - 9)

Q
.

Corsair Flash Voyager USB Device 992MB

D: 992.0MB

Unpartitioned space 16.5KB

v |B Y./ADF/Test Data

C\' C:/Users/Stuart/Documents/ADF/Images Temp/
v (&
A E ElCapitan_060416/MacBkAir_ElCapitan_060416.E01

v| FAT32 200MB

v| MacOSX HFS 112.2GB

v| Recovery HD HFS 619.9MB
v| Unpartitioned space 40KB

”, |:| OS: Apple - iPhone 6 (iOS 12.3.1)(FDNQH2LBG5MP)
Q Backup
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Adding a Phone (Pro Version Only) PKO)

Clicking on the Add Phone button will start the process of adding an Android or iOS device to

allow it to be scanned.

1. Click the Add Phone button

Target Devices

samsung - SM-G973F (Android - 9)

@ .

2. Select the type of the phone to add. Clicking the Cancel button will stop the phone addition
process and return to the Desktop Scan view

Select Device Type

Make sure your device is NOT connected then select its type

CANCEL

3. Follow the on screen instructions to add the device. When the mobile device has been
successfully added it will appear in the Target Devices list

Apple - iPhone 6 (iOS 12.1.4)
LGE - Nexus 5X (Android - 8.1.0)

Page 49



/ \DF Digital Evidence Investigator V2.2 User Guide

Adding an Android Device

In order to properly scan an Android device some actions are required for the device to be
scanned by the application:

e The device must be unlocked, if it is password protected you will need to obtain this

e Flight mode should be enabled

e Developer mode must be activated, the method to do so can differ depending on the
make/model of your Android device

e USB debugging mode must be activated

e Authorize the execution of apps from unknown sources

e |t is recommended to prevent the device from auto-locking, this can disrupt the
backup process

e [tisrecommended to place the device in airplane mode

e \When the device is connected, ensure the USB connection is set to file transfer

Adding an iOS Device

In order to properly scan an iOS device some actions are required for the device to be
scanned by the application:

e |tisrecommended to set
e Airplane mode should be enabled
e The device must be unlocked, if it is password protected you will need to obtain this

e [fadialog appears on the device regarding trusting the computer, accept this

iOS Encrypted Backups

Encrypted iOS backups return more data than unencrypted backups. Where an unencrypted
iOS device is about to be imaged or scanned, a dialog will display asking for the pass code to
be entered into the device. This will temporarily encrypt the backup to allow more data to be

extracted.

iOS Encryption Dialog

Enter Passcode on Device

Please enter the passcode on the iOS device to enable backup
password change (setting it to 'adf' prior to the backup and removing it
afterwards).
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Adding a Phone Backup (Pro Version Only) PKO)

Clicking on the Add Phone Backup button will start the process of adding an ADF generated
Android or iOS backup to the Target Devices allowing it to be scanned.

1. Click the Add Phone Backup button

samsung - SM-G973F (Android - 9)
Q)
AR

2. A folder browser dialog window will open, select the root folder of an Android or iOS backup
to add the phone backup

R Select the phone backup to scan X

A | « PhoneBackup > LGE - Nexus 5X (Android - 8.1.0)(00268a2d0bTedees) 2018-12-18 16-24-01 v ® | SearchLGE - Nexus 5X (Andro... ©

Organize v New folder = @

0 This PC A Neme Date modified Type Size

2 30 Objects backup 14/03/201910:53  File folder
I Desktop

%] Documents
& Downloads

B James'siPhone
D Music

&/ Pictures

B Videos

& 0s(@

= WINPE (D)

- CKY (&)

Folder |

3. A correctly formatted backup will be added to the list, incorrectly formatted backups will
display an error message. It should be noted that some Android artifacts, such as calls,
messages and contacts, will not be recovered as they require the phone to be connected

” Eﬂ Android: LGE - Nexus 5X (Android - 8.1.0)
B (00a68a2d0b7e4eed) Backup

ormat not supported
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Decrypting Encrypted Devices

Devices encrypted with Bitlocker, File Vault or APFS can be decrypted provided the password
is known or the recovery key is available.

1. Encrypted devices have a warning displayed below the device showing that it is currently
locked.

Corsair Flash Voyager USB
)] Device 992MB

D: 992.0MB

Unpartitioned space 16.5KB

2. Clicking on the checkbox for the device will open a dialog window allowing the device to be
unlocked. The password or the recovery key must be entered into the text box provided and
the Ok button clicked to continue.

Unlock Partition

Partition (D:) is encrypted with BitLocker. To scan
it, please enter the password or 48 digit recovery
key.

3. Entering the wrong password or recovery key will result in a warning being displayed with
the option to re-enter the password.

Unlock Partition

Password or recovery key for partition (D:) is
incorrect. Please try again.
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4.

Entering the correct password or recovery key will unlock the device enabling it to be
scanned.

L MUSHKIN MKNUFDVS8GB USB Device 7.4GB

EFI FAT32 196.9MB
| v APFS 872KB (USED)

APFS encryption - unlocked

Unpartitioned space 128.1MB

= Corsair Flash Voyager USB
~ [J Device 992MB

| Bitlock... (D) EXFAT 992.0MB

— BitLocker encryption - unlocked

| Unpartitioned space 16.5KB
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Running a Desktop Scan

1. Select the target device(s)
Physical Drives are denoted by a hard disk icon (System drive is disabled)
Logical volumes are listed beneath the physical drive entry
Attached devices are denoted by a flash drive icon (Collection key is disabled)
Bitlocker / FileVault 2 volumes are flagged
Specific targeted folders are denoted by a folder icon
Image Files - EO1 or .dd are denoted by an image icon.

cn MIC D M W\ AD
' SR DISK SR o oA 2

Corsair Flash Voyager USB Device 992MB

: 992.0MB

Unpartitioned space 16.5KB

IB Y:/ADF/Test Data

] C:/Users/Stuart/Documents/ADF/Images Temp/
B ElCapitan_060416/MacBkAir_EICapitan_060416.E01

FAT32 200MB
MacOSX HFS 112.2GB
Recovery HD HFS 619.9MB

Unpartitioned space 40KB

P iOS: Apple - iPhone 6 (i0S 12.3.1)(FDNQH2LBG5MP)
E Backup
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2.

Select the Search Profile
All Search Profiles will be available including custom profiles.

Search Profile

Select a Search Profile
Quick - Saved Credentials

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS -

DISABLE ANTI-VIRUS BEFORE RUNNING. Runs Saved Credentials capture only
Quick - IPOC *

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all artifact

Captures, excluding Email and Saved Credentials, collects pictures and video frame...
Quick - General Profiling ~

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all artifact

Captures, excluding Email, P2P and Saved Credentials, searches for anti forensi...
Quick - Collection - iOS Backup

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files

from an iOS backup
Intermediate - IPOC ~

Intermediate scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all

artifact Captures excluding Saved Credentials, collects pictures and video framesi...
Intermediate - General Profiling ~

Intermediate scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all

artifact Captures, excluding p2p captures and Saved Credentials, collects pictures...
Intermediate - Email ~

Intermediate scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Recovers

messages and attachments from Outlook, Apple Mail, Windows Mail and Window...
Comprehensive - IPOC speed optimized ~

Comprehensive scan - Runs all artifact Captures excluding Saved Credentials, collects

allocated, embedded, and deleted pictures and videos, searches for common IPO...
Comprehensive - IPOC ~

Comprehensive scan - CAUTION - all videos files are collected and may exceed

storage space. Runs all artifact Captures excluding Saved Credentials, collect...
Comprehensive - General Profiling speed optimized ~

Comprehensive scan - Runs all artifact Captures, excluding P2P captures and Saved

Credentials, collects allocated, embedded, and deleted pictures, videos, and frame...
Comprehensive - General Profiling ~

Comprehensive scan - CAUTION - all videos files are collected and may exceed

storage space. Runs all artifact Captures, excluding P2P captures and Save...

Comprehensive - Collect Pictures from Free Space

Comprehensive scan - searches Unallocated Clusters for Deleted Pictures
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3. Enter the Scan Information (note these details are not presented until a Search Profile is
selected).
The Scan Name field defaults to the word Scan followed by a real-time date and timestamp
but is user modifiable — TIP: Customize the name so the results are easily identifiable in
Review Scan Results.
The Scan Date and Time fields are populated by querying the system clock of the computer
running Digital Evidence Investigator and can be modified to reflect the actual time if the
system clock is incorrect.
It is possible to supply a label for each device within the label field below the scan time field.
This will allow easier identification of devices within the scan results.
Scan Information
Scan Name* Scan 2018-02-22 11-40-40
scan bate 2018 February 22
Scan Time* 1 40 40
Label for hp v285w USB Device
Silver HP 64GB USB stick

4, To start a scan insert the Authentication Key and then click on the scan button. If the

Authentication Key is not inserted, the message No license file found to run the scan is
displayed. Please insert the Authentication Key.
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5. Once started the scan activity will be shown with the following:
Progress bar - Current area and files being scanned.
Matches Log - Real time preview (thumbnail) of File Capture matches collected. Images and
Video files are represented by thumbnail images, keyword matches will show the keyword
found, all other matches will be represented by an associated icon.

Capture results - Cumulative count of capture results.

View Results button —View results currently collected by the scan. The scan will continue to
run in the background.

Image button —Stops the scan and allows devices to be imaged.

Pause button —Pauses the current scan. To resume a scan click on the Resume button that has
replaced the Pause button.

T e —

JAPPLICATIONS CHILD EXPLOITATION COMMUNICATION
JAnti-Forensics Traces CE - Hash Set Comprehensive speed optimiz. Calls
IApplication Usage 4 X CE - Keywords Comprehensive speed op... ) 17 Emails
Installed Applications 51 X Messages
IP2P Files Shared or Downloaded Saved Contacts
IP2P Search Terms Skype - Media_cache Folder
P2P Traces 106 Skype Received Files
IRemote Access Traces
Shareaza GUIDs
IDEVICE DATA DOCUMENTS MULTIMEDIA
iConnection Log 8 X Referenced Files 10 Pictures and Videos under 500MB speed opti...
Device Information Videos over 500MB - Comprehensive Frames ...
OS Information 1 X
USB History

irtual Disk Locator 3
USER DATA WEB BROWSERS
Calendar Bookmarks
Recent Files Browser Cache 125 @
User Accounts 1 X Browsing History Y )
User Logins 8 X Download History 19

Form Da&
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When running a scan, clicking the View Results button allows any records currently identified
to be reviewed. The scan will continue in the background. When viewing results while a scan
is running in the background, a scan button will appear in the function toolbar, clicking this
produces buttons to Pause (pause the scan), Stop (stop the scan) or Refresh (refresh the

current results).

. Prog ress —n_nOOOOOOOOOOOOOIC/PKA.pplicaﬁons/iTunes.app/Contents/Resources/ar,lproj/SmreBuyButtonApng G

APPLICATIONS

Anti-Forensics Traces 1
Application Usage 4 X
Installed Applications 51 X

P2P Files Shared or Downloaded

P2P Search Terms

P2P Traces 106
Remote Access Traces

Shareaza GUIDs

DEVICE DATA

Connection Log 8 X
Device Information

OS Information 1 X
USB History

Virtual Disk Locator 3

USER DATA
Calendar
Recent Files

x

User Accounts 1
User Logins 8 X

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed opt... (¢}
CE - Keywords Comprehensive speed optimi... 26

DOCUMENTS

Referenced Files 10
WEB BROWSERS

Bookmarks

Browser Cache 125 @
Browsing History Y. )
Download History 19

Form Data

COMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder
Skype Received Files

MULTIMEDIA
Pictures and Videos under 500MB speed opti...

Videos over 500MB - Comprehensive Frames ...

2

il

Pause

Q

Stop

Refresh

&

Scan
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7.

Clicking the Image button will prompt the user to stop the scan: clicking the No button will
resume the scan, clicking the Yes button will display the Imaging screen (see section 15 for
further details on imaging devices).

Progress | TRERBEBRREEEMEMRRRec Dsoray cionary/Contents Resources/mges/morionng

)

crescent

APPLICATIONS

Anti-Forensics Traces
Application Usage

Installed Applications

P2P Files Shared or Downloaded
P2P Search Terms

P2P Traces

Remote Access Traces

Shareaza GUIDs

DEVICE DATA
Connection Log
Device Information
S Information
USB History

Virtual Disk Locator

USER DATA
Calendar
Recent Files
User Accounts
User Logins

106

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed optimiz
CE - Keywords Comprehensive speed optimi... 26

DOCUMENTS
Referenced Files 0

WEB BROWSERS

Bookmarks

Browser Cache 25 @
Browsing History Y )
Download History 1@

Form Data

I T T

COMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder
Skype Received Files

MULTIMEDIA
Pictures and Videos under 500MB spe... >+ 4980
Videos over 500MB - Comprehensive Fra...

8.

Clicking the Pause button will pause the scan. To resume the scan press the Resume button
that replaces the Pause button while the scan has been paused.

B rooress R e s e

stixsans_S0.png

OTEFGMIIR]

[

cdefghlfl mathbb n,ur.ufsaun fobifflmOHIF

befglil 7y ¥ o™

APPLICATIONS

Anti-Forensics Traces
Application Usage

Installed Applications

P2P Files Shared or Downloaded
P2P Search Terms

P2P Traces

Remote Access Traces

Shareaza GUIDs

DEVICE DATA
Connection Log
Device Information
OS Information
USB History

Virtual Disk Locator

USER DATA
Calendar
Recent Files
User Accounts
User Logins

106

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed optimiz.
CE - Keywords Comprehensive speed optimi... 26

DOCUMENTS

Referenced Files 10
WEB BROWSERS

Bookmarks

Browser Cache 25 @
Browsing History 49
Download History K )

Form Data

[_vewsesurs | wse ] puse |

CCOMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder
Skype Received Files

MULTIMEDIA
Pictures and Videos under S00MB spe... G 9480

Videos over 500MB - Comprehensive Fra

9.

Once the scan
stored in the
default).

has completed the user is prompted to view the results. Scan results are
Scan Results folder (\ProgramData\ADF Solutions Inc\v4\ScanResults by
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11. Review Scan Results

The Review Scan Results view allows the user to review the results of a scan, filter, sort,
analyze, tag, and prepare a comprehensive report. Click the Review Scan Results from the
Home Screen.

Review Scan Results Button

LE]\ Review Scan Results

Analyze scan results and create reports

The Scan Results view is then displayed:

Scan Results View

Scan 2019-12-18 10-29-04
SCAN INFORMATION SEARCH PROFILE STATISTICS TAGS STATISTICS

ScanName  Scan 2019-12-18 Name  Mobie Devices - Chiid Scan 0h0m 335
10-20-04 Exploitation Duration
Scan 2019-12-18 10-29-04 g B > ScanDate  2019-12-18 Notes  Comprehensive scan - ScanType  Desktop
repor

S 905 Runs al relevant mobik tatu
Date: 2019-12-18 Time: 10:29 - SearchProfie: Moble Devices - Chid EXpl.  pese " Vew ontme e v ntosCopren, P -
Test device artifact Captures, Fies 1664

Examiner S . locate - Collected

SystemDate  2019-12-18 i Application  ADF Digital
System Time ~ 10:29:05 s - vidence

Viewer Time  Europe/London o Investigator PRO
Zone (GMT+0) i 210

CAPTURES
APPLICATIONS CHILD EXPLOTATION
Installed Applications CE - Hash Set Comprehensive speed optimized

Remote Access Traces CE - Keywords Comprehensive speed optimized

CCOMMUNICATION DEVICE DATA
Calls Connection Log
Emais Database Files
Messages Device Information

Saved Contacts Plit Files

The Scan Name, Date and the Search Profile used are displayed on the left-hand side of the
screen with the corresponding Scan Summary details shown on the right-hand side of the
screen.

The Scan Results are listed in scan date and time order with the most recent scan at the top
of the list.
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For Scan Results that have been backed up onto the computer there are 3 options — Delete,
Report and View. If the Scan Results are being accessed from a Collection Key then there is a

4t option — Backup —to the computer.

1. The following options are available for scan results, the picture shows a scan result being
accessed from a collection key as the Backup option is available

< Scan Results

Quick scan exhibit RHJ27

Date: 2018-08-10 Time: 16:23 - SearchProfile: Quick - General Profiling

2. Clicking the Delete button will delete the report but there is a brief opportunity to undo this if
the report has been deleted in error.

Deleted
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The summary view comprises five main sections: Scan Information, Search Profile, Statistics,

Captures and Target Devices.

Summary View

Bl suviviary

+, SCAN INFORMATION

Scan Name

Bl CAPTURES

Bl APPLICATIONS

DOCUMENTS

Referenced Files

TARGET DEVICES
HUAWEI - EML-L09 (Android 9)

SEARCH PROFILE

CHILD EXPLOITATION

MULTIMEDIA

4 Calendar

6 User Accounts

STATISTICS TAGS STATISTICS

leveld 1

COMMUNICATION DEVICE DATA

USER DATA WEB BROWSERS.

The Scan Information section details the Scan Name, Scan Date and Scan Time, the System

Date and System Time and the Viewer Time Zone.

The Search Profile section shows the Search Profile used to generate the Scan Results and

any associated Notes on the Search Profile.

The Statistics section shows the Scan Duration, the Scan Type (Boot/Live/Desktop), the
Status, the number of Files Collected and the application and version number used. The Tags

Statistics are also shown if any exist.

The Scan Status can be one of 7 outcomes as shown in the table below. Any status other than
Completed is shown in red:

Scan Status

Event

Scan Log Message

(in scan log)
Completed Scan completed | NA
successfully
Interrupted User stopped the scan Scan was paused by the user.
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Scan Log Message
Scan Status Event . : .
(in scan log)
Crashed Application crashed during | NA
the scan
Out of Storage No space left on | Destination drive ran out of storage space.
destination drive during
scan
Incomplete Not all files can be cached File system metadata is corrupted for source
or partition. Setting scan status as Incomplete
as not all files could be cached.
Incomplete No memory left System ran out of memory, so the scan cannot
complete.
Incomplete Target device no longer | Target device no longer accessible so the scan
accessible cannot complete.

The Captures section lists the Captures used in the Search Profile and alongside each capture
the number of results found. Each of the Capture names are hyperlinks and by clicking them
the individual Capture results are displayed. Captures where no results were identified during
the scan will not have a result number next to them.

The Target Devices section shows the details of the target devices that were scanned. If the
device being scanned was an Android or iOS device acquired at the time of the scan, the

backup duration and backup status details are displayed here. Where a mobile device backup
was not fully completed this will be noted here:

Incomplete Mobile Device Backup

Backup Duration Oh
Backup Status

3

3m 3

31

S

At the top left side of the screen are the Backward and Forward buttons. These allow
navigation backwards and forwards between screens.

Backward and Forward Buttons

=
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Capture and Navigation Toolbar

Located vertically on the left side of the application is the capture and navigation toolbar.
This toolbar will allow navigation through the results and will be visible when in Review Scan

Results. The following buttons are located on this toolbar:

Option

Function

Closes the currently viewed Scan Results and returns to the list of all stored Scan
Results

Access the Summary view.

Access the Pictures view. This shows a gallery view of all pictures identified by the
Captures in the Search Profile

Access the Videos view where it is also possible to access the frame view and video
player functionality

Access the Keywords view showing keyword hits from keyword searches

Access the Timeline view showing a listing of all Artifact and File Capture records in
a single timeline

Access the Files View which lists all files and folders upon the target devices
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Option Function

A log of encountered protected files and parsing or scanning events

Access the Tagged View which lists all tagged items

Access the Report creation view

Access to individual Capture results
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When clicking the More button, the following panel is displayed:

More Button View

Scan 2020-01-03 11-06-24

APPLICATIONS CHILD EXPLOITATION COMMUNICATION

DEVICE DATA DOCUMENTS MULTIMEDIA

= B E

Summary Y

This shows at a glance all the captures and their results which are hyperlinked, clicking on a
capture name will open the relevant capture.

It should be noted that captures running a keyword search within files will display the
number of files identified and not the number of keyword matches identified overall.
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Function Toolbars

A Function Toolbar is located vertically on the right side of the results viewer. This toolbar is
context specific and will adapt depending on what is being viewed:

Function Option

Closes the application immediately

Search the scan result tables for specific Keywords

Add, remove or reorder columns from view. Changes made to column display also
modify columns displayed within reports. Adjust sort order of displayed results

Deselects (unchecks) any selected records within the current view

Allows the application of context specific filters to the displayed records

Zoom function allows for resizing of preview thumbnails

Apply Tags for selected record(s) in the current view. Renaming of Tags is
available here.

Apply a Comment to selected record(s) in the current view

Displays Classifier progress and allows the Classifier to be paused and resumed.
Facilitates access to the Pictures view, filtered by a Visual Class
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Function Option

Only visible in the Files view. Toggles the path filter displayed as a hierarchical
view of folders

Toggles the display of the Details Pane which provides further information and
functionality for the selected record

Details Pane

The details pane provides further information for individual file or artifact records. The
options are displayed in a series of horizontal tabs. Further functionality is accessible via a
toolbar displayed on the right side of the details pane. The following table lists the options
available in the details pane:

Option Function
Properties Individual properties of the selected record
Metadata Metadata extracted from the selected file
Excerpts Displays up to 1000 keyword hits highlighted in yellow with
surrounding text visible
Frames Displays 50 frames taken at regular intervals from a video file
Preview Pictures are viewable in this pane at their actual size, “other

files may be viewed by clicking the Undock button on the
Details Pane Function Toolbar. Videos are playable via an
internal player subject to installed codecs

Duplicates Displays a list of duplicate files which can be clicked in to see
data relating to the duplicate file
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Function Toolbar of Details Pane

Function Option

Undocks the Preview window

Open the file with an external application

Save the file to a chosen location

Column controls

(8 (rmeame R [y efpremde e

Left click and hold in between columns will allow the resizing column widths

| Comments @

v | Match ¥

v/ Activity

Drag column name up and down in the Columns function pane to reposition column L or R
Show or hide a column by using the checkbox

B o i — = e BE = ,:l

Left click, hold, drag to reposition column L or R

(e [eemwel ]

Click on the column header to sort Ascending or Descending (not all columns are sortable)
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Preview Window

The Preview tab in the details pane shows a preview of pictures and documents. On occasion
it is not possible to display the file within the details pane, a warning message of “Please
undock to view content” will be displayed in such cases. Clicking on the Undock button will
open a Preview window.

Preview Window

w4 Preview X

[Street Address)
[City. STZIPCode]
[Telephone]
[Website]

[Enai]

CLICK HERE TO SELECT A DATE

[Recipient Name]
[Recipient Street Address, City, ST ZIP Code]

Dear [Recipient]
If you're ready to write, just dick here and gotoit!
Or, if youwant to customize the look of your letter, you can do that in amost no time....

On the Design tab of the ribbon, check out the Themes, Colors, and Fonts galleries to preview different
looks from avariety of choices. Then just click to apply one you like.

If you love the look (and who wouldn't?), see other templates under File, New that coordinate with this
one, suchas a report. So, you can quickly create your own professional, branded look.

Wondering what to include in your cover letter? It's a good idea to include key points about why you're
a great fit for the company andthe best choice for the specific job. Of course, don't forget to ask for the
interview—but keep it brief! A cover letter shouldn't read like a novel, no matter how great a plot you've
got.

Wamm recards.

Function Toolbar of Preview Window

Function Option

Docks the Preview window

Open the file with an external application

Save the file to a chosen location

Print the contents of the Preview window

Primt
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Filtering

Filtering is achieved by selecting the Filter button on the function toolbar. This will open the
filter pane and present filters for the current view. After selecting the filter click the APPLY

button on the bottom of the Filter Pane. To remove the filter, click the % icon on the filter

above the table view or click the \é icon next to the filter in the filter pane. Each table view
will have its own set of filters depending on the type of records displayed.

Some fields can be filtered by pre-set values or by entering text. If text is entered into the
“Enter text” field the magnifying glass button within the field must be clicked.

Filter Options

NO VALUE

Default

molly

samsh

Click the Apply button to apply the filter.

Filter Apply Button

_ doem;!s
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Active Filters are shown next to the column name that has been filtered (represented by the

) icon). The filter can be removed by clicking on that icon.

Active Filters

Active filters are also shown on the top of the columns with the S8 icon. These filters can be
removed by clicking on that icon.

Active Filters

Browsing History @ userhame SR wriper S URLType l
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Filtering by Path

Enables the filtering of displayed files by path.

1. Clicking the Path option allows the results to be filtered by path. A selected folder indicates
that all the items within that folder and any sub folders are selected. A black check box
indicates a partial selection. Clicking the > icon will display sub folders.

B Select all

v |m| Src3
v B Part3
$OrphanfFiles

Vv |®| Program Files (x86)

> Bonjour

Vv |m| Microsoft Office

Vv #| root
Office16
1033
Document Parts
SAMPLES

Templates

Safari

Program Files
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2. When the desired folders have been selected click on Apply

B Select all

v o R Src3
v B Part3

> $Extend

$OrphanfFiles

Program Files (x86)
Program Files
ProgramData
v |®| Users
v |m| molly
Vv |m| AppData
Vv |m| Local
Vv |m| Microsoft
v |m| Office
v m 160

v |m| WebServiceCache

| omextemplates.cont
Wef
OneDrive
Windows
Mozilla

Opera Software

_ ®

Details
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Enhanced Filtering Pictures & Videos

Within the Pictures view or Capture view it is possible to filter within a Picture Width and
Picture Height range. Within the Videos view or Capture view it is possible to filter by Video
Duration (where this information has been extracted).

EXIF data such as Make, Model, Camera Serial Number, Date/Time and GPS Coordinates can
also be filtered here.

Picture and Video Filter Options

Select all

Src3
Part3
$Extend
$OrphanFiles
Program Files (x86)
Program Files
ProgramData
Users
molly
AppData
Local
Microsoft
Office
16.0
WebServiceCache

AllUsers

OneDrive
Windows

Mozilla

Opera Software
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Photo Probability

Photo Probability filtering is applicable to all pictures within the Picture File Types group. The
Photo Probability score indicates how likely it is that the file is a photograph. Files with a
score of 70% or more are highly likely to be a photograph as opposed to other graphic file
types such as icons and clipart or similar.

The Picture and Capture views can be sorted based on the Photo Probability score, allowing
non photographic graphic files to be quickly removed from the displayed results. High (80%
and above), medium (70% and above) and low (50% and above) pre-set options are available.

Photo Probability Filter Options

ORISR

Preset probability values

Picture Width Low Medium High
Picture Height

Video Duration

Linked Artifocts . .
Photo Probability

Visual Class

Entities

EXIF Make

EXIF Model

EXIF Camera Serial Number
EXIF Date Time

EXIF Coordinates

Auto-Tagged

Captures
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If the scan results have been partially or entirely processed by the Classifier, picture file types

may be filtered by one or more of 11 visual classes. The visual classes are:

Bestiality, Child Abuse, Currency,

Pornography, Portrait, Scanned Doc, Upskirting, Vehicle, Weapon.

Others (various

innocuous class types), People,

Visual Class Filter Options

Tags

Comments

Hash Deduplication

Match

File Name

File Type

Type Group

Mismatch Type

File System Type

Origin

Size

Last Written

File Created

Path

Extension

Protected

Picture Width

Picture Height

Video Duration

Linked Artifacts

Photo Probability

Visual Class

¥

Bestiality 0
Child Abuse o
Currency 0
Others 0
People 0

Pornography o

Portrait 0

Scanned Doc o

Upskirting 0
Vehicle 0
Weapon 0

Each picture is processed by the Classifier in order to determine how likely it is to feature

within a particular class and is given a probability score. A high visual class probability score

indicates that the picture concerned is more likely to fall within that visual class.

Assigning a visual class score is not an exact science and some pictures may appear to be

misclassified. However if the scan results include pictures that would correctly fall within a
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particular class, in most tests, filtering that class to show the top 15% would result in the filter

displaying pictures belonging to that class.
Visual class scores filters can be adjusted in 5% increments.

The Classifier classifies automatically in the background as soon as the scan completes.
Classifier progress is shown by the Yellow line around the Classifier icon.

Visual Class Filter Options
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The Classifier can be paused and will not start again until the Resume button is clicked.

Visual Class Filter Options

Pictures classification
Task in progress. Please wait...

Pictures classified 270/6770
Potential matches (with at least 85% confidence)
Others 62
Weapon 2

Video classification
Task paused.

Videos classified 0/18

Entities Extraction

License upgrade required

Records processed ~ 0/28

Pictures classification

Task paused.

Pictures classified 382/6770
Potential matches (with at least 85% confidence)
Others 93
People 3
Portrait 1
Scanned Doc 3
Weapon 2

Video classification
Task paused.

Videos classified 0/18

Entities Extraction

License upgrade required

@

Classifier

Records processed ~ 0/28

RESUME I

If the Classifier is running whilst the Scan results are closed then it will resume automatically

the next time the Scan Results are opened.
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Sorting

Each table view will have different columns depending on the type of capture being viewed.
A column, if sortable, will display whether ascending or descending with an arrow and line
icon when clicked. Only one column can be sorted in each view.

Ascending Descending

Records Selection and Navigation

There are several options for selecting records to be tagged or commented:

A Selected Picture

. iNode1669281 Portable Network  Picture

kyp Graphic

| W]

1. Select one record - Single click or by pressing the space bar

2. Select or Deselect multiple records:
Shift + Click - select first record then shift and click on last record
+ (Plus) - Selects all fully visible records
- (Minus) - Deselects all fully visible records

3. Page Down - . (Period on number keypad) or Page Down key. Moves the selected view a
page at a time

4, Page Up - * (Star on number keypad) or Page Up key. Moves the selected view a page at a
time
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Navigation between records can also be achieved using:
Arrow keys (left -right-up-down)

Scroll bar

Mouse scroll wheel

Tagging

After selecting records there are ten (10) tags available that can be customized to suit the

report.

The default tags are named Level O through Level 9 and can be customized in the

Settings view or by selecting Rename in the Tags function. Renamed Tags will be applied to

the current scan results and do not apply to previous scan results.

To tag records with a specific tag:

Select record(s) then select the appropriate tag in the Tags function
Or select record(s) then press number key 0-9 as appropriate
Records can have multiple tags

To un-tag a record
Select record(s) to be untagged then select the tag to be removed from the Tags function
Or select record(s) to be untagged then press number key of the tag to be untagged

Tags

0-Level 0 Rﬁ
B i-ee
2-Level2
H:-ees
W :-eels
BWs-ees
M 6-lees
B 7-tevel?
B s-Leweis

9-Level 9
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Comments

Comments can be added to individual or multiple selected records by clicking the comments
button on the function toolbar. Clicking on the comment button opens the comment pane
with a text box. Comments will be saved in a list under the Comments text box. Highlighting
the individual comments will reveal an edit and delete button for that comment.

1. To add a comment to record(s):
Type the comment in the text box and click add
The comment will be added to the selected records

2. To remove/edit/delete a comment from record(s):
Select records with comment(s)
Open Comment function
Deselect comment - Affects selected records only
Edit Comment - Affects all records with that comment
Delete Comment - Affects all records with that comment

Comments

v

Further research required
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Search Scan Results

A keyword search can be carried out within the data contained in capture result tables. This
keyword search is searching only the textual data within the results of Artifact Captures and
the Files view.

1. To carry out a search click the Search Tables button. This opens up a text box for the search
term, clicking the magnifying glass button alongside will carry out the search.

B suMvary

SCAN INFORMATION SEARCH PROFILE STATISTICS

Scan Name  Scan 2018-10-05 Name Comprehensive - Scan Oh 21m 15s
09-53-29 General Profiling Duration

Scan Date 2018-10-05 Notes Comprehensive Status Completed

Scan Time  09:53:30 scan - CAUTION - Files 7483

System 2018-10-05 all videos files are Collected

2. The search bar will identify how many search results there are and allow navigation between
them using the < and > buttons. The search term will be highlighted in red. The location of
search hits is indicated above the search bar.

Records: 181593
(| IS = =
Tags
- _

Sekctal LI D s [[preiew  [retame  [[Fetpe |[Tpecrow |

w PRECUU IROU W AUVAIILES SyStetits
> Microsoft.V...ekyb3d8bbwe el ma Format
® music_Neutral_01_  Microsoft Video
> L MicrosoftV..ekyb3dBbbwe ﬂ PRE.OUTRO_02w  Advanced Systems
> [] Microsoft.V..ekyb3d8bbwe — ma Format
SongsAndThemes.
> Microsoft W...ekyb3d8bbwe json

v Microsoft. W...ekyb3d8bbwe

AGMBackgroundj JPEG/JIFF Image Picture
v AppCS P9
- _

Properties Metadata Preview
Make
Serial Number 02817248

2015:12:13 12:23:28
F2.8
4
888
sRGB
Comment Optimized by JPEGmini 3.13.3.2TB 0x07bécefo

CustomRendered

Date Time Digitized

ApertureValue

ApplicationRecordVersion

BitsPerSample

ColorSpace

Normal process

DateCreated 20151213
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3. To conduct a search for dates, enter the date in the format yyyy/mm/dd where yyyy is the
year, mm is the month and dd is the day (e.g. 2014/11/25), any dates matching this will be
identified as a search hit.

I 2014/11/25 I

Select all

wpnidm
54fi%aljpg JPEG/JIFF Image  Picture
> PRICache

> SettingSync

fddf008b,jpg JPEG/JIFF Image  Picture
Shel \

s - 1568834 jpg JPEG/JIFF Image  Picture
UPPS I
WER 4 76e05dd2,jpg JPEG/JIFF Image  Picture
WebCache N4
> [[] winx - 4aS315cjpg JPEG/JIFF Image  Picture
Properties Metadata Preview
Preview . File Name bbasfi05,jpg
File Type JPEG/JIFF Image Type Group Picture

File
5585

File System Type Origin Allocated

Last Written

Size

File Created

1:27:33 Last Accessed

Path Src5/Part2/Users/ADF Test/AppData/Local/Microsoft/Windows/Notifications/wpnidm

Extension jpg Protected Not protected
210 73
86A7D39B112EE23262BEF2BOTICSIFAE 4F27HZZ3ZT2SBBSKCFUNMGEPNWHK2AYB

Picture Width

Picture Height

Integrity MDS

Integrity SHAT
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Timeline

The Timeline view lists all file and artifact records that have timestamp information. The
contents of the Activity, Info and Virtual Location columns are context specific and contain
data relevant to the type of record displayed.

Timeline View

# ADF Digital Evidence Investigator i - a X

< Records: 23751
. Tl M ELI N E ?elected Activities: 1
ags:

16:26:15 (L) visited

.....

2018/01/24 File created catalan-

16:26:15 sheepdog-2.jpg
g@ 2018/01/24 Last written catalan-
= 16:26:15 sheepdog-2.jpg

2018/01/24
16:26:06

Browser URL
visited

2018/01/24 Recent access catalan-
16:26:06 sheepdog-3.jpg

Properties

Target catalan-sheepdog-2.jpg Is Folder No

Extension Jpg File Type Picture

User Account samsh Path C:\Users\samsh\OneDrive\Gospix\
Fixed Volume Serial ~ 28A889C7
Date Accessed  2018/01/24 16:26:15

Drive Type

Src21/Part3/Users/samsh/OneDrive/Gospix/catalan-sheepdog-2.jpg
Candidate [Referenced Files]

[Pictures Comprehensive Thorough ID no carving]
Source Microsoft Windows

Src21/Part3/Users/samsh/AppData/Roaming/Microsoft/Windows/Recent/catalan-

Source File
sheepdog-2.Ink

Source Details ~ No details Auto-Tagged No

File Collection capture records list, within the File Created and Last Written columns,
timestamps that hyperlink to the appropriate point within the Timeline View. Artifact Capture
records may contain timestamps. Where these timestamps exist they hyperlink to the
appropriate point within the Timeline View.
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Timeline records that relate to a file may contain, within the Details view of that file, a
hyperlink to the Files View filtered by the path of the file concerned.
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Files

The Files view lists all files and folders encountered on the target device(s). The Files view is
accessed by clicking the Files button on the navigation toolbar. The Files view may also be
accessible via hyperlinks from several differing artifact captures (e.g. Download History,
Recent Files). File Collection capture records contain hyperlinks to the file path of the file
concerned. When these hyperlinks are clicked the appropriate record is shown within the
Files View filtered by the path of the containing folder.

The Files view can be viewed with or without the Folders Tree displayed. This view is toggled
by the Folders Tree button on the Function Toolbar.

Files View

Recorts 7 083557 [NRSH)
Bl 7
selecta [ Q[ rerome  Jorn  see [Hecemed uswien [[unkedatoss e 120 e

v Src9

v L] b2 £.0000bc Allocated 33783 2016/09/23 14:49...  2016/09/23 14:49...  Browser Cache Src9/Part2/Users/
v [ wsers ADF Test/
AppData/Local/.
v ADF Test £_0000b5S Allocated 22148 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
ADF Test/
AppData/Local/.
v [] tocal £.0000ba Allocated 24209 2016/09/23 14:49...  2016/09/2314:49... Browser Cache  Src9/Part2/Users/
ADF Test/
@ v L] Google AppData/Localy..
des v Chrome f_0000bb Allocated 42861 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
ADF Test/
v [[] userData AppData/Local/.
£.0000d7 Allocated 35461 2016/09/23 14:49...  2016/09/23 14:49... Browser Cache  Src9/Part2/Users/
ADF Test/
> [] Cache AppData/Local/.
£.0000c2 Allocated 29960 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
ADF Test/
AppData/Local/.
£.0000d4 Allocated 43303 2016/09/23 14:49..  2016/09/23 14:49... Browser Cache  Src9/Part2/Users/
> WidevineCOM ADF Test/
AppData/Local/.
£.0000d5 Allocated 34429 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
> Packages ADF Test/
. AppData/Local/.
P £.0000d8 Allocated 23015 2016/09/23 14:49...  2016/09/23 14:49... Browser Cache Src9/Part2/Users/

ADF Test/
I Popoaancal.

v [[] AppData

v Default

> Microsoft

Files View records list, within the File Created and Last Written columns, timestamps that
hyperlink to the appropriate point within the Timeline View. Files View records list, within the
Linked Artifacts column, hyperlinks to any Artifact Captures that references the file shown.
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Messages

Artifact Captures that result in the identification of messages are displayed in the Messages
view.

Messages View

. Messages

DO IE eeens [ Messagemvead [[Message [ AtechmentName [ Date/ime %]
7

2020/02/10 16:06...

Unread message 100220-1606
447452938009 (Martin Mulholland) - 16:06:10
7 15813505528674. 2020/02/10 16:02

SHoR IR TION [Referenced Files)
447452938009 (Martin Mulholland) - 16:02:32 [Pictures and Vi

7 2020/02/10 16:02.
Group message from Martin 100220-1602
447452938009 (Martin Mulholland) - 16:02:03

7 2020/02/10 16:01
‘Group message from Tom 100220-1601
447493764850 (o) - 16:01:02

7 2020/02/10 16:00...

Group message from James 100219-1600
44745293801 (James McLevy) - 16:00:22

7 2020/02/10 15:59.
408072901786790658

447452938011 (James McLevy) - 15:59:39

7 2020/02/10 15:59.
Test Viber Group

447452938011 (James McLewy) - 15:59:15

7 2020/02/10 15:58
Test Group

447452938011 (James McLew) - 15:58:50

The Messages view will display the message content in the Message column. Messages sent
by the local user, known as Outgoing messages, will be displayed in a blue message bubble
that is right aligned in the Message column. Messages sent from others to the local user,
known as Incoming messages, will be displayed in a green message bubble and left aligned in
the Message column.

The Message Thread column indicates if messages are part of a single conversation, clicking
on a hyperlink in this column will filter the view to only show messages from that
conversation. It is not possible to determine a message thread for all message applications.
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Tagged View

The Tagged view lists all tagged records.

Tagged View

Records: 3

.. File Records tagged with Level 5 - e
[ (Eleceps  lpwiew  dename  [fetpe  [[GpeGrow | Memachipe  [on |

ﬁ 7e61214djpg
. 43206eb7 jpg JPEG/JIFF Image  Picture Allocated

Allocated

JPEG/JIFF Image  Picture

Properties Preview

Togs M 5-Levels Preview ‘

File Name ScenarioSRTL.png File Type Portable Network Graphic

Picture

File Systemn Type

File
173516
2017/10/13 10:51:08

Size

Allocated
2017/10/13 10:52:08
2017/10/13 10:51:08
SrcS/Part2/Program Files/WindowsApps/Microsoft 3DBuilder_14.11302.0_x86_ 8wekyb3d8bbwe/Assets/HeroHelp
Extension png Protected Not protected
832 608

File Created

Picture Width Picture Height

All tagged records are accessible from this view. Each tag where appropriate will indicate the
Artifact and File records associated with it.
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Duplicate Files

Files with matching hash values and file size identified during a scan are considered duplicate
files. It is possible to identify duplicates of a file within the Files view and the Pictures view
will display an icon to show a picture has duplicates.

Files View

Within the Files view, duplicate files are displayed in the details pane. Duplicate files are
shown as a hyperlink which, when clicked, will display details for the duplicate file.

Duplicate Files in Details Pane

Properties Preview Duplicates

Src6/Part2/Users/ADF Test/AppData/Local/Packages/Microsoft. MicrosoftEdge_8wekyb3d8bbwe/AC/#!001/MicrosoftEdge/Cache/5LIC3US1/chrome-dial-pointer.310172ec[1].png '

Pictures View

The Duplicates tab appears within the Pictures view. A Hash Deduplication option is also
available within the Filter options. Selecting the Hide duplicates option will only display one
picture in the gallery view if duplicates of the picture are identified.

Hash Deduplication Filter

Pictures that have duplicates will display an icon showing that duplicate pictures were
identified:

Duplicate Picture Icon
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Referenced File Functionality

The following Artifact Capture results contain records that may reference files on the target
device(s) or files embedded within files on the target device(s). We refer to these files as
Referenced Files.

Artifact Capture Notes

Recent Files This Artifact Capture identifies recently accessed files.
Recently accessed files that can be located upon the target
device(s) are treated as Referenced Files and are accessible by
a hyperlink in the Candidate column to the relevant file
record in the Files View. Candidate files are identified by
matching their File Name and File Path with the information
within the Artifact Capture record.

Download History This Artifact Capture recovers information relating to
downloaded files. Downloaded files that can be located upon
the target device(s) are treated as Referenced Files and are
accessible by a hyperlink in the File Name column. Hyperlinks
will exist to the Files View record for the downloaded file and
to any File Collections Captures that have collected the file
concerned.

P2P Files Shared or Downloaded This Artifact Capture recovers information relating to files
downloaded or shared by P2P applications. If these files can
be located upon the target device(s) they are treated as
Referenced Files and are accessible by a hyperlink in the
Candidate column to the relevant file record in the Files View.
The Candidate column can also contain details of other
Captures that reference the file.

Browser Cache This Artifact Capture extracts cached files from containers
used by the Google Chrome, Safari, Edge, Opera and Firefox
browsers. The extracted cached files are listed within the Files
View and shown as embedded files. We also treat these files
as referenced files. These referenced files are accessible by a
hyperlink in the Referenced File column. Hyperlinks will exist
to the Files View record for the cached file and to any File
Collection Captures that have collected the file concerned.

Messages This Artifact Capture recovers messaging client messages.
These messages may have associated attachments. These
attachments are treated as referenced files. These referenced
files are accessible by a hyperlink in the Attachment Name
column. Hyperlinks will exist to the Files View record for the
attached file and to any File Collection Captures that have
collected the file concerned. The Attachment Name column
can also contain details of other Captures that reference the
file.
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Artifact Capture Notes

Emails This Artifact Capture recovers email client messages. These
messages may have associated attachments. These
attachments are treated as referenced files. These referenced
files are accessible by a hyperlink in the Attachment Names
column. Hyperlinks will exist to the Files View record for the
attached file and to any File Collection Captures that have
collected the file concerned. The Attachment Names column
can also contain details of other Captures that reference the
file.

File Collection capture records list, within the Linked Artifacts column, hyperlinks to any
Artifact Captures that references the file shown.
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Time Zone Section

Viewer Time Zone in Summary View

B sUMMARY

SCAN INFORMATION

Scan Name Win10_CompGPsopt
Scan Date 2018-09-14

Scan Time 10:05:15

System Date 2018-09-14

System Time 10:05:15

Viewer Time Zone Europe/London

When scans are carried out upon system drives the scanner tries to establish the configured
time zone. If a time zone is established all timestamps that are displayed within the results
viewer are adjusted where necessary to reflect the configured time zone. Within the
Summary view the Viewer Time Zone value will reflect the established time zone.

When scans are carried out on multiple target devices in one scan the scanner searches for a
system drive and if one is found establishes the configured time zone. If a time zone is
established all timestamps that are displayed within the results viewer for all target devices
are adjusted where necessary to reflect the configured time zone. If multiple system drives
are located the most recently used system drive takes precedence and all timestamps that
are displayed within the results viewer are adjusted in accordance with the time zone
discovered on this device. In these cases, within the Summary view the Viewer Time Zone
value will reflect the established time zone.

When scans are carried out upon target devices that are non-system drives (without an
operating system) no timestamp adjustment is carried out. In this case within the Summary
view the Viewer Time Zone will reflect the time zone used by the viewing computer.

In cases where the scanner cannot establish the time zone on system drives no timestamp

adjustment is carried out. In this case within the Summary view the Viewer Time Zone will
reflect the time zone used by the viewing computer.
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12. Reporting

The Report view allows the creation of reports in various formats (HTML, PDF and CSV), the
creation of a Project VIC JSON file (and an export of the associated files) or the creation of a
Standalone Viewer report. The Report view can be accessed from the Navigation toolbar.

Reports can only be created when Digital Evidence Investigator is running as a desktop
application or when using the Standalone Viewer functionality. Reports cannot be created
during live or boot mode scans.

Report View

< Bl crenre reporT

4| [——

Toector
a ___________®m &1 ®B & &8 &8 7 & 9 &8 /m o0 _§ |

The Create Report view has 4 main sections:

Section Functionality
1 - Format Select the desired report output
2 - Options Choose the desired output location for the report and define

orientation for PDF reports

3 - Content Selection Select the records/files desired within the report

4 - Export Button Create the report
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HTML Report

HTML reports are viewable with a web browser. The HTML report is customizable allowing
the choice of specific Captures and tagged items to show in the report, alternatively, all
records can also be included in a report. The underlying original files may also be exported (if
collected) with the report and can be opened directly from the HTML report providing there
are associated applications on the computer used to view the report.

1. Click Report button.

B crere reporT

Format Options

® HIML PDF csv vicS Standalone viewer Path* C\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

=f) (= N | S A S S S [ S S = W | o

SUMM<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>