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1. Introduction

Mobile Device Investigator® (MDI), is an easy-to-use digital investigation tool designed to
enable anyone to conduct rapid digital investigations of iOS and Android devices.

MDI was built on the ADF digital forensic platform which has traditionally been used
processing and analyzing computers, external drives, drive images, and other media storage
(e.g. USB flash drives and memory cards). Since the user interface is the same across all ADF
tools, once you learn MDI, it is an easy transition to use ADF computer investigation tools as
well.

MDI gives you speed, scalability, ease-of-use, and relevant results. The software has a proven
track record in reducing forensic backlogs, streamlining digital investigations, and providing
rapid access to digital evidence and intelligence.

The Mobile Device Investigator kit included:

Mobile Device Investigator Kit Contents

1 USB Authentication Key

1 USB to Lightning Cable (Apple)

1 USB to 30-pin Cable (Apple)

1 USB to Micro USB Cable (Android)

1 USB to USB-C Cable (Android)

Mobile Device Investigator requires the installation of drivers on the investigation computer
to allow the application to communicate with connected devices over USB:

System Requirement

Apple i0S Install the drivers supplied with the ADF Smartphone Driver
Pack Installation

Google Android drivers https://developer.android.com/studio/run/win-usb

Samsung Android drivers https://developer.samsung.com/galaxy/others/android-usb-

driver-for-windows

Other Android brands If your smartphone is not detected by Windows, please
download the appropriate OEM drivers for it.
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Technical Specification
A technical specification document is available and can be found at the following location:

https://www.adfsolutions.com/technical-specifications

User Guide
The latest version of this user guide can be found at the following location:

https://www.adfsolutions.com/product-user-guides
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2. Installation

Mobile Device Investigator

Mobile Device Investigator is designed to run on the following computers:

V2.2 User Guide

Operating System

Minimum System Requirements

Windows 7 64-bit

2GB of RAM, 20 GB of free hard drive space

Windows 8.1 64-bit

4GB of RAM, 20 GB of free hard drive space

Windows 10 64-bit

4GB of RAM, 20 GB of free hard drive space

Mobile Device Investigator Installation

1. Locate and execute the program installer called MDI-xxxxxx.exe (where xxxxxx represents
the version number). The latest installer program can be found on the web page
http://www.adfsolutions.com/Downloads.

2. Follow the installation wizard instructions — Click the licensing and terms and conditions
button to view the License Agreement. Click Install to start.

ﬁ ADF Mobile Device Investigator

ADF Mobile Device Investigator

Installation

vill install ADF Mobile Davice Invastigator in your

| licensing terms and conditions.

y clicking IMSTALL you agree to the licensing terms and conditions

INSTALL
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3. Details showing the current progress of installation will be displayed. A Cancel button is
available to stop installing Mobile Device Investigator.
15} ADF Mobile Device Investigator
ADF Mobile Device Investigator
Installing...
A AN\
IV\ U I Copying new files
CANCEL
4, When installation is complete an option to install common Android and iOS drivers is
offered, ticking the check box will do this. Click the Finish button to complete installation.
15! ADF Mobile Device Investigator
ADF Mobile Device Investigator
143358
Finished
A AN\
IV\ ’ I The application was installed successfully and will now be started
Install commeon Android and iQS USB drivers
FINISH
5. Running the installer when Mobile Device Investigator is already installed allows the

installation to be repaired or the application to be removed.

15 ADF Mobile Device Investigator

essential files. Mote that user data will not be affected.

ADF Mobile Device Investigator

Repairs the ADF Mobile Device Investigator application by reinstalling

A AN B REPAIR
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ADF Smartphone Driver Pack Installation

1. Selecting the option to install common Android and iOS USB drivers during the installation
of Mobile Device Investigator will start the ADF Smartphone Driver Pack installation
process.

1) ADF Smartphone Driver Pack Setup - X
ADF Smartphone Driver Pack
Welcome
Setup will install ADF Smartphone Driver Pack on your computer. Click install to continue,
optiens to set the install directory or Close to exit.
Ginstall Close
2. A progress bar will be displayed showing the progress of the installation. The user may be

requested to confirm the installation of some drivers.

1) ADF Smartphone Driver Pack Setup - I3

ADF Smartphone Driver Pack

Setup Progress

Processing:  ADF INF Drivers

|
Cancel
3. A prompt will appear when installation is complete, clicking the Close button will end the
installation process.
) ADF Smartphone Driver Pack Setup — X

ADF Smartphone Driver Pack

Installation Successfully Completed

Close
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Automatic Software Update

Internet connected workstations will check for new versions when the application is started.
When a new version is detected the latest version will be downloaded. When closing the
application a prompt will appear to install the latest version or keep the current version on

the workstation.

Automatic Software Update

A newer version 5.0.0 of the application is available. Are you ready to install?

Clicking the Yes button will install the latest version, clicking the No button will leave the

current version on the workstation.
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3. User Interface

When executing the program the Home Screen is displayed, from here it is possible to access
all the functions of Mobile Device Investigator.

Mobile Device Investigator Home Screen

ADF Maobile Device Investigator

@ Scan Android/iOS Devices

Scan a connected Android/iOS device or an Android/iOS advanced logical acquisition

@ Acquire Android/iOS Devices

Perform an advanced logical acquisition of a connected Android/iOS device

Lﬁ(}) Review Scan Results

Analyze scan results and create reports

@ Setup Scans

Create and edit Search Profiles

g% Settings
Configure application’s settings

@ User Guide
Open user guide in external viewer

Scan Android/iOS Devices

This option enables the scanning of connected Android and iOS devices or backups of
Android and iOS devices.

Acquire Android/iOS Devices

This option enables the creation of a backup of connected Android and iOS devices.

Review Scan Results
This option enables the user to review and analyze scan results.
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Setup Scans

This option enables the creation and editing of Search Profiles and Captures.

Settings

This option allows the user to specify the default locations of Search Profiles, scan results,
Android/iOS backup, exported reports and the license backup. Tag names can also be
modified here. It is also possible to view and delete backed up licenses.

User Guide

Selecting this option will open a PDF copy of this user guide.
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4. Settings

The settings view stores details relating to licenses, tags, scan information fields and data

paths.

Settings View

- Settings

Licenses for Computer ID: AXZ-CRR-CFK-ARC-XXF

Dujnaah100411m 202012/ 1234
Software Update
Your application is up-to-date
Default Scan Results Tags
0-Level 0
Wi-caa
2-Catd
W :cic
W - rewis
Ws-tees
M s-evele
W7o
| ERrL
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Backed-up Licenses

Backed-up Licenses

Licenses for Computer ID: AXZ-CRR-CFK-ARC-XXF

07bclc07442a430e 2020/12/01 1209

PRODUCT ADF Digital Evidence Investigator

EXP 2020/12/01

SUPPORT 1209

SUPEXP 2020/12/01

KEYSN 07bc0c07442a430e

MODULES smartphone, 2020/12/01

s2wjnaah201361x 2020/12/01 1209 B v
Delete  Expand

s2wjnaah100411m 2020/04/30 0001

The Computer ID can be used with an electronic license file stored on your computer. This
can be generated by contacting ADF and should be placed in ProgramData\ADF Solutions
Inc\v4\LicBackup. The electronic license file negates the requirement for a license to be
stored on a USB device connected to the workstation.

A list of licenses that have been backed up are displayed. By highlighting a license it is
possible to delete it by clicking the Delete button that appears when highlighted.

Clicking the Expand button will display further details about the license such as the product
and modules the license is valid for.

Software Update

Software Update

Software Update

Your application is up-to-date.

Details of available software updates will be displayed here.
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Default Tag Names

Default Tag Names

Default Scan Results Tags
0-Level 0
| RN
2-Level2
| ENECE
B :-ees
| EEERE
B s-eeis
7-Level 7

B : oes

9-Level9

This option enables the allocation of a default Tag Name for each of ten (10) available tags.
Tags are described further in section 6 of this guide. Changes to the default tag names will
not be applied retrospectively to previous scan results. To rename a tag double click on the
highlighted name and type in the new name or click on the Rename button. In subsequent
scan results the new tag names will be available.
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Scan Information Fields

Scan Information Fields

Scan Information Fields

Prompt for the following scan information before a scan

Scan Name

Scan Date

Scan Time

MNA v

NA v

NA W

By default, at the start of a scan, the user is requested to input a scan name, a scan date and
a scan time. If additional fields are required for all scans, these fields can be defined here by
specifying the name of the field in the row containing the prompt “Enter new field name...”.
Any field with the mandatory check box selected must be completed prior to the scan

commencing.

Data Paths

Data Paths

Data Paths
Search Profiles *

Scan results*
Android/iOS backup *
Exported reports*
Licenses backup*

Whitelists *

C\ProgramData\ADF Solutions Inc\v4\SPro
C\Users\Stuart\Documents\ADR\Scan Results
C:\ProgramData\ADF Solutions Inc\v4\phone_backup

C\Users\Stuart\Desktop -

C:\ProgramData\ADF Solutions Inc\v4\LicBackup

C:\ProgramData\ADF Solutions Inc\v4\Whitelists

The default locations (as shown below) of Search Profiles, Scan Results, Mobile Device
Backups, Exported Reports, License Backup and Whitelists can be changed via the folder

browser dialog button:

Setting

Default Location

Search Profiles

C:\ProgramData\ADF Solutions Inc\v4\SPro

Scan Results

C:\ProgramData\ADF Solutions Inc\v4\ScanResults

Android/iOS backup

C:\ProgramData\ADF Solutions Inc\v4\phone backup
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Setting

Default Location

Exported Reports

C:\Users\<user>\Desktop

License Backup

C:\ProgramData\ADF Solutions Inc\v4\LicBackup

Whitelists

C:\ProgramData\ADF Solutions Inc\v4\Whitelists

Search Profiles

Search Profiles contains default and user created Search Profiles for MDI.

Scan Results

Scan Results contains scan results of scans carried out by the desktop application and any

scan results imported from Collection Keys.

Android/iOS backup

Backups created with MDI will be stored here.

Exported Reports

Exported Reports default to the user’s Desktop for ease of access.

License Backup

License Backup contains a backup of any licenses used with MDI.

Whitelists

Whitelists created when editing a Search Profile will be stored here and can be used within

other user created Search Profiles.
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5. Scan Android and iOS Devices

The Mobile Device Investigator application when installed upon a laboratory examination
computer has the ability to scan attached Android and iOS devices and backups of Android
and iOS devices. To access the scan screen click the Scan Android and iOS Devices button on
the Home Screen.

Prior to scanning a device it is recommended to check the technical specification document
to ensure the device is supported. This can be found at the following location:
https://www.adfsolutions.com/technical-specifications

Function Toolbar

Located vertically on the right side of the application is the Function Toolbar. This toolbar
changes depending on the task at hand and contains the functionality for the displayed
screen.

Option Function

Quit Closes the application immediately.

Function Toolbar

Quit
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Adding Target Devices

The Target Devices section displays devices connected to the workstation that can be
scanned. Devices such as the System drive and the Authentication key will be disabled;
scanning these will not be possible.

The Target Devices section has a row of buttons allowing the user to add specific devices:

Option Function
Add Phone Starts the process of adding an Android or iOS device.
Add Phone Backup Opens a folder browser dialog window to select an Android or
i0S backup.

Target Devices Section

Target Devices
Add Phone Add Phona Badkup)|
@ LGE - Nexus 5X (Android -
= 810)

@ Apple - iPhone 6 (IOS
= 123.1)
ﬁﬂ i0S: Apple - iPhone 6 (i0..

. .DNQHZ2LBG5MP) Backup

ﬁﬂ Android: samsung - SM-_..
==

_)(RF8MATXV74M) Backup

ﬁﬂ Android: Amazon - KFFO...
==

_.0H40455110PSC) Backup
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Adding a Phone

Clicking on the Add Phone button will start the process of adding an Android or iOS device to

allow it to be scanned.

1. Click the Add Phone button

B Target Devices

k

] @&

Add Phone  dd Phone Badup

LGE - Nexus 5X (Android - 8.1.0)

2. Select the type of the phone you wish to add. Clicking the Cancel button will stop the phone
addition process and return to the Desktop Scan view

Select Device Type

Make sure your device is NOT connected then select its type

‘ 05

CANCEL

3. Follow the on screen instructions to add your device. When the mobile device has been
successfully added it will appear in the Target Devices list

Apple - iPhone 6 (i0S 12.1.4)
LGE - Nexus 5X (Android - 8.1.0)
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Adding an Android Device

In order to properly scan an Android device some actions are required for the device to be
scanned by the application:

e The device must be unlocked, if it is password protected you will need to obtain this

e Flight mode should be enabled

e Developer mode must be activated, the method to do so can differ depending on the
make/model of your Android device

e USB debugging mode must be activated

e Authorize the execution of apps from unknown sources

e |t is recommended to prevent the device from auto-locking, this can disrupt the
backup process

e [tisrecommended to place the device in airplane mode

e When the device is connected, ensure the USB connection is set to file transfer

Adding an iOS Device

In order to properly scan an iOS device some actions are required for the device to be
scanned by the application:

e |tisrecommended to set

e Airplane mode should be enabled

e The device must be unlocked, if it is password protected you will need to obtain this
e [f adialog appears on the device regarding trusting the computer, accept this

iOS Encrypted Backups

Encrypted iOS backups return more data than unencrypted backups. Where an unencrypted
iOS device is about to be imaged or scanned, a dialog will display asking for the pass code to
be entered into the device. This will temporarily encrypt the backup to allow more data to be

extracted.

iOS Encryption Dialog

Enter Passcode on Device

Please enter the passcode on the iOS device to enable backup
password change (setting it to 'adf' prior to the backup and removing it
afterwards).
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Adding a Phone Backup

Clicking on the Add Phone Backup button will start the process of adding an Android or iOS
backup to the Target Devices allowing it to be scanned.

1. Click the Add Phone Backup button

Add Phona Add Pho: p

LGE - Nexus 5X (Android - 8.1.0)
Apple - iPhone 6 (I0S 12.3.1)

2. A folder browser dialog window will open allowing you to select the root folder of an Android
or iOS backup

s Selectthe phone backup te scan X

»~ <« PhoneBackup » LGE - Nexus 35X (Andreid - 8.1.0)(00268a2d0b7edeed) 2018-12-18 16-24-01 v O Search LGE - Nexus 5X (Andre... o

Organize »  New folder =~ @

= Thispe A Name Date medified Type Size

30 Objects backup 14/03/201910:53  File folder
[ Desktop.
Documents
& Downloads

i JamessiPhone
B Music

(& Pictures

B videos

& 0s(C)

s WINPE (D)

- CKV(E)

Folder: ||

Select Folder Cancel

3. A correctly formatted backup will be added to the list, incorrectly formatted backups will
display an error message. It should be noted that some Android artifacts, such as calls,
messages and contacts, will not be recovered as they require the phone to be connected

f| Android: LGE - Nexus 5X (Android - 8.1.0)
E (00a68a2d0b/edeed) Backup
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1. Select the target device(s)

Target Devices

Select ane or more targets

LGE - Nexus 5X (Android -
8.10)

Apple - iPhone 6 (i0S
12.3)

|__| iOS: Apple - iPhone 6 (iO...
{H _.DNQH2LBG5MP) Backup

E Android: samsung - SM-_.
H _)RFEMATXVTAM) Backup

f| Android: Amazon - KFFO...
:Q ...0H40455110PSC) Backup

2. Select the Search Profile

All Search Profiles will be available including custom profiles.

Search Profile

® Mobile Devices - General Profiling

Comprehensive scan - Runs all relevant mobile device
artifact Captures, collects allocated, and embedde...

Mobile Devices - Child Exploitation

Comprehensive scan - Runs all relevant mobile device
artifact Captures, collects allocated, and embedded pictur...
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3. Enter the Scan Information (note these details are not presented until a Search Profile is
selected).

The Scan Name field defaults to the word Scan followed by a real-time date and timestamp
but is user modifiable — TIP: Customize the name so the results are easily identifiable in
Review Scan Results.

The Scan Date and Time fields are populated by querying the system clock of the computer
running Digital Evidence Investigator and can be modified to reflect the actual time if the
system clock is incorrect.

It is possible to supply a label for each device within the label field below the scan time field.
This will allow easier identification of devices within the scan results.

Scan Information

Scan Name ™ Scan 2020-01-08 16-55-46
Scan Date ™ 2020 January 08
Scan Time * 16 56 52

Label for i0S: Apple -iPho...3.1.3)(CeKVH25SBICEY) Backup

4. To start a scan insert the Authentication Key and then click on the scan button. If the
Authentication Key is not inserted, the message No license file found to run the scan is
displayed. Please insert the Authentication Key.
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5. Once started the scan activity will be shown with the following:
Progress bar - Current area and files being scanned.
Matches Log - Real time preview (thumbnail) of File Capture matches collected. Images and
Video files are represented by thumbnail images, keyword matches will show the keyword
found, all other matches will be represented by an associated icon.

Capture results - Cumulative count of capture results.

View Results button —View results currently collected by the scan. The scan will continue to
run in the background.

Image button —Stops the scan and allows devices to be imaged.

Pause button —Pauses the current scan. To resume a scan click on the Resume button that
has replaced the Pause button.

- P rog ress UlKit.framework/Versions/A/LoginUIKit

IAPPLICATIONS CHILD EXPLOITATION COMMUNICATION

Anti-Forensics Traces 1 CE - Hash Set Comprehensive speed optimiz.. Calls

IApplication Usage 4 X CE - Keywords Comprehensive speed op... () 17 Emails

Installed Applications 51 X Messages

P2P Files Shared or Downloaded Saved Contacts

P2P Search Terms Skype - Media_cache Folder
P2P Traces 106 Skype Received Files

Remote Access Traces
Shareaza GUIDs

DEVICE DATA DOCUMENTS MULTIMEDIA
IConnection Log 8 X Referenced Files 0 Pictures and Videos under 500MB speed opti... 2
Device Information Videos over 500MB - Comprehensive Frames ...
0S Information 1 X
USB History
irtual Disk Locator 3
USER DATA 'WEB BROWSERS
Calendar Bookmarks
Recent Files Browser Cache 125 @
User Accounts 1 X Browsing History 4 °
User Logins 8 X Download History 1 °

Form Data
—
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When running a scan, clicking the View Results button allows any records currently identified
to be reviewed. The scan will continue in the background. When viewing results while a scan
is running in the background, a scan button will appear in the function toolbar, clicking this
produces buttons to Pause (pause the scan), Stop (stop the scan) or Refresh (refresh the

current results).

. Prog ress _vn_nOOOOOOOOOOOOO/C/PK...pplications/iTunes.app/Comems/Resources/ar.Iproj/S(oreBuyButton.png [

APPLICATIONS

Anti-Forensics Traces 1
Application Usage 4 X
Installed Applications 51 X

P2P Files Shared or Downloaded

P2P Search Terms

P2P Traces 106
Remote Access Traces

Shareaza GUIDs

DEVICE DATA

Connection Log 8 X
Device Information

OS Information 1 X
USB History

Virtual Disk Locator 3
USER DATA

Calendar

Recent Files

User Accounts 1 X
User Logins 8 X

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed opt.. ()
CE - Keywords Comprehensive speed optimi... 26

DOCUMENTS

Referenced Files 10
'WEB BROWSERS

Bookmarks

Browser Cache 125 .
Browsing History 4 ‘
Download History 1 .

Form Data

COMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder
Skype Received Files

MULTIMEDIA

Pictures and Videos under 500MB speed opti...

Videos over 500MB - Comprehensive Frames ..

il

Pause

Stop

Refresh
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7.

Clicking the Image button will prompt the user to stop the scan: clicking the No button will
resume the scan, clicking the Yes button will display the Imaging screen (see section 10 for
further details on imaging devices).

APPLICATIONS

Anti-Forensics Traces
Application Usage

Installed Applications

P2P Files Shared or Downloaded
P2P Search Terms

P2P Traces

Remote Access Traces

Shareaza GUIDs

DEVICE DATA
Connection Log
Device Information
OS Information
USB History
Virtual Disk Locator

USER DATA
Calendar
Recent Files
User Accounts

User Logins

8 X

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed optimiz...
CE - Keywords Comprehensive speed optimi... 26

DOCUMENTS

Referenced Files 10
WEB BROWSERS

Bookmarks

Browser Cache 125 &
Browsing History ey ]
Download History 19

Form Data

[ vewsesas | wece | ese ]

& @

crescent

COMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder
Skype Received Files

MULTIMEDIA

Pictures and Videos under 500MB spe.. S 4980

Videos over S00MB - Comprehensive Fra...

8.

Clicking the Pause button will pause the scan. To resume the scan press the Resume button
that replaces the Pause button while the scan has been paused.

. Progress  |SRpPaS/Sysem b emenona/PYRONrevork ersions/27/Ex. tplotio/tests/baseline images/cest mathtext/mathfont stxsans S0png

APPLICATIONS

Anti-Forensics Traces
Application Usage

Installed Applications

P2P Files Shared or Downloaded
P2P Search Terms

P2P Traces

Remote Access Traces

Shareaza GUIDs

DEVICE DATA
Connection Log
Device Information
OS Information
USB History
Virtual Disk Locator

USER DATA
Calendar
Recent Files
User Accounts
User Logins

4 X
51 X

06

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed optimiz...
CE - Keywords Comprehensive speed optimi... 26

DOCUMENTS

Referenced Files 0
WEB BROWSERS

Bookmarks

Browser Cache 125 @
Browsing History £y ]
Download History 19

Form Data

COMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder
Skype Received Files

MULTIMEDIA
Pictures and Videos under 500MB spe.. G
Videos over S00MB - Comprehensive Fra...

m%cm.{.uc.ul mMathbb Iy 7, 7Kc AMATT R L0 efobi i1l m JOHTF Abcdefghijl 7 74 oM

9480

9.

Once the scan has completed the user is prompted to view the results. Scan results are

stored in the
default).

Scan Results folder (\ProgramData\ADF Solutions Inc\v4\ScanResults by
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6. Review Scan Results

The Review Scan Results view allows the user to review the results of a scan, filter, sort,
analyze, tag, and prepare a comprehensive report. Click the Review Scan Results from the
Home Screen.

Review Scan Results Button

=1 Review Scan Results

x Analyze scan results and create reports

The Scan Results view is then displayed:

Scan Results View

f; Scan Results Scan 2020-01-08 16-55-46
SCAN INFORMATION ~ SEARCH PROFILE STATISTICS

Scan Scan Name  Mobile Devices - Scan 0Oh 1m 30s
Name 2020-01-08 General Profiling Duration

16-55-46 Notes  Comprehensive scan Scan Type  Desktop
Scan Date  2020-01-08 - Runs all relevant Status Completed
Scan Time  16:57:41 mobile device artifact Files 2880
System 2020-01-08 Captures, collects Collected
Date allocated, and Applicatio  ADF Mobile
System 16:57:41 embedded pictures, n Device
videos and frames Investigator
from videos over 210
500MB and Office
Documents using the
Thorough
Identification option
for files without
extensions. Searches
for Remote Access
and Cryptocurrency
Traces, audio files,
database, plist files
and referenced files.
Collects skipped files,
protected files and
files not processed by
parser.

Time
Viewer Europe/London
Time Zone  (GMT+0)

CAPTURES
soplication perform

APPLICATIONS o

Cryptocurrency Traces
Installed Applications 587 i0S

Remote Access Traces

The Scan Name, Date and the Search Profile used are displayed on the left-hand side of the
screen with the corresponding Scan Summary details shown on the right-hand side of the
screen.

The Scan Results are listed in scan date and time order with the most recent scan at the top
of the list.
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For Scan Results that have been backed up onto the computer there are 3 options — Delete,
Report and View. If the Scan Results are being accessed from a Collection Key then there is a

4™ option — Backup — to the computer.

1. The following options are available for scan results, the picture shows a scan result being
accessed from a collection key as the Backup option is available

< Scan Results

Quick scan exhibit RHJ27 ‘@‘ Q% E:l] >

Date: 2018-08-10 Time: 16:23 - SearchProfile: Quick - General Profiing  po. Backns Reoort View

2. Clicking the Delete button will delete the report but there is a brief opportunity to undo this if
the report has been deleted in error.

Deleted
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The summary view comprises five main sections: Scan Information, Search Profile, Statistics,
Captures and Target Devices.

Summary View
SCAN INFORMATION SEARCH PROFILE STATISTICS
Scan Name Scan 2020-01-08 16-55-46 Name Mobile Devices - General Profiling Scan Duration  Oh 1m 30s
Scan Date 2020-01-08 Notes Comprehensive scan - Runs all Scan Type Desktop
Scan Time 16:57:41 relevant mobile device artifact Status Completed
Systern Date 2020-01-08 Captures, collects allocated, and Files Collected 2880
System Time 16:57:41 embedded pictures, videos and frames Application ADF Mobile Device Investigator 2.1.0

from videos over 500MB and Office
Documents using the Thorough
Identification option for files without
extensions. Searches for Remote
Access and Cryptocurrency Traces,
audio files, database, plist files and
referenced files. Collects skipped files,
protected files and files not processed
by parser.

Viewer Time Zone  Europe/London (GMT+0)

an acvanced logical acquisition of an Android O desice. Artifacts may exist that are not colleted during this acqisiion and wil rot be presented in the scan resut
COMMUNICATION

Cryptocurrency Traces Calls 65 @ g )

Installed Applications 587 i0S Emails

Remote Access Traces Messages 307 u .3 .
Saved Contacts 125 10 B 1'

DEVICE DATA DOCUMENTS

Connection Log Office Documents Comprehensive - speed optimized

Database Files Referenced Files
Device Information

Plist Files

MULTIMEDIA USER DATA

Audio Files 37 Calendar 627

31 o]

Pictures and Videos under 500MB speed optimized 724 User Accounts

Videos over S00MB - Comprehensive Frames speed o...

The Scan Information section details the Scan Name, Scan Date and Scan Time, the System
Date and System Time and the Viewer Time Zone.

The Search Profile section shows the Search Profile used to generate the Scan Results and
any associated Notes on the Search Profile.

The Statistics section shows the Scan Duration, the Scan Type (Boot/Live/Desktop), the
Status, the number of Files Collected and the application and version number used. The Tags
Statistics are also shown if any exist.
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The Scan Status can be one of 7 outcomes as shown in the table below. Any status other than

Completed is shown in red:

Scan Log Message

the scan

Scan Status Event .
(in scan log)
Completed Scan completed NA
successfully
Interrupted User stopped the scan Scan was paused by the user.
Crashed Application crashed during | NA

Out of Storage

No space left on
destination drive during
scan

Destination drive ran out of storage space.

accessible

Incomplete Not all files can be cached File system metadata is corrupted for source
or partition. Setting scan status as Incomplete
as not all files could be cached.

Incomplete No memory left System ran out of memory, so the scan cannot
complete.

Incomplete Target device no longer Target device no longer accessible so the scan

cannot complete.

The Captures section lists the Captures used in the Search Profile and alongside each capture

the number of results found. Each of the Capture names are hyperlinks and by clicking them

the individual Capture results are displayed. Captures where no results were identified during

the scan will not have a result number next to them.

The Target Devices section shows the details of the target devices that were scanned. If the

device being scanned was an Android or iOS device acquired at the time of the scan, the

backup duration and backup status details are displayed here. Where a mobile device backup

was not fully completed this will be noted here:

Incomplete Mobile Device Backup

Backup Duration
Backup Status
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At the top left side of the screen are the Backward and Forward buttons. These allow

navigation backwards and forwards between screens.

Backward and Forward Buttons

| |
R

Capture and Navigation Toolbar

Located vertically on the left side of the application is the capture and navigation toolbar.

This toolbar will allow navigation through the results and will be visible when in Review Scan

Results. The following buttons are located on this toolbar:

Option

Function

Closes the currently viewed Scan Results and returns to the list of all stored Scan
Results

Access the Summary view.

Access the Pictures view. This shows a gallery view of all pictures identified by the
Captures in the Search Profile

Access the Videos view where it is also possible to access the frame view and video
player functionality

Access the Keywords view showing keyword hits from keyword searches
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Option

Function

Access the Timeline view showing a listing of all Artifact and File Capture records in
a single timeline

Access the Files View which lists all files and folders upon the target devices

A log of encountered protected files and parsing or scanning events

Access the Tagged View which lists all tagged items

Access the Report creation view

Access to individual Capture results
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When clicking the More button, the following panel is displayed:

V2.2 User Guide

More Button View

Scan 2020-01-08 16-55-46

APPLICATIONS COMMUNICATION DEVICE DATA

DOCUMENTS MULTIMEDIA USER DATA

Office Do - Audio Files Calendar

Summary Timelne  Files

This shows at a glance all the captures and their results which are hyperlinked, clicking on a

capture name will open the relevant capture.

It should be noted that captures running a keyword search within files will display the
number of files identified and not the number of keyword matches identified overall.
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A Function Toolbar is located vertically on the right side of the results viewer. This toolbar is

context specific and will adapt depending on what is being viewed:

Function

Closes the application immediately

Search the scan result tables for specific Keywords

Add, remove or reorder columns from view. Changes made to column display also
modify columns displayed within reports. Adjust sort order of displayed results

Deselects (unchecks) any selected records within the current view

Allows the application of context specific filters to the displayed records

Zoom function allows for resizing of preview thumbnails

Apply Tags for selected record(s) in the current view. Renaming of Tags is
available here.

Apply a Comment to selected record(s) in the current view

Displays Classifier progress and allows the Classifier to be paused and resumed.
Facilitates access to the Pictures view, filtered by a Visual Class
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Function Option

Only visible in the Files view. Toggles the path filter displayed as a hierarchical ?E

view of folders Falders
Tree

Toggles the display of the Details Pane which provides further information and
functionality for the selected record @

Details

Details Pane

The details pane provides further information for individual file or artifact records. The
options are displayed in a series of horizontal tabs. Further functionality is accessible via a
toolbar displayed on the right side of the details pane. The following table lists the options
available in the details pane:

Option Function
Properties Individual properties of the selected record
Metadata Metadata extracted from the selected file
Excerpts Displays up to 1000 keyword hits highlighted in yellow with
surrounding text visible
Frames Displays 50 frames taken at regular intervals from a video file
Preview Pictures are viewable in this pane at their actual size, “other

files may be viewed by clicking the Undock button on the
Details Pane Function Toolbar. Videos are playable via an
internal player subject to installed codecs

Duplicates Displays a list of duplicate files which can be clicked in to see
data relating to the duplicate file
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Function Toolbar of Details Pane

Function Option

Undocks the Preview window

Open the file with an external application

Save the file to a chosen location

Column controls

(G [rmesame  JF (Aavy e e el ]

Left click and hold in between columns will allow the resizing column widths

v Comments @

B Columns

v Match

v| Activity

Drag column name up and down in the Columns function pane to reposition column L or R
Show or hide a column by using the checkbox

Left click, hold, drag to reposition column L or R

| |

Click on the column header to sort Ascending or Descending (not all columns are sortable)
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open a Preview window.
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The Preview tab in the details pane shows a preview of pictures and documents. On occasion
it is not possible to display the file within the details pane, a warning message of “Please
undock to view content” will be displayed in such cases. Clicking on the Undock button will

Preview Window

[Strest Address
[City, STZIP Codel
[Telephone]
[Weksite]

[Emsi]

CLICK HERE TO SELECT A DATE

[Recipient Name]
[Recipient Street Address, City, ST ZIP Code]

Dear [Recipient],
If you're ready to write, just dick here andgotoit!
Or, if youwant to customize the look of your letter, you can do thatin amost no time.

On the Design tab of the ribbon, check out the Themes, Colors and Fonts galleries to preview different
looks fram avariety of choices. Then just click to apply one you like

If you love the look (and who wouldn't?), see other templates under File, New that coordinate with this
one, such as a report. So, you can quickly create your own professional, branded look.

Wondering what to include in your cover letter? It's a goodidea to include key points about why you're
a great fit for the company and the best choice for the specific job. Of course, don't forget to ask for the
interview—but keep it brief! A cover letter shouldn't read like a novel, no matter how great a plot you've

Print

got

Warm recards.

Function Toolbar of Preview Window

Function

Docks the Preview window

Open the file with an external application

Save the file to a chosen location

Print the contents of the Preview window
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Filtering

Filtering is achieved by selecting the Filter button on the function toolbar. This will open the
filter pane and present filters for the current view. After selecting the filter click the APPLY

button on the bottom of the Filter Pane. To remove the filter, click the % icon on the filter

above the table view or click the \é icon next to the filter in the filter pane. Each table view
will have its own set of filters depending on the type of records displayed.

Some fields can be filtered by pre-set values or by entering text. If text is entered into the
“Enter text” field the magnifying glass button within the field must be clicked.

Filter Options

Tags

Comments NO VALUE
e Default
Match

molly
Date of Visit

samsh

Page Title

Click the Apply button to apply the filter.

Filter Apply Button

s i@‘
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Active Filters are shown next to the column name that has been filtered (represented by the

% icon). The filter can be removed by clicking on that icon.

Active Filters

Active filters are also shown on the top of the columns with the & icon. These filters can be
removed by clicking on that icon.

Active Filters

Browsing History @ Userhame @ WRiTperr S URLTYpe
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Filtering by Path

Enables the filtering of displayed files by path.

1. Clicking the Path option allows the results to be filtered by path. A selected folder indicates
that all the items within that folder and any sub folders are selected. A black check box
indicates a partial selection. Clicking the > icon will display sub folders.

B Select all

~ [l Src3

~ |l Partld

$OrphanFiles

~ |M| Program Files (x86)

> Bonjour

~ || Microsoft Office

~ |H| root
Office1b
1033
Document Parts
SAMPLES

Templates

Safari

Program Files
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2. When the desired folders have been selected click on Apply

B Select all
~ (B Src3
~ |H| Part3

> $Extend

$O0rphanFiles

> Program Files (x86)
> Program Files
> ProgramData

~ |H| Users
~ |H| molly
~ |H| AppData
v |H| Local
v || Microsoft
~ |l Office
~ |m| 16.0
~ |B| WebServiceCache

+| omextemplates.cont

> Wef
> OneDrive
> Windows
> Mozilla

> Opera Software

®

Details
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Enhanced Filtering Pictures & Videos

Within the Pictures view or Capture view it is possible to filter within a Picture Width and
Picture Height range. Within the Videos view or Capture view it is possible to filter by Video
Duration (where this information has been extracted).

EXIF data such as Make, Model, Camera Serial Number, Date/Time and GPS Coordinates can
also be filtered here.

Picture and Video Filter Options

Select all
Src3
Part3

$Extend

$O0rphanFiles

Program Files (x86)
Program Files
ProgramData
Users
mally
AppData
Local

Microsoft

16.0
WebServiceCache

AllUsers

OneDrive
Windows
Mozilla

Opera Software
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Photo Probability

Photo Probability filtering is applicable to all pictures within the Picture File Types group. The
Photo Probability score indicates how likely it is that the file is a photograph. Files with a
score of 70% or more are highly likely to be a photograph as opposed to other graphic file
types such as icons and clipart or similar.

The Picture and Capture views can be sorted based on the Photo Probability score, allowing
non photographic graphic files to be quickly removed from the displayed results. High (80%
and above), medium (70% and above) and low (50% and above) pre-set options are available.

Photo Probability Filter Options

EorrLec e

Preset probability values

Picture Width Low Medium High

Picture Height
Video Duration
Linked Artifacts
Photo Probability
Visual Class
Entities

EXIF Make

EXIF Model

EXIF Camera Serial Number
EXIF Date Time
EXIF Coordinates
Auto-Tagged

Captures
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Visual Class

If the scan results have been partially or entirely processed by the Classifier, picture file types
may be filtered by one or more of 11 visual classes. The visual classes are:

Bestiality, Child Abuse, Others (various innocuous class types), People, Pornography, Portrait,
Scanned Doc, US Currency, Vehicle, Weapon, Upskirting.

Visual Class Filter Options

Bestiality

Child Abuse

People

Pornography

Portrait

Scanned Doc

US Currency

Upskirting

Weapon

NO VALUE

Visual Class
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Each picture is processed by the Classifier in order to determine how likely it is to feature
within a particular class and is given a probability score. A high visual class probability score
indicates that the picture concerned is more likely to fall within that visual class.

Assigning a visual class score is not an exact science and some pictures may appear to be
misclassified. However if the scan results include pictures that would correctly fall within a
particular class, in most tests, filtering that class to show the top 15% would result in the filter

displaying pictures belonging to that class.
Visual class scores filters can be adjusted in 5% increments.

The Classifier classifies automatically in the background as soon as the scan completes.
Classifier progress is shown by the Yellow line around the Classifier icon.

Visual Class Filter Options
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The Classifier can be paused and will not start again until the Resume button is clicked.

Visual Class Filter Options

Pictures classification

Task in progress. Please wait..

Pictures classified 270/6770
Potential matches (with at least 85% confidence)
Others 62
Weapon 2

Video classification
Task paused

Videos classified 0/18
Entities Extraction

License upgrade required

Records processed 0/28

PAUSE

Pictures classification
Task paused

Pictures classified 382/6770

Potential matches (with at least 85% confidence)

Others a3
People 3
Portrait 1
Scanned Doc 3
Weapon 2

Video classification
Task paused

Videos classified 0/18

Entities Extraction

License upgrade required

Records processed 0/28

Classifier

If the Classifier is running whilst the Scan results are closed then it will resume automatically
the next time the Scan Results are opened.
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Sorting

Each table view will have different columns depending on the type of capture being viewed.
A column, if sortable, will display whether ascending or descending with an arrow and line
icon when clicked. Only one column can be sorted in each view.

Ascending Descending

Records Selection and Navigation

There are several options for selecting records to be tagged or commented:

A Selected Picture

I"" iNode1669281 Portable Network ~ Picture

Ky Graphic

1. Select one record - Single click or by pressing the space bar

2. Select or Deselect multiple records:
Shift + Click - select first record then shift and click on last record
+ (Plus) - Selects all fully visible records
- (Minus) - Deselects all fully visible records

3. Page Down - . (Period on number keypad) or Page Down key. Moves the selected view a
page at a time

4. Page Up - * (Star on number keypad) or Page Up key. Moves the selected view a page at a
time
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Navigation between records can also be achieved using:
Arrow keys (left -right-up-down)

Scroll bar

Mouse scroll wheel

Tagging

After selecting records there are ten (10) tags available that can be customized to suit the

report.

The default tags are named Level 0 through Level 9 and can be customized in the

Settings view or by selecting Rename in the Tags function. Renamed Tags will be applied to

the current scan results and do not apply to previous scan results.

To tag records with a specific tag:

Select record(s) then select the appropriate tag in the Tags function
Or select record(s) then press number key 0-9 as appropriate
Records can have multiple tags

To un-tag a record
Select record(s) to be untagged then select the tag to be removed from the Tags function
Or select record(s) to be untagged then press number key of the tag to be untagged

Tags

0-Level 0 f
B
2 - Level 2
B: eas
B e
| [ EREE
B 5Lt
7-Level 7

Bz e

w

- Level 9
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Comments

Comments can be added to individual or multiple selected records by clicking the comments
button on the function toolbar. Clicking on the comment button opens the comment pane
with a text box. Comments will be saved in a list under the Comments text box. Highlighting
the individual comments will reveal an edit and delete button for that comment.

1. To add a comment to record(s):
Type the comment in the text box and click add
The comment will be added to the selected records

2. To remove/edit/delete a comment from record(s):
Select records with comment(s)
Open Comment function
Deselect comment - Affects selected records only
Edit Comment - Affects all records with that comment
Delete Comment - Affects all records with that comment

Comments

|  Further research required
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Search Scan Results

A keyword search can be carried out within the data contained in capture result tables. This
keyword search is searching only the textual data within the results of Artifact Captures and
the Files view.

1. To carry out a search click the Search Tables button. This opens up a text box for the search
term, clicking the magnifying glass button alongside will carry out the search.

=l B sumivary

|E“:r:’ text... Search

S
uney Tables

SCAN INFORMATION SEARCH PROFILE STATISTICS

Scan Name  Scan 2018-10-05 Name Comprehensive - Scan 0h 21m 15s
09-53-29 General Profiling Duration

Scan Date 2018-10-05 Notes Comprehensive Status Completed

Scan Time 095330 scan - CAUTION - Files 7483

Systern 2018-10-05 all videos files are Collected

2. The search bar will identify how many search results there are and allow navigation between
them using the < and > buttons. The search term will be highlighted in red. The location of
search hits is indicated above the search bar.

Records 181593
. FILES Selected: 1
Tags

canon

Slectal [0 e reier  [retome  [Fetpe  ecow |
Not FRC_UU IRU_U LW AUValILEd Syt
> Microsoft V. ekyb3d8bbwe et ma Format
music_Neutral_01_  Microsoft Video
> L Microsoft.\..ekyb3dBbbwe i PRE_OUTRO_02w  Advanced Systems
created F t
> Microsoft.\...ekyb3d8bbwe LTkl CITE]
SongsAndThemes.
> Microsoft. W...ekyb3d8bbwe json

v [] Microsoft W ekyb3dBbbwe I

AGMBackground,j JPEG/JIFF Image Picture
N AppCS Pg
- _

Properties Metadata Preview

Make
Model

Serial Number

Date Time Digitized 2015:12:13 12:23:28
ApertureValue F28
ApplicationRecordVersion 4

BitsPerSample 888

ColorSpace SRGB

Comment Optimized by JPEGmini 3.13.3.2TB 0x07b6cefb

CustomRendered Normal process

DateCreated 20151213

Page 48



mr
7 \LJI

Mobile Device Investigator V2.2 User Guide

To conduct a search for dates, enter the date in the format yyyy/mm/dd where yyyy is the
year, mm is the month and dd is the day (e.g. 2014/11/25), any dates matching this will be
identified as a search hit.

Reconds: 181593
FILES . ‘
I 2014/11/25 I

selecta R e L L L

wpnidm

54fi%aljpg IPEG/IFF Image  Picture

> PRICache
> SettingSync
o fddio08bjpg JPEG/IIFF mage  Picture
Shell
Themes

1568834 jpg JPEG/JIFF Image Picture
UPPS.

76e05dd2jpg JPEG/JIFF Image

4a5315cjpg JPEG/JIFF Image Picture

Properties Preview

Preview Fite Name bbasfi05jpg

File Type JPEG/JIFF Image

File System Type File Origin Allocated

Size 5585 Last Written 2733
File Created -II‘Z?,B Last Accessed :27:33

Path Src5/Part2/Users/ADF Test/AppData/Local/Microsoft/Windows/Notifications/wpnidm

Type Group Picture

Extension Protected

Not protected
73
AF2THZZ3ZT2SBBSKCFUNMGEPNWHK2AYR

Picture Width Picture Height

Integrity SHAI

Integrity MDS. 86A7D39B112EE23262BEF2BOTICSIFAE
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Timeline

The Timeline view lists all file and artifact records that have timestamp information. The
contents of the Activity, Info and Virtual Location columns are context specific and contain
data relevant to the type of record displayed.

Timeline View

3 ADF Digital Evidence Investigator - - [m| x

Records: 23751
. T| M E |_| N E ielected Activities: 1
ags:

16:26:15 (L) visited

File created catalan-

2018/01/24

16:26:15 sheepdog-2.jpg
g) 2018/01/24 Last written catalan-
— 16:26:15 sheepdog-2.jpg

Timeline

2018/01/24
16:26:06

Browser URL
visited

2018/01/24 Recent access catalan-
16:26:06 sheepdog-3.jpg

Properties

Target catalan-sheepdog-2.jpg Is Folder No

Extension jpg File Type Picture

User Account samsh Path CA\Users\samsh\OneDrive\Gospix\

Fixed Volume Serial 28A889C7
Date Accessed  2018/01/24 16:26:15

LDrive Type

Src21/Part3/Users/samsh/OneDrive/Gospix/catalan-sheepdog-2.jpg
Candidate [Referenced Files)
[Pictures Comprehensive Thorough ID no carving]

Source Microsoft Windows

Src21/Part3/Users/samsh/AppData/Roaming/Microsoft/Windows/Recent/catalan-
sheepdog-2.Ink

Source File

Source Details No details Auto-Tagged No

File Collection capture records list, within the File Created and Last Written columns,
timestamps that hyperlink to the appropriate point within the Timeline View. Artifact Capture
records may contain timestamps. Where these timestamps exist they hyperlink to the
appropriate point within the Timeline View.
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Timeline records that relate to a file may contain, within the Details view of that file, a
hyperlink to the Files View filtered by the path of the file concerned.
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Files

The Files view lists all files and folders encountered on the target device(s). The Files view is
accessed by clicking the Files button on the navigation toolbar. The Files view may also be
accessible via hyperlinks from several differing artifact captures (e.g. Download History,
Recent Files). File Collection capture records contain hyperlinks to the file path of the file
concerned. When these hyperlinks are clicked the appropriate record is shown within the
Files View filtered by the path of the containing folder.

The Files view can be viewed with or without the Folders Tree displayed. This view is toggled
by the Folders Tree button on the Function Toolbar.

Files View

f_0000bc Allocated 33783 2016/09/23 14:49..  2016/09/23 14:49 Browser Cache Src9/Part2/Users/
Usare ADF Test/

AppData/Local/...
Src9/Part2/Users/
ADF Test/

AppData/Localy..
Src9/Part2/Users/
ADF Test/

AppData/Local/...
2016/09/23 14:49 2016/09/23 14:49, Browser Cache Src9/l ers/

ADF Test f_0000bS Allocated 22148

2016/09/23 14:49 2016/09/23 14:49 Browser Cache

v [] AppData

~ Local f_0000ba Allocated 24203 2016/09/23 14:49..  2016/09/23 14:49... Browser Cache

v [] Google

f_0000bb Allocated 42861

Chrome

~ User Data AppDa al/.
f.0000d7 Allecated 35461 2016/09/23 14:49..  2016/09/23 14:49.. Browser Cache Src9/Part2/Users/

v Default

> Cache

Media Cache

ineCOM

> Packages

Temp

Allocated

Allocated

Allocated

Allocated

29960

43303

34429

23015

2016/09/23 14:49

2016/09/23 14:49.

2016/09/23 14:49

2016/09/23 14:49.

2016/09/23 14:49...  Browser Cache

2016/09/23 14:49_  Browser Cache

2016/09/23 14:49, Browser Cache

2016/09/23 14:49_  Browser Cache

ADF Test/
AppData/Local/.
Srcg/Part2/Users/
ADF Tes
AppData/Local/
Src9/Part2/Users/
ADF Test/
AppData/Local/...
Sreg/Part2/Users/
ADF Test/
AppData/Local/
Src9/Part2/Users/
ADF Test/
AppData/Local/...

Files View records list, within the File Created and Last Written columns, timestamps that
hyperlink to the appropriate point within the Timeline View. Files View records list, within the
Linked Artifacts column, hyperlinks to any Artifact Captures that references the file shown.
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Messages

Artifact Captures that result in the identification of messages are displayed in the Messages
view.

Messages View

. Messages

LR D R (e (et (weme [ scmetene | owemme [T
7

2020/02/10 16:06...

Unread message 100220-1606

447452938009 (Martin Mulholland) - 16:06:10

7 ‘ 15813505528674...  2020/02/10 16:02...
S [Referenced Files]
447452938009 (Martin Mulholand) - 16:02:32 [Pictures and Vi...

7 2020/02/10 16:02...
Group message from Martin 100220-1602

447452938008 (Martin Mulholand) - 16:02:03

7 2020/02/1016:0T....
Group message from Tom 100220-1601

447433764850 (Torm) - 16:0102

7 2020/02/10 16:00...
Group message from James 100219-1600

447452938011 (lames MeLewy) - 16:00:22

7 2020/02/10 15:59...
408072901786790658

447452938011 (James McLew) - 15:56:39

7 2020/02/10 15:59...
Test Viber Group

447452938071 (James McLevy) - 15:58:15

7 2020/02/10 15:58...
Test Group

447452938011 (James Mclewy) - 15:58:50

The Messages view will display the message content in the Message column. Messages sent
by the local user, known as Outgoing messages, will be displayed in a blue message bubble
that is right aligned in the Message column. Messages sent from others to the local user,
known as Incoming messages, will be displayed in a green message bubble and left aligned in
the Message column.

The Message Thread column indicates if messages are part of a single conversation, clicking
on a hyperlink in this column will filter the view to only show messages from that
conversation. It is not possible to determine a message thread for all message applications.
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Tagged View

The Tagged view lists all tagged records.

Tagged View

. File Records tagged with Level 5 g1
DR Do e dene (et Teecmp | Menwhpe | ogn |

ﬂ 7e61214d jpg IPEG/JIFF Image  Picture
. 43206eb7 jpg JPEG/)IFF Image  Picture Allocated

Preview

Tags Ws5-levwes Frevew -

File Name ScenariaSRTLpng File Type Portable Network Graphic

Properties

Picture File

File System Type

Allocated Sire 173516

2017/10/13 10:52:08 File Created 2017/10/13 10:51.08
2017/10/13 10:51.08
Src5/Part2/Program Files/WindowsApps/Microsoft 3DBuilder_14.11302.0_x86_ 8wekyb3d8bbwe/Assets/HeroHelp
Extension png Pratected Not protected @
832 608 Datas

Picture Height

All tagged records are accessible from this view. Each tag where appropriate will indicate the
Artifact and File records associated with it.
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Duplicate Files

Files with matching hash values and file size identified during a scan are considered duplicate
files. It is possible to identify duplicates of a file within the Files view and the Pictures view

will display an icon to show a picture has duplicates.
Files View

Within the Files view, duplicate files are displayed in the details pane. Duplicate files are
shown as a hyperlink which, when clicked, will display details for the duplicate file.

Duplicate Files in Details Pane

Properties Preview Duplicates

Src6/Part2/Users/ADF Test/AppData/Local/Packages/Microsoft MicrosoftEdge_8wekyb3d8bbwe/AC/#1001/MicrosoftEdge/Cache/5LJC3UST/chrome-dial-pointer.310772ec[1].png

Pictures View

The Duplicates tab appears within the Pictures view. A Hash Deduplication option is also
available within the Filter options. Selecting the Hide duplicates option will only display one
picture in the gallery view if duplicates of the picture are identified.

Hash Deduplication Filter

Pictures that have duplicates will display an icon showing that duplicate pictures were
identified:

Duplicate Picture Icon
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Referenced File Functionality

The following Artifact Capture results contain records that may reference files on the target
device(s) or files embedded within files on the target device(s). We refer to these files as
Referenced Files.

Artifact Capture Notes

Recent Files This Artifact Capture identifies recently accessed files.
Recently accessed files that can be located upon the target
device(s) are treated as Referenced Files and are accessible by
a hyperlink in the Candidate column to the relevant file
record in the Files View. Candidate files are identified by
matching their File Name and File Path with the information
within the Artifact Capture record.

Download History This Artifact Capture recovers information relating to
downloaded files. Downloaded files that can be located upon
the target device(s) are treated as Referenced Files and are
accessible by a hyperlink in the File Name column. Hyperlinks
will exist to the Files View record for the downloaded file and
to any File Collections Captures that have collected the file
concerned.

P2P Files Shared or Downloaded This Artifact Capture recovers information relating to files
downloaded or shared by P2P applications. If these files can
be located upon the target device(s) they are treated as
Referenced Files and are accessible by a hyperlink in the
Candidate column to the relevant file record in the Files View.
The Candidate column can also contain details of other
Captures that reference the file.

Browser Cache This Artifact Capture extracts cached files from containers
used by the Google Chrome, Safari, Edge, Opera and Firefox
browsers. The extracted cached files are listed within the Files
View and shown as embedded files. We also treat these files
as referenced files. These referenced files are accessible by a
hyperlink in the Referenced File column. Hyperlinks will exist
to the Files View record for the cached file and to any File
Collection Captures that have collected the file concerned.

Messages This Artifact Capture recovers messaging client messages.
These messages may have associated attachments. These
attachments are treated as referenced files. These referenced
files are accessible by a hyperlink in the Attachment Name
column. Hyperlinks will exist to the Files View record for the
attached file and to any File Collection Captures that have
collected the file concerned. The Attachment Name column
can also contain details of other Captures that reference the
file.
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Artifact Capture Notes

Emails This Artifact Capture recovers email client messages. These
messages may have associated attachments. These
attachments are treated as referenced files. These referenced
files are accessible by a hyperlink in the Attachment Names
column. Hyperlinks will exist to the Files View record for the
attached file and to any File Collection Captures that have
collected the file concerned. The Attachment Names column
can also contain details of other Captures that reference the
file.

File Collection capture records list, within the Linked Artifacts column, hyperlinks to any
Artifact Captures that references the file shown.
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Time Zone Section

Viewer Time Zone in Summary View

B sUMMVARY

SCAN INFORMATION

Scan Name Win10_CompGPsopt
Scan Date 2018-09-14

Scan Time 10:05:15

Systemn Date 2018-09-14

System Time 10:05:15

Viewer Time Zone Europe/London

When scans are carried out upon system drives the scanner tries to establish the configured
time zone. If a time zone is established all timestamps that are displayed within the results
viewer are adjusted where necessary to reflect the configured time zone. Within the
Summary view the Viewer Time Zone value will reflect the established time zone.

When scans are carried out on multiple target devices in one scan the scanner searches for a
system drive and if one is found establishes the configured time zone. If a time zone is
established all timestamps that are displayed within the results viewer for all target devices
are adjusted where necessary to reflect the configured time zone. If multiple system drives
are located the most recently used system drive takes precedence and all timestamps that
are displayed within the results viewer are adjusted in accordance with the time zone
discovered on this device. In these cases, within the Summary view the Viewer Time Zone
value will reflect the established time zone.

When scans are carried out upon target devices that are non-system drives (without an
operating system) no timestamp adjustment is carried out. In this case within the Summary
view the Viewer Time Zone will reflect the time zone used by the viewing computer.

In cases where the scanner cannot establish the time zone on system drives no timestamp

adjustment is carried out. In this case within the Summary view the Viewer Time Zone will
reflect the time zone used by the viewing computer.
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7. Reporting

The Report view allows the creation of reports in various formats (HTML, PDF and CSV), the
creation of a Project VIC JSON file (and an export of the associated files) or the creation of a
Standalone Viewer report. The Report view can be accessed from the Navigation toolbar.

Reports can only be created when Mobile Device Investigator is running as a desktop
application or when using the Standalone Viewer functionality. Reports cannot be created
during live or boot mode scans.

Report View

N BRI cree revorT
= -

IContent Selection

- (o8 & ®M 8 H 8 & ®mM 7 I /m O

APPLICATIONS>Installed Applica. %

NS>P2P Tra 3

COMMUNICATION >Calls

The Create Report view has 4 main sections:

Section Functionality
1 - Format Select the desired report output
2 - Options Choose the desired output location for the report and define

orientation for PDF reports

3 - Content Selection Select the records/files desired within the report

4 - Export Button Create the report
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HTML Report

HTML reports are viewable with a web browser. The HTML report is customizable allowing
the choice of specific Captures and tagged items to show in the report, alternatively, all
records can also be included in a report. The underlying original files may also be exported (if
collected) with the report and can be opened directly from the HTML report providing there
are associated applications on the computer used to view the report.

1. Click Report button.

B creve rerorT

=] Format Options

® HTML POF (a3 VICS Standalone viewer Path® C\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

o8 & _®m _®m &8 1 &8 &E o /g | DO /m |

- SUMMARY
APPLICATIONS > Anti-Forensics Tr..
APPLICATIONS > Application Usage
APPLICATIONS > Installed Applica.
APPLICATIONS >P2P Traces
COMMUNICATION > Calls
COMMUNICATION > Messages
COMMUNICATION > Saved Cont
COMMUNICATION Skype - Me:

| COMMUNICATION> Skype Rece.

DEVICE DATA=OS Information
DEVICE DATA>USB History

8| DOCUMENTS > Referenced Files

| |POC>IPOC - Keywords Compre..

| MULTIMEDIA= Pictures Compreh,
MULTIMEDIA > Videos under 100
USER DATA>Recent Files
USER DATA> User Accounts
WEB BROWSERS > Browsing Hist
WEB BROWSERS > Search Terms

&] TIMELINE

| FILES

SCAN LOG

Page 60




Mobile Device Investigator V2.2 User Guide

Select Format — HTML from the format section.

Bl creve report

Format Options
PDF IOV WICS  Standalone viewer Path*  CAUsers\Stuarf\Desktop\Scan 2018-08-28 11-58-50 [ ]

Content Selection

SUMMARY

APPLICATIONS > Anti-Forensics Tr. 152
APPLICATIGNS > Application Usage 2
APPLICATIONS > Installed Applica 2
APPLICATIONS >P2P Traces 3
COMMUNICATION> Calls 3
COMMUNICATION > Messages 45

COMMUNICATION:>Saved Cont.
COMMUNICATION > Skype - Me.
COMMUNICATION > Skype Recei.
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files
IPQC>IPOC - Keywords Compre..
MULTIMEDIA> Pictures Compreh...
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA> User Accounts

WEB BROWSERS >Browsing Hist
WEB BROWSERS>Search Terms
TIMELINE

FILES

SCAN LOG

By default, all tagged records are selected in the Content Selection section.

B crevre reporT

Format Options

Scan 2018-08-28 11-58-50 [ ]

® HTML PDF s vICS Standalone viewer Path* CiUsers\Stuart\Desk

Content Selection

SUMMARY

APPLICATIONS > Anti-Forensics Tr. 152
APPLICATIGNS > Application Usage 2
APPLICATIONS > Installed Applica 2
APPLICATIONS >P2P Traces 3
COMMUNICATION> Calls :
COMMUNICATION > Messages -

COMMUNICATION>Saved Cont..
COMMUNICATION: Skype - Me.
COMMUNICATION > Skype Recei...
DEVICE DATA>O5 Information
DEVICE DATA>USB History
DOCUMENTS > Referenced Files
IPOC>IPOC - Keywords Compre..
MULTIMEDIA>Pictures Compreh...
MULTIMEDIA> Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS >Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE

FILES

SCAN LOG
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Optional - Select the all records checkbox to include all records.

Bl creve report

Format

 HTML PDF csv vics

Content Selection

! SUMMARY
« APPLICATIONS > Anti-Forensics Tr.

| ARPLICATIONS

ation Usage
v | APPLICATIONS > Installed Applica.
| APPLICATIONS > P2P Traces

+| COMMUNICATION > Calls

+| COMMUNICATION>Messages

+| COMMUNICATION:Saved Cont.
| COMMUNICATION= Skype: - Me.
| COMMUNICATION > Skype Recei
| DEVICE DATA> OS Information

| DEVICE DATA>USB History

| DOCUMENTS > Referenced Files
+ | IPQC>IPOC - Keywords Compre.,
+| MULTIMEDIA> Pictures Compreh...
v MULTIMEDIA> Videos under 100.
+| USER DATA>Recent Files

+| USER DATA> User Accounts

| WEB BROWSERS > Browsing Hist
| WEB BROWSERS>Search Terms
' TIMELINE

v|FILES

| SCAN LOG

Standalone viewsr

Options

Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50

Optional - Select the checkbox next to each capture to include all records in that capture
within the report.

B crevre reporT

Format

® HIML PDF csv vics

Content Selection

Standalane viewes

Options

Path* CiUsers\Stuart\DesktophScan 2018-08-28 11-58-50

SUMMARY
APPLICATIONS > Anti-Forensics Tr

APPLICATIONS =

plication Usage
APPLICATIONS > Installed Applica.
APPLICATIONS >P2P Traces
COMMUNICATION>Calls
COMMUNICATION > Messages
COMMUNICATION:>Saved Cont..
COMMUNICATION > Skype - Me.
COMMUNICATION> Skype Recei...
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS > Referenced Files

IPOC>IPOC - Keywords Compre..

MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS >Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG
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6.

Optional - Select the checkbox above each tag column to include all of these tagged
records within the report.

&)

Bl creve report

Format

. HML PDF v vics
Content Selection

(Wbt [0 it aiema |5 iees | At el ot 7 ]| 8ttt | et | st

SUMMARY
APPLICATIONS > Anti-Forensics Tr.
APPLICATIONS > Application Usage
APPLICATIONS > Installed Applica.
APPLICATIONS>P2P Traces
COMMUNICATION>Calls
COMMUNICATION > Messages

COMMUNICATION=>Saved Cont.

COMMUNICATION>Skype - Me.

COMMUNICATION > Skype Recei.
DEVICE DATA>CS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files

1POC>IPOC - Keywords Compre.

MULTIMEDIA> Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts
WEB BROWSERS > Browsing Hist
WEB BROWSERS>Search Terms
TIMELINE

FILES

SCAN LOG

Options

Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-(4

152

7.

Optional - Select the checkbox to export original files where collected.

B crevre reporT

Format

® HIML PDF csv vics

Content Selection

E_E-E-E-E-E-E-E-E-E-E-=

APPLICATIONS > Anti-Forensics Tr
APPLICATIONS > Application Usage
APPLICATIONS > Installed Applica.
APPLICATIONS>P2P Traces
COMMUNICATION>Calls
COMMUNICATION > Messages
COMMUNICATION:>Saved Cont..
COMMUNICATION>Skype - Me...
COMMUNICATION > Skype Rece...
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS > Referenced Files
IPOC>IPOC - Keywords Compre..
MULTIMEDIA>Pictures Compreh...
MULTIMEDIA> Videos under 100..
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS >Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG

Options
Standalone viewe Path*® CAUsers\Stuart\Desktop\Scon 2018-08-28 11-58-50 [ ]

152 v
2

£

3 v
3

a5
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8. Optional - Select the checkbox to have a list layout instead of table layout within the
report.

Bl creve report

Format Options

& HTML PDF (3% VICS Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-(4

Content Selection

E_E-E-E-E-E-E-E-E-E-E-E-=

APPLICATIONS > Anti-Forensics Tr. 152 L4
APPLICATIONS > Application Usage “ ke
APPLICATIONS > Installed Applica. 24 04
APPLICATIONS>P2P Traces 3 0l
COMMUNICATION>Calls 3 v
E’i COMMUNICATION > Messages 45 v

COMMUNICATION=>Saved Cont.

COMMUNICATION>Skype - Me.

COMMUNICATION > Skype Recei.
DEVICE DATA>CS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files
IPOCIPOC - Keywords Compre..

MULTIMEDIA>Pictures Compreh,

MULTIMEDIA>Videos under 100.

USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS > Browsing Hist
WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG

9. Optional - Select the checkbox to have a Summary page included within the report.

B crevre reporT

Format Options

@HML CPDF (CSv (IWICS () Standalone viewes Path® CAUsers\Stuari\DeskiopiScan 2018-08-28 11-56-50 [ ]

Content Selection

APPLICATIONS > Anti-Forensics Tr. 152
APPLICATIGNS > Application Usage 2
APPLICATIONS > Installed Applica 2
APPLICATIONS > P2P Traces 3
COMMUNICATION> Calls 3
E’ COMMUNICATION > Messages 45

COMMUNICATION:>Saved Cont..

COMMUNICATION > Skype - Me...

COMMUNICATION> Skype Recei...

DEVICE DATA>OS Information

DEVICE DATA>USB History

DOCUMENTS > Referenced Files

IPOC>IPOC - Keywords Compre..

MULTIMEDIA> Pictures Compreh...

MULTIMEDIA>Videos under 100.

USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS > Browsing Hist
WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG
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10.

Optional - Choose path to save report to (default value is the Desktop of the currently
logged in user, the default location can be changed in the Settings view).

&)

Bl creve report

Format

. HML PDF v vics
Content Selection

| SUMMARY

APPLICATIONS > Anti-Forensics Tr.
APPLICATIONS > Application Usage
APPLICATIONS > Installed Applica.
APPLICATIONS>P2P Traces
COMMUNICATION>Calls
COMMUNICATION > Messages
COMMUNICATION>Saved Cont.
COMMUNICATION>Skype - Me.
COMMUNICATION > Skype Recei.
DEVICE DATA>CS Information
DEVICE DATA>USB History

DOCUMENTS >Referenced Files

MULTIMEDIA>Pictures Compreh,
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS >Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG

Options

Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-(X

152

11.

Click on the Export button to create the HTML report.

B crevre reporT

Format

® HIML POF csv vics
Content Selection

| SUMMARY
APPLICATIONS > Anti-Forensics Tr.
APPLICATIONS > Application Usage
APPLICATIONS > Installed Applica.
APPLICATIONS>P2P Traces
COMMUNICATION>Calls
COMMUNICATION > Messages
COMMUNICATION>Saved Cont...
COMMUNICATION>Skype - Me...
COMMUNICATION > Skype Rece...
DEVICE DATA>OS Information
DEVICE DATA>USB History

DOCUMENTS > Referenced Files

MULTIMEDIA> Pictures Compreh...
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS >Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG

Options
Standalone viewe Path*® CAUsers\Stuart\Desktop\Scon 2018-08-28 11-58-50 [ ]

152
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Opening HTML Report

HTML reports are stored within a folder as specified within the Option path field. To open an
HTML report, browse to the location where the folder was created, open the folder and
double click on the index.html file therein:

Opening HTML Report

~

[ Name Date modified Type
html_pages 29/08/2018 10:41 File folder
prEview 29/08/2018 10:41 File folder

e index.html 29/08/2018 10:41 Chrome HTML Document

<

When viewing an HTML report it will open within the default web browser.

The HTML report displays the same columns that were visible in the viewer in the order they
were displayed. To remove columns from the HTML report hide them within the viewer prior
to creating the report. A navigation bar appears when moving the cursor over the turquoise
section at the left-hand side of the report containing the >> symbol.

HTML Report Navigation

H PROFILE STATISTICS TAGS STATISTICS

Comprehensive - IPOC speed Scan Duration  Oh Om 295 0-level0 1
optimized Status Completed 1-Level 1
Comprehensive scan - Runs all Files Collected 805 2-Level2
artifact Captures. collects allocsted,  Application  ADF Digital Evidence Investigator 3-level 3
embedded and deleted pictures 0. 4- Level4
and videos, searches for common 5-Level 5
IPOC keywords, and searches for 6-Level &
known hash values using the 7 Level 7
Thorough Identification for Files 8- Level §
Without Extension option, Searches 9-Level 9
for anti-forensics traces. remote

access traces, P2P traces and files

from Skype caches. Collects

protected files and files not

processed by parser

DEVICE DATA DOCUMENTS 1POC

Connection Log Referenced Files IPOC - Hash Set
Device Information Comprehensive speed 0

0S Information optimized
1POC - Keywords
USB History Comprehensive speed 535

MULTIMEDIA> Picture peed optimized optimized

0 - Level 0

1- Level
Lo WEB BROWSERS
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PDF Report

The PDF report is customizable allowing the choice of specific Captures and tags to show in
the report, all records can also be shown in the report. Where files have been collected with
a scan these can be exported with the report, these can then be opened directly from the
PDF report providing there are associated applications on the computer viewing the report.

PDF Report
S BRI crove repoRT
Format Options
HTML (s vICS Standalone viewer Path* C\Users\Stuarf\Desktop\Scan 2018-08-28 11-58-50 PDF -
Orientation: ® Landscape  Portrait

F Content Selection

| (s W0 teeln [t 2 2 [ e3[4 et [ Lol | W6 el [ 7o 7] W 8 e [ 09 Levels W Mot [ s ||

+ | SUMMARY
APPLICATIONS > Anti-Fo 152 04
APPLICATIONS > Ay 26
APPLICATIONS > Installed Applica 2
APPLICATIONS >P2P Traces E] v
COMMUNICATION> Calls 3
COMMUNICATION > Messages a5
COMMUNICATION > Saved Cont 5
COMMUNICATION kype - Me. 1 v
COMMUNICATION> Skype Recel ' 7 v
DEVICE DATA>QS Informatior 1
DEVICE DATA>USB History n
DOCUMENTS>Referenced Files 1 1 n v
| IPOC>IPOC - Keywords Compre. v v v v v v v v v v (v
+| MULTIMEDIA> Pictures Compreh. LAl v 1 Cabl <1 v v Canl v v | 748 v
MULTIMEDIA>Videos under 100. ER)
JSER DATA> Recent Fles m
USER DATA>User Accounts .
t 339
WEB BROWSERS > Search Terms 143
TIMELINE 1 1 1 1 1 1 1 1 1 1 w56 [v
FILES 1 1 1 1 1 1 1 1 1 1 1857 v

SCAN LOG

When creating a PDF report Landscape or Portrait orientation can be selected. Reports
containing a large number of columns are best produced in Landscape as some columns may
not be displayed in Portrait orientation due to the limited page space available.

PDF Orientation

Options
Path* C\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 - PDF 3 -
prientaﬂon: ® landscape Portrait]
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Opening PDF Report

PDF reports are stored within a folder as specified within the Option path field. To open a
PDF report, browse to the location where the folder was created, open the folder and double
click on the <scan name>.pdf file therein:

Opening PDF Report

~

[J_Name Date modified Type Size

£l Scan 2018-08-28 11-58-50.pdf 28/08/2018 14:01 PDF File 3,300 KB

When viewing a PDF report it will open within the default application used to open PDF files.

The PDF report displays the same columns that were visible in the viewer in the order they
were displayed. To remove columns from the PDF report hide them within the viewer prior to
creating the report. With limited page space it is recommended to remove columns
irrelevant to the report prior to creating a PDF report.

PDF Report

Scan 2018-08-28 11-58-50

SUMMARY

SCAN INFORMATION SEARCH PROFILE

ScanName  Scan 2018-08-28 11-58-50
2018-08-28
11:58:51
2018-08-28
11:58:51

Europe/Landon

STATISTICS

Scan Duration  Oh Om 295

Status Completed
Files Collected 805

Application :grn Digital Evidence Investigator

TAGS STATISTICS

0-Level0
1-Level 1
2-Level2
3-Level3
4-Levels
5-Level 5
6-Level6
7-Level 7

8- Level8

9-Level 9

CAPTURES
APPLICATIONS COMMUNICATION

DOCUMENTS

3

SUMMARY 1/199
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CSV Report

The CSV report is customizable allowing the choice of specific Captures and tags to show in a
report, all records can also be shown in the report. Results where files were captured can be
set to export the files which will be maintained in a ZIP archive in its” original path. The CSV
report has the same options as the HTML report with the exception that all the records’
properties are always exported, and exporting the results in a list view is not an option. An
individual CSV file is created for every capture that an item has been selected for inclusion in
the report.

CSV Report

B BRI cre e report

Format Options

Sl Content Selection

APPLIC Anti-Forensics Tr. 152
APPLICATIONS> Application Usage 3
APPLICATICNS > Installed Applica. 2
APPLICATIONS > P2P Traces 3
COMMUNICATION=Calls 3
COMMUNICATION > Messages s
COMMUNICATION: 5
COMMUNICATION: Skype - Me: 1
COMMUNICATION Skype Rece 1
DEVICE DATA>OS Information 1
DEVICE DATA>USB History "
DOCUMENTS: Referenced Files 1 1 "
¥/ IPOC>IPOC - Keywo v 71 v Cahl v v v v v v 179
v MULTIMEDIA> Pictures Compreh... (w1 v v v v v v v v vl v 748
MULTIMEDI s under 100, 3
USER DATA>Recent Files “
JSER DATA>User Accounts L]
WEB BROWSERS > Browsing Hist 239
WEB BROWSERS> Search Terms 143
TIMELINE 1 ! 1 1 1 1 1 1 1 1 azs6
FILES 1 1 1 1 1 1 1 1 1 1 1857
SCAN LOG 108

Page 69



mr
7 \LI

Opening CSV Report

CSV reports are stored within a folder as specified within the Option path field. To open a CSV
report, browse to the location where the folder was created, open the folder and double click

Mobile Device Investigator

on the desired <capture>.csv file therein:

V2.2 User Guide

Opening CSV Report

O Neme

When viewing a CSV report it will open within the default application used to open CSV files.

original files

Date modified

20/09/2018 10:26

CrLEECE PP L e LR P S e e D B )

APPLICATIONS-Anti-Forensics Traces-FILES.csv
APPLICATIONS-Application Usage.csv
APPLICATIONS-Cloud Storage Traces-FILES.csv
APPLICATIONS-Installed Applications.csv
APPLICATIONS-Social Media Traces-Browser Cache.csv
APPLICATIONS-Social Media Traces-Browsing History.csv
APPLICATIONS-Social Media Traces-FILES.csv

DEVICE DATA-Connection Log.csv
DEVICE DATA-0QS Information.csv
DEVICE DATA-USB History.csv

DEVICE DATA-Windows Registry Files.csv
DOCUMENTS-Office Documents Comprehensive thorough 1D .csv

DOCUMENTS-Referenced Files.csv
FILES.csv

MULTIMEDIA-Pictures Comprehensive Thorough ID ne carving.csv
MULTIMEDIA-Videos All - Comprehensive Thorough ID.csv

SCAN LOG.csv

TIMELINE.csv

USER. DATA-Desktop shortcut files.csv
USER DATA-Recent Files.csw

USER DATA-User Accounts.csv

USER DATA-User Logins.csv

'WEB BROWSERS-Browser Cache.csv

'WEB BROWSERS-Browsing History.csv
'WEB BROWSERS-Download History.csv

WEB BROWSERS-Form Data.csv
WEB BROWSERS-Search Terms.csv

20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:27
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:27
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26

/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
20/09/2018 10:26
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Type

File folder

Microsoft Excel Cornma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Cornma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Cornma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Cornma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Cornma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...
Microsoft Excel Comma Separated ...

Microsoft Bxcel Comma Separated ...

Microsoft Bxcel Comma Separated ...

Size

6KB
21KB
30KB
3KB

12 KB
16 KB
8KB
3KB
2KB
4KB
8KB
12KE
627KB
62,939 KB
3,348 KB
215KB
91 KB
4,596 KB
2KB

46 KB
3KB

199 KB
965 KB
302 KB
4KB
2kB
5KB
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VICS Report

For investigators using Project VIC hashsets, the VICS report option allows the creation of a
VICS (Video Image Classification Standard) compatible output folder. This folder contains
selected picture and video files together with a VICS compatible JSON file. This report is
compatible with and can be imported into other applications that support Project VIC
including Griffeye. The output Project VICS JSON file can also be used to create Mobile Device
Investigator hash captures for use in other cases.

VICS Report

S BRI crove repoRT

el Format Options

Sl Content Selection

o ____________®B o o =g 1 2 &2 &8 =B o /m /8 | |
— COM o] 1

<

Using VICS Report Output

The Project VICS output is stored within a folder as specified within the Option path field.
When asked to import a Project VICS JSON file within another application, browse to this
location and select the <scan name>.json file:

Project VICS JSON File
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~

[0 Mame Date modified Type Size

29/08/2018 1710 File folder
| | Scan 2018-08-28 11-58-50.json 28/08/2018 17:10 JSOM File 2197 KB

Standalone Viewer

The Standalone Viewer option outputs all of the scan results into a self-contained folder that
includes a built in standalone application that can view the results. This standalone
application runs independently of Mobile Device Investigator and can be run on any Windows
computer where the user has sufficient privileges. No license is required to view these
reports. All Tags and Comments that have been created during the review are included in the
output. The Standalone Viewer cannot be run from read-only storage devices such as CDs or
DVDs. Standalone Viewer reports allow easy collaboration with other investigators and
provide a good method of archiving Scan Results.

Standalone Viewer

S BRI crove repoRT

= [p— Options

C\Users\Stuart\Desktop\Scan 2018-08-28
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Opening Standalone Viewer

The Standalone Viewer is stored within a folder as specified within the Option path field. To
open the Standalone Viewer, browse to the location where the folder was created, open the

folder and double click on the ADF Viewer.bat file therein:

Opening Standalone Viewer

[ Name Date modified Type

ScanResults File folder

File folder
Windows Batch File 1KB

win

ADF Viewer.bat

The Standalone Viewer will operate as Mobile Device Investigator does when reviewing scan

results, see section 6 for further details.
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8. Managing and creating Search Profiles

Mobile Device Investigator comes with three ready to use default Search Profiles. A Search
Profile is a combination of Captures. Artifact Captures recover specific records or information
e.g. browsing history records or user account information. Users cannot create or edit
Artifact Captures. File Collection Captures recover files matching certain criteria such as file
properties, inclusion of keywords or matching hash values. File Collection Captures are
supplied with the program and can also be user created.

Mobile Device Investigator allows the creation of custom Search Profiles containing a
combination of default and user created Captures. Copies of the default Search Profiles may
also be modified to suit operational requirements.

To create a Search Profile, select Setup Scans from the Home screen which will display the
Manage Search Profiles view. From here it is possible to create, edit, or delete profiles. The
default Search Profiles cannot be edited or deleted, these can only be copied allowing the
copy to be edited.

Manage Search Profiles View

< Manage Search Profiles

Mobile Devices - Screenshots
Manually collect screenshots from the mobile device then process the screenshots to extract textual information that can be used for keyword searching...

Maobile Devices - General Profiling
Comprehensive scan - Runs all relevant mobile device artifact Captures, collects allocated, and embedded pictures, videos and frames from videos over ...

Mabile Devices - Child Exploitation

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects allocated, and embedded pictures and videos and frames from videos ...
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Hiding Default Profiles

To hide a Default Search Profile a file entitled config.json file must be edited, this is located
by default at “\Users\<User Account>\AppData\Local\ADF Solutions Inc\ADF Mobile Device
Investigator\config.json”.

1. Whilst the ADF DEI program is not running open the JSON file in an editor of your choice
(notepad will suffice)

"Display Default Captures”: [

{
"name": "05 Information",
"show": true
Ts
{
"name": "User Accounts”,
"show": true
Ty
{
"name": "USB History",
"show": true
I,
{
"name": "Calls",
"show": true
T
{
"name": "Saved Contacts"”,
"show": true
Fs
v
2. Scroll to the “Display Default Search Profiles” section and change the “show” value to

“false” for the Search Profile to hide

"Display Default Search Profiles”: [ A
{
"name": "Comprehensive - Collect Pictures from Free Space”,
"show": true
T
{
"name": "Comprehensive - General Profiling speed optimized"”,
"show": true
1
i
"name": "Comprehensive - General Profiling",
"show": false
1,
1
"name": "Comprehensive - IPOC speed optimized”,
"show": true
T
{
"name”: "Comprehensive - IPOC",
"show": true
1,
{

3. Save the edited file

4. To display hidden Default Search Profiles change the “show” value from “false” to “true”
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Creating a new Search Profile

1. Click on the New Profile button in the Function Toolbar

Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embe...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embe...

2. Enter a unique name for the profile

. Define Search Profile

Name*  Mobile Messages OHM

Notes

3. Optional - Enter notes describing what the search profile will do

n Define Search Profile

Name* Mobile Messages Only

lNotes Recover only mabile device messages
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4, The left hand side of the Define Search Profile view contains groups of Captures available.
Clicking on a Capture Group displays the Captures on the right hand side

. Define Search Profile

Name* Mobile Messages Only

Notes  Recover only mobile device messages

Capture Groups Captures

elect at least ane Capture

APPLICATIONS 0/6 cas @LDOUORS
CHILD EXPLOITATION 0/2 emais [EIC] @ ®@

DEVICE DATA 0/6 vesaoes OB NEOTRNCENCON YOS GR
DOCUMENTS 0/2 Saved Contacts Eﬂm 10 B.I.IHDQQf EBOEEQH@OH'
MULTIMEDIA 0/3

USER DATA 0/4

WEB BROWSERS 0/7

5. Clicking on an Artifact Capture allows the option to Expand: this shows further details for the
type of data the Artifact Capture will collect. Clicking Collapse will return to the Capture
selection view

. Define Search Profile

Name*  Mobile Messages Only
Notes  Recover only mobile device messages

Capture Groups Captures

Select at least ¢ u

APPLICATIONS 0/6 e QEoEeRo

CHILD EXPLOITATION 0/2
eros AEIE @ =

| comumcanon /e -
n <@ siSakvwbi©fDe e le®dME

DEVICE DATA 0/6
DOCUMENTS 0/2 u Android Messages D i0S Messages a Skype L texime
MULTIMEDIA 0/3 E WeChat m Kik Messenger 0 ooVoo m VKontakte Messenger
USER DATA 0/4

m Badoo Messenger Q WhatsApp n Facebook g Viber
WEB BROWSERS 0/7

o Tinder a Line , Twitter 9 Chatous

. Cake ﬁ Tango @ Instagram H Grindr

Saved Contacts Eﬂm el - | ]_IHOQ"“—* EBOEEBHQOU
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6. To select a Capture click on the check box next to it and a tick will appear. To select all
Captures within a Category, Click on the check box next to the Category.
. Define Search Profile
Name*  Mobile Messages Only
Notes  Recover only mobile device messages
Capture Groups Captures
APPLICATIONS /6 s QLEDNOE®RO
CHILD EXPLOITATION 0/2 Ermails Eﬂg ! @
DEVICE DATA 0/6 @ sisalkiviv o) f(Heef o0
DOCUMENTS 0/2 Saved Contacts ﬁ o - | J.IHDS = EBOEHDH@O!'
MULTIMEDIA 0/3
USER DATA 0/4
WEB BROWSERS 0/7
7. When the desired Captures for the Search Profile have been selected, click the Next button

to continue. If any overlapping Captures have been detected a warning dialog will be
presented showing them. Clicking Proceed here will continue creating the Search Profile with
overlapping Captures, clicking Cancel will allow these to be amended

Warning

The following Captures are targeting the same files and may result in a longer scan. We recommend deselecting the
overlapping Captures:

MULTIMEDIA > Collect Deleted Pictures from Unallocated Clusters (Picture) I
MULTIMEDIA > Pictures - with EXIF Data (Picture)

MULTIMEDIA > Pictures - with GPS Location Data (Picture)

MULTIMEDIA > Pictures Comprehensive - speed optimized (Picture)
MULTIMEDIA > Pictures Comprehensive Thorough 1D no carving (Picture)

PROCEED
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8. It is now possible to add or delete custom fields of information that the user enters at the
point of starting a scan or to use scan information fields setup in the Settings view. By default
there are three mandatory fields: Scan Name, Scan Date, and Scan Time. Additional fields can
be added to prompt for more information by typing in the “enter new field name” text box. It
is possible to include a default value and make this new field mandatory. To delete a custom
field, click on the Delete button alongside it
Scan Information Fields
Use the fields defined in the application settings
@ Use the following fields
[roaneme e ey |
Scan Date NA
Custom Field| @
9. There are five Scan Options:

Skip files processed for more than X min — set a time value for when files that are taking too
long to process are skipped. This feature is useful if corrupt files are stopping scans from
completing quickly. Type a numerical value and select minutes or seconds

Collect skipped files — collects files less than 2GB that were skipped during a scan

Collect protected files — this copies any password protected files detected by Captures to the
Scan Results.

Collect files that crashed parser — this copies any files that Captures cannot read to the Scan
Results.

Activate Bitlocker on Collection Key — this will encrypt any Scan Results written to the key
securing the data against loss or theft

Scan Options

Skip files pracessed for more than 80 ¢« min Collect skipped files (max 2GB)

Collect protected files encountered by the Captures (max 2GB)

Collect files that crashed the parsers (max 2GB)

Activate BitLocker on Collection Key (it is impossible to recover the data if the password is lost)
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10. Select the post-scan options. Selecting a tick box will automatically start that task when the
scan is finished. Highlighting a task shows an order button, clicking this and dragging the
mouse allows the task to be ordered above or below the other tasks determining the order
these tasks are ran upon scan completion. The Entity Extraction task requires the Rosoka
module add-on to be purchased

Post-Scan Options

Select which tasks should start automatically when the scan finishes and move them to define their order of execution.

+| PVideo classification ¥

+| JPicture classification
«| JEntity extraction

11. Add a Whitelist. This can be added based on a folder of files, a CSV file containing hash values
or a JSON file of hash values. See the section on Whitelists for further details

Whitelists

No whitelist

12. Click on the Save button and the new Search Profile will be listed on the Manage Search
Profiles screen and can edited or deleted

Captures with Saved Contacts

When creating a Search Profile that contains Captures with user details (such as Messages for
message Principal or message Recipient) the Saved Contacts Capture should be selected in
order to resolve the user names. Failure to select the Saved Contacts will result in a User ID
being displayed but no Friendly Name.
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Whitelists

Whitelists are a list of files to be ignored during a scan. There are three ways to add a
whitelist: selecting a folder of files, adding a CSV file containing hash values or adding a JSON
file containing hash values.

The location where whitelists are saved can be changed in the Settings view. Whitelists
created in one Search Profile will be available for use in all user created Search Profiles.

Add Folder of Files

1. Click on the Add Files button in the Whitelists section

Whitelists

2.

:

3. A message will be displayed showing the status of the whitelist creation. Any errors that
occurred during the whitelist creation are displayed, these can include duplicate files or
files locked by other applications such as database files. Click the OK button to continue

Computation completed
Hash values computed: 3
Warnings/errors: 0
4. Give the whitelist a name, this is mandatory and must differ from other whitelist names,

pressing the enter/return key will complete the naming of the whitelist

e . . .
I Mandatory field. Enter a whitelst name. l |
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Add Files from CSV

1. Click on the Import CSV button in the Whitelists section
Whitelists
2. Select the CSV file. The CSV file must contain one hash value column (titled “sha-1”, “shal”
or “md5”) and an optional file size column (titled “filesize” or “file size”)
R Choose fie to import whitelits x
R 5 —
43 67 CSV Whidlistose. HNS0100842  Microsoft Exce €. *-':mm
o
A
i
fre File mame: | CSV Whitelst.csv | esviies rem
3.

A message will be displayed showing the status of the whitelist creation. Any errors that

occurred during the whitelist creation are displayed, such as duplicate hash values. Click the
OK button to continue

Importing Hash Values

Import completed

4. Give the whitelist a name, this is mandatory and must differ from other whitelist names,

pressing the enter/return key will complete the naming of the whitelist
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Add Files from JSON

1.

V2.2 User Guide

Click on the Add Files button in the Whitelists section

Whitelists

2.

Select the project VIC formatted JSON file you wish to add as a whitelist

R Crooseieo impon whieits

®
& =[] ThEPC > Documents » ADF » Whasists » 50N

.o e
S Mame - Date P
] Sarmple e

<] [rsont s e

Coo ] | o

OK button to continue

A message will be displayed showing the status of the whitelist creation. Any errors that
occurred during the whitelist creation are displayed, such as duplicate hash values. Click the

Importing VICS Data

Import completed

4.

pressing the enter/return key will complete the naming of the whitelist

Give the whitelist a name, this is mandatory and must differ from other whitelist names,
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Deleting Whitelists

1. Highlight the whitelist to delete, a delete button will appear, clicking on this will start the
deletion process

Whitelists

Folder of Files

Praoject VIC

2. The whitelist will not be deleted instantly, a short time delay allows the option to undo the
deletion by clicking on the UNDO button that appears

Whitelists

Folder of Files

Project VIC

Deleted

Selecting Whitelists

1. To add a whitelist to a search profile, click on the check box next to the whitelists required
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Editing a Search Profile

It is possible to edit any user created Search Profile, it is not possible to edit any default
Search Profiles, however, default Search Profiles can be copied and the copies edited.

1. To edit a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to edit, this will reveal an edit button that when clicked allows the editing of

the Search Profile.

< Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted pictures...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

Messages Only e 7§ |

Bpot  Delete  Copy Edit

Profile to extract only messages
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Deleting a Search Profile

1. To delete a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to delete, this will reveal a Delete button that when clicked deletes that
Search Profile.

Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted pictures...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

Messages Only Syl & >

Profile to extract only messages Export  flDekete | Copy Edit

2. When a Search Profile is deleted there will an opportunity to undo the deletion for a small
period of time. To undo the deletion, click on the Undo button.

Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted pictures...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...
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Copying a Search Profile

Mobile Device Investigator

V2.2 User Guide

Copies of the default Search Profiles may be modified to suit operational requirements.

that Search Profile.

1. To copy a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to copy, this will reveal a Copy button that when clicked creates a copy of

Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted pictures...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture.

Messages Only

Profile to extract only messages

&

Export

=]

Delete

=

Copy

2. Copying a profile will present the Define Search Profile screen. From here captures may be
added/deleted or modified.

Name*

Define Search Profile

Enter a name

Notes  Recover only mobile device messages

Capture Groups Captures
APPLICATIONS 0/6 s QENOBPRO
CHILD EXPLOITATION 0/2 tmeis CIEIC] R @
DEVICE DATA o5 ) Messages =08*Bnocde®00vCto®H
DOCUMENTS 0/2 B0 T e s Sk viwb (O f(He®
MULTIMEDIA 0/3
USER DATA 0/4
WEB BROWSERS 0/7
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Exporting a Search Profile

It is possible to create a Search Profile on one computer and export it so that it is available to
be used in another computer. This allows the creation of a Search Profile that can be shared
with other team members or creates a profile in the office to provide to staff who are
conducting onsite examinations. An exported Search Profile can only be imported within the
same version of Mobile Device Investigator and Triage Investigator.

1. To export a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to export and click the Export button that is revealed.

< Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted pictures...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

Messages Only Sl y & >

Profile to extract only messages Export | Delete  Copy Edit

2. When the Export button is clicked, a folder browser dialog window will appear to select the
location the exported profile will be saved. After a folder has been selected a message will
be displayed when the exporting process is complete.

Exporting Search Profile

Export completed
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3. Exported Search Profiles will be named after the Search Profile and contain a .profile file
extension.
] Name - Date modified Type Size
D Messages Only.profile 21/03/2019 10:49 PROFILE File 2KB
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Importing a Search Profile

1. To import a Search Profile, click on Setup Scans on the Home screen and then click on the
Import Profile button.

Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embe...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embe...

2. Clicking on the import button will open a file browser dialog window; from here the profile
to import can be selected. After the profile has been imported a message will be displayed

to show the process has completed.

Importing Search Profile

Import completed
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9. Managing and creating File Captures

File Captures can locate and collect files based on their File Properties, included Keyword(s)
or their Hash Value.

Captures are grouped within nine default Capture Groups:

Applications, Communication, Device Data, Documents, Intel Keywords, IPOC, Multimedia,
User Data and Web Browsers.

Hiding Default File Captures

To hide a Default Search Profile a file entitled config.json file must be edited, this is located
by default at “\Users\<User Account>\AppData\Local\ADF Solutions Inc\ADF Mobile Device
Investigator\config.json”.

1. Whilst the ADF DEI program is not running open the JSON file in an editor of your choice
(notepad will suffice)

"Display Default Captures": [

{
"name": "0S Information",
"show": true

I,

{
"name": "User Accounts”,
"show": true

T

{
"name": "USB History",
"show": true

T

{
"name": "Calls",
"show": true

Fs

{

"name": "Saved Contacts"”,
"show": true
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2. Scroll to the “Display Default Captures” section and change the “show” value to “false” for
the Capture to hide

{ ~
"Display Default Captures”: [

{
"name”: "05 Information”,
"show": true

s

{
"name”: "User Accounts”,
"show": true

Ta

{
"name": "USB History",
"show": true

i

1
"name": "Calls",
"show": false

T,

1

"name": "Saved Contacts”,
"show": true

3. Save the edited file

4, To display hidden Default Search Profiles change the “show” value from “false” to “true”
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Creating a New File Capture

1. Select Setup Scans from the Home screen.

ADF Mobile Device Investigator

@ Scan Android/iOS Devices

Scan a connected Android/iOS device or an Android/iOS advanced logical acquisition

@\ Acquire Android/iOS Devices

Perform an advanced logical acquisition of a connected Android/iOS device

Review Scan Results

Analyze scan results and create reports

@ Setup Scans

Create and edit Search Profiles

g% Settings
Configure application's settings

User Guide

Open user guide in external viewer
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2. Click on the New Profile button in the Function Toolbar.

Manage Search Profiles

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embe...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embe...

3. Click on the New Capture button from the Function Toolbar.
- Define Search Profile
Name* |
Notes o
Qapfturerz{Grpups Captures
s s QEDOAPES

CHILD EXPLOITATION 0/2 Emails HEE‘ @
Cemwenoox 60y 6HonE

DEVICE DATA 0/6

DOCUMENTS 0/2 B 0@ 0T =@ s Ok vwbl© fUe®
MULTIMEDIA 0/3
USER DATA 0/4

'WEB BROWSERS 0/7
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4, Choose one of the four options below:

Select Action

Collect files

Collect files based on their properties

Search for keywords

Search files for keywords and regular expressions

Search for hash values
Search files for identical MDS5 or SHAT hash values

Search for visual similarities

Search for pictures similar to a provided set using PhotoDNA

Option Note

Collect files Search for and collect files based on their file type, properties
and location.

Search for keywords Search for files by keyword(s) using substrings or regular

expressions.

Search for hash values Search for files using MD5 or SHA1 hash values.

Search for visual similarities Searches for visually similar pictures to ones provided by the
user and groups visually similar pictures together.

Page 95



mr
7 \LJI

Collect Files

Mobile Device Investigator

V2.2 User Guide

1.
Capture.

Type an existing Capture Group name or a new Capture Group name appropriate to

the

Capture Group Name®  APPLICATIONY]

Define Files to Collect

Capture Name *

Fule Types
All Files

®  Specific Files
Archive
Audio File

Disk Image

Document

Email File

ntemet File

Mac Os Artfact

Misc Artifact
P2P Fle
Picture
Picture DB File
Text File
Video

Windows Registry

=

Options

Only detect files (no collection}

File identif

tin method

®  Fast identification

Thorough identification for files without extensions

Thorough identficaton for all fles

ch selected fle typesin
Archive
Document

Picture DB Fie

File Properties
Include files when size is within boundaries

8 < FLESIZE <
Inchede pictures with width and height greater than

Include fles when created timestamp is within boundaries

[ < euecremeo g <
Include fles when modified timestamp is within boundaries

ﬁ < LAST WRITTEN (UTC) <

File Sources

Entire fie system
Targeted folders
Files referenced by artifact records

Deleted fies

Carve pictures from Unallocated space

00 « M8

2. Type in a Capture Name which is not already in use.

Capture Group Name®  APPLICATIONS

Fule Types

Al Files

® Specific Fles

schive

Audio File

Binary Fle

Database File

Disk Image

Document

nail File

ntemet File

Mac Os Artfact

Misc Ar

P2P Fie

Picture

Pic

wre DB File

Text File

Video

Windows Registry

Define Files to Collect

Jeapture Mame* W7 Prefetch Files |

Options

detect files (no collection)
File identification method
®  Fast identification

Tharough identfication for f

thout eensions
Thorough identification for all flles
Search selected file types ir
Archive
Dacument
Picture DE File
File Properties

Include fles when size is within boundaries

B < FILESIZE <
Include pictusres with width and hexght greater thar

Include files when created timestamp is within boundaries
[ «mecreseoum «

Include fles when modified timest

p is within boundaries

ﬁ < LAST WRITTEN (UTC) <

File Sources

En

system
Targeted folders

Files referenced by artfact records
Deleted files

Carve pictures from Unallocated space

00 « MB

pixels
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3. Pick a File Type: it is possible to specify which file types to include in the search. Searches for
All Files or Specific Files are available. It is possible to add multiple specific file types. If the
file type required does not exist it is possible to create one by clicking on View on any File
Type group and then following the instructions within the Adding a Custom File Type
section.

. Define Files to Collect

Capture Group Name®  APPLICATIONS Capture Name* W7 Prefetch Files
File Types Options File Sources
Al Eiles Only detect files (o coliection)

® Spcific Files

Archive Files referenced by artifact records
Audic File Thoreugh identiication for fles without extensions Deleted fies

Datsbase File Search selected fle typesin

Disk Image Archive

Document Document

Emil Fle Picture DB File

File Properties
Include files when size is within boundaries

B < FILE SIZE < 100 + MB

P2P File Inclue pictures with width and height greater than pixels

Include fles when created timestamp s within boundaries
Picture DB Fie ! < FILE CREATED (UTC) < /oo B

timestamp is within boundaries

< LAST WRITTEN (UTC) <
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4, Select the Capture Options:
Only detect files (no collection) The original files will not be collected but preview
thumbnails of images are created.
File identification method -
Fast identification identifies file types using the file extension only
Thorough identification for files without extensions uses file signature analysis to identify
files that have no file extension and fast identification on those that do
Thorough identification for all files uses file signature analysis to identify all files. This will
increase the time the scan takes to run
Search selected file types in -
Archives Searches for all selected file types within archives
Documents Searches for all selected file types embedded within Document file types
Picture DB files Searches for all selected Picture file types within Windows thumbcache and
thumbs.db files and Apple ithmb files

Options
Only detect files (no collection)
File identification method
®  Fastidentification
Thorough identification for files without extensions
Thorough identification for all files
Search selected file types in
Archive

Document

Picture DB File
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5. Select the File Properties for the File Collection:
File Size The left hand size specifies the minimum file size whilst the right hand size specifies
the maximum file size. It is possible to specify Bytes, Kilobytes, Megabytes and Gigabytes by
clicking on the arrows next to the size unit
Pixel size Limit the pictures collected by setting the minimum pixel width and height
Created Date Specifies a UTC created date range for the selected file types
Modified Date Specifies a UTC modified date range for the selected file types

File Properties
nclude files when size is within boundaries

¢ B »

nclude pictures with width and height greater than pixels

estamp is within boundaries

ﬁ < FILE CREATED (UTC) < / ﬁ

6. Select the File Source options:
Entire file system Searches all live files
Targeted folders May be used to limit the extent of the scan making it run quicker.
These can be used to limit the search to areas where evidential material is likely to exist. In
addition, Targeted folders are searched before other folders and are not searched again if
both Targeted folders and Entire file system are selected. See the Targeted Folder section
for more details
Files referenced by artifact records Used to target files referenced by Artifact Captures
(e.g. email attachments)”
Deleted Files Targets deleted files for which references can still be found in the file system
Carve pictures from Unallocated space This searches unallocated space and collects any
picture files where the file header starts at a sector boundary. When the original size of the
picture cannot be determined the following occurs:
e PG files: the end of file is searched for in the following 30 MB after the header, if
the end of the file cannot be detected the first 5MB is collected
e PNG and GIF files: the end of file is searched for in the following 5 MB after the
header, if the end of file cannot be located no file is carved
BMP files are fully identified as the file size is in the header

File Sources

7. When the required options are selected click the Save button.
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Adding a Custom File Type

1. Within the File Types section click on View on any File Type group and then click the Add File
Type button to add a new file type.

Binary File
Dynarmic Link Library  dI Internal definition Default parser
ELF Binary = Internal definition Default parser
Executable e Internal definition Default parser
Foo Test 1 foo Enter file name. Enter byte sequence ... | pgfayt parser o)
| FooTest2 Enter extension FOO File \KEI\KF2\XF3 Defautt parser s
Java Class dass Internal definition Default parser
Registry dat Enter file name... Enter byte sequence ... | pefault parser C

2. There are three options available to identify a file: Extension, File Name and Header Byte
Sequence. It is a requirement to enter at least one of these options and when searching for
a custom file by file name a header byte sequence has to be added.

3. Add the file extension by clicking on the Enter extension text box and adding the extension,
it is not required to add a dot prior to the extension

<>

_ Default parser

4. Add the file name by clicking on the Enter file name text box and adding the file name. A
header byte sequence also needs to be entered when searching for files using this criteria.
This allows the addition of custom files that have no file extension, differing names but the
same header byte sequence such as Windows registry files.

S Default parser <
5. Add the header byte sequence by clicking on the Enter byte sequence text box and entering
it as a regular expression e.g.- \x17\x00\x00\x00\x53\x43\x43\x41).
MBEAS Default parser ¢
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6.

Add Parser type (document, image, text or video). If unknown - select Default Parser.

~ Custom File Enter extension. .. Enter file name. . Enter byte sequenc.. [Detau\t parser
Mandatory field. Enter a vakie.  Mandatory field. Enter a value.  Mandatary field. Enter a value.

Adding Targeted Folders

1. Within the File Sources section highlight Targeted folders and click on View >. From here

click the Include Folder button on the Function Toolbar.

Targeted Folders

+
*/desktop/ *

*/ProgramData/Microsoft/Search/Data/Applications/Windows *

*/MobileSync/Backup/*

Add the desired folder path represented by a regular expression. It is possible to use .*

characters to substitute for parts of the path that may vary or be unknown.
Example .*/desktop/.*

Example .*/users/.*
Example /users/.*/ntuser\.dat

When desired paths have been added click OK.
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Search for Keywords

When creating any Capture, a Capture Group and name must be provided for the Capture.
See the Collect Files section for further details.

Adding Keywords

Define Keyword Capture

Capture Group Name*

Capture Name*

Enter a name.

Enter a name.

Search Expressions

Enter search expressions.

Search Scope Options

Select a scope.

_ SearCh typEi * SUbSt”ng REQUlar Express‘on

Files content and metadata +'| Collect matching files

Artifact records from other Captures

There are two ways to add keywords. They can be typed in individually or imported from a
CSV file or text file, both of which can contain multiple keywords. See the section Importing a

list of keywords for further help with importing keyword lists.
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Adding a keyword manually

1. Keywords can be typed into the Search Expression field. A tag value (0-9) can be assigned
and a comment (1000 characters maximum) for hits resulting from this keyword.

Adding a keyword will automatically add a new line for further keywords.

. Define Keyword Capture

Capture Group Name* Capture Name*

Enter a name. Enter a name.

Search Expressions

e I

Enter value

No tag Enter comment
Search Scope Options
Select a scope
File and folder names Search type: ' ® Substring Reqgular Expression
Files content and metadata +| Collect matching files

Artifact records from other Captures
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Importing a list of keywords

1.

It is possible to import a CSV file containing keywords and optional information about those
keywords and it is also possible to import a list of keywords from a text file. Within the Define
Keyword Capture screen press the Import button. This will open a file browser dialog.

. Define Keyword Capture

Capture Group Name* Capture Name*

Enter a name. Enter a name.

Search Expressions
Aoy AweComment

e I

Enter value

No tag cniter comment

Search Scope Options

Select a scope

File and folder names Search type: ' ® Substring Regular Expression
Files content and metadata +| Collect matching files

Artifact records from other Captures

2.

Within the file browser dialog select the keyword CSV file and click Open.

~ Choose files to import keywords from *
“ v ! s This PC LN Search This PC yel
Organize * -~ m 0
Manuzl " Folders (6) -
[&=] Pictures
Pictures - Desktop Documents
> £2 Dropbox
s 7 OneDrive ‘ Downloads ﬁ Music
v [ This PC
» I Desktop Pictures E Videos

> Documents

~ Devices and drives (1)
> ; Downloads

05(C:)
> J'i Music ==
o [ NAS.STORE Mgy % 37.3 GB free of 463 GB
> [ Pictures ~ MNetwork locations (1)
> i Videos
N MAS-STORE
> i 0S(C) v o
File name: - | CSV filles (*.csv) v

Open Cancel
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3. The CSV file must be in the following format:

The following column is required:
keyword: the keyword to add

The following columns are optional:
auto-tag: the tag to automatically assign to keyword hits (numbers 1-9 to only)
auto-comment: the comment to assign to keyword hits (1000 characters maximum)

A B C
1 keyword auto-tag auto-comment
| 2 test 1 keyword comment

4, The text file must be in the following format:

The text keyword must be on the first row of the text file, one keyword per row thereafter.

keyword
kol
kw2
kw3
bowed
ks

5. Once imported the table is populated with the keywords, and a dialog box is displayed
showing the number of keywords imported, and if there were any errors, such as duplication
or improper formatting.

mport completed
1
0 error(s)
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Deleting and Clearing Keywords

1. To delete a single keyword, highlight the keyword to delete and click the Delete button.
. Define Keyword Capture
Capture Group Name* Capture Name*
Enter a name. Enter a name.

Search Expressions

Enter value Enter comment

Search Scope Options

Select a scope.
File and folder names Search type: ' ® Substring Regular Expression
Files content and metadata +| Collect matching files

Artifact records from other Captures

2. To delete all keywords click the Clear Table button on the function toolbar.
. Define Keyword Capture
Capture Group Name* Capture Name*
Enter a name. Enter a name.

Search Expressions

Enter value Enter comment

Search Scope Options

Select a scape.
File and folder names Search type: ' ® Substring Reqgular Expression
Files content and metadata +| Collect matching files

Artifact records from other Captures
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Search Scope

The Search Scope options detail where the capture searches for keywords.

Keyword Search Scope Options

Search Scope

File and folder names

Files content and metadata >
Define files
\rtifact records from other Captures
Option Function
File and Folder Names Keywords are searched for in file and folder names
File Content and Metadata Keywords are searched for within the content of each file and

any associated file metadata. The user must define the files to
be searched by clicking on the Define Files button (see Collect
Files section)

Artifact records from other | Keywords are searched for in other Capture results e.g.
Captures browsing history
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The Keyword Options allows the selection of Substring or Regular Expression keyword search

types and the option to collect matching files.

Keyword Search Options

Options
Search type: '@ Substring Regular Expression
Collect matching files
Option Function
Substring The keyword is searched for exactly as it is shown in the

keyword list and can be part of a longer string of data i.e.
Searching for the character string pot would find any text
string containing those three (3) letters in that order for
example pot, pots, potting, potter, spot, spots, spotting,
spotter, spotted, potent, potentate, teapot, tinpot, etc.

Regular Expression

Allows for complex search terms using the Regular Expression
search pattern language (See Appendix A - RegEx Cheat
Sheet) to be entered into the Search Expression field.

Collect Matching Files

Selecting this will collect the file in which the keyword was
found.
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Search for Hash Values

Search for Hash Values Screen

Define Hash Values

Capture Group Name* Capture Name *

Enter a name.

Enter a rame.
Hash List
‘Add hash values.

Hash values in this Capture: 0

There are three (3) ways to add Hash Values to a Hash Capture. It is possible to hash files
located in a folder; import a CSV format or text file containing multiple hash values; or import
a project VIC formatted JSON file. The CSV/text file must contain at least 1 column header
entitled either md5 or shal. The CSV file can optionally include columns for file size, category,

auto-tag and auto-comment (see Import CSV section for further details). Using file sizes for all
the hash values may shorten the scan time.
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Mobile Device Investigator can create a hash set from all files in a folder by clicking on the
Add Files button on the Function Toolbar and navigating to and selecting the folder

containing the files.

1. Within the search for hash files screen click the Add Files button.

Capture Group Name*

Define Hash Values

Capture Name*

Enter 2 name.
Hash List
Add hash values.
Hash values in this Capture: 0

Enter a name.

2. This will bring up a folder browser dialog, selecting a folder will hash all of the files within that

folder and any sub folders.

“ Choose files to compute hashes
« o ovn

Organize + New folder

~

3 This PC Mame
;’ 30 Objects
[ Desktop
Documents
‘ Downloads
J'! Music
[&] Pictures
m Videos
i 05(C)
& sblive (D:)
& CAINE (E)
= Virtual Machines (F:)

» ThisPC » home (\\nas-store) (Y:) » Data Sets

Picture Data
Sample Pictures
Sample Videos

Date modified

11/10/2018 14:41
22/03/2016 11:27
22/03/2016 11:10

v B Search Data Sets

Type Size

File folder
File folder
File folder

Folder: | Sample Pictures

Select Folder | | Cancel |
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3. After selecting a folder it is possible to automatically assign a tag and comment to all files
identified during a scan that have hash values matching the files in the folder. Clicking the OK
button will hash the files in the selected folder.

Define Hash Values

Assign Tags and Comments

Assign a tag automatically to this hash set?

® Notag 0-Level 0 . 1-Level1
2 - Level 2 . 3-Level 3 . 4 - Level 4
. 5-Level 5 . 6 -Level 6 . 7-Llevel 7
. 8 -Level 8 . 9-Level 9

Assign a comment automatically to this hash set?

4, When all files have been hashed a message will be displayed showing the result of the file
hashing.
Qfm, Define Hash Values
Capture Group Name* DOCUMENTS Capture Name*  |P Theft Documents

Add Files

Computation completed.
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Import List

Click on the Import List button on the Function Toolbar and navigate to the csv or text file.
The dialog box defaults to search for csv files, choose All Files (*) from the file type selector to
select a text file.

1. Within the search for hash files screen press the Import List button.

Define Hash Values

Capture Group Name* Capture Name*

Hash List

Hash values in this Capture: 0

2. The CSV file must be in the following format:

One of the following columns are required:

md5: hash value as a 32 character hexadecimal string

shal: hash value as a 40 character hexadecimal string (base-16 SHA-1) or a 32 character
string (base-32 SHA-1)

The following columns are optional:

file size: the size of the file in bytes

auto-tag: the tag to automatically assign (numbers 1-9 to only)
auto-comment: the comment to assign to the file (1000 characters maximum)

A B C D
1 mds file size auto-tag auto-comment
2 146826FB9763EB6B3IADFAB2ECADEOCIS 1438 1 Text file containing IP
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3. When a CSV file is selected, a message will be displayed if the import has been successful. A
warning message will be displayed if the CSV file is incorrectly formatted.

Define Hash Values

Capture Group Name * Capture Name*

Import completed.
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Import VICS

It is possible to import Project Vic formatted JSON files containing hash values. Project VIC
JSON files containing category information will auto-tag matching files during a scan with that
category number.

1. Within the search for hash files screen press the Import VICS button. This will open a file
browser dialog window for selection of the JSON file.

. Define Hash Values

Capture Group Name* Capture Name*

Enter a name. Enter a name.
Hash List

Add hash values.
Hash values in this Capture: 0

2. A message will be displayed showing the outcome of the import. If the JSON format is
unsupported a warning will appear here.

Define Hash Values

Import completed.
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Remove Hash Values

It is possible to remove all of the hash values stored within a hash value file capture.

1. Within the search for hash files screen click the Remove All button.

. Define Hash Values
Capture Group Name* DOCUMENTS Capture Name*  |P Theft Documents| e
Hash List =
Hash values in this Capture: 25 oy

i
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Search for Visual Similarities

The search for visual similarities Capture allows the identification of visually similar images to
ones already possessed. When reviewing the output of this Capture pictures will be sorted
based on how similar they are to the set of pictures possessed, this also has the effect of
roughly grouping together pictures that are themselves similar even if they do not match any
of the pictures in the Capture

Search for Visual Similarities Screen

Define PhotoDNA set

Capture Group Name* Capture Name*
Enter a name Enter a name
PhotoDNA Set File Types File Sources
Add PhotoDNA valuss
PhotoDNA values in this Capture: 0 v P v
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Add Files

The Capture requires that at least one picture be added. There is no limit on how many
pictures can be added but it will significantly slow down the scan if a large number of pictures
are added.

1. After providing a Capture Group Name and a Capture Name press the Add Files button.

Define PhotoDNA set
Capture Group Name*  Photos Capture Name*  Place of Interest‘
PhotoDNA Set File Types File Sources
Add PhotoDNA values
PhotoDNA values in this Capture: 0 v t v t

2. This will bring up a folder browser dialog, selecting a folder will add any picture files
contained within it to the Capture, non-picture files are ignored.

@ Choose files to compute hashes 4

« “ 4 | > ThisPC > Documents » ADF » Test v @ | SearchTest P
Organize ~ New folder Bz - [2]
ADF # N Name Date modified Type Size
ADF *

Docurents
Guides

PhotoDNA 16/02/2018 11:22 File folder

Images Temp

Registry Test

£3 Dropbox
@ OneDrive

[ This PC
8 3D Objects
I Desktop
Documents
¥ Downloads
B Music
& Pictures
& Videos
i 05(C)
— Virtual Machine:
- CKY (E)
— Corsair (F:) ©

Folder: | PhotoDNA |

Select Folder
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3. After selecting a folder a results screen will show how many pictures have been added and if
there are any errors or warnings (such as a file not being a picture).

Define PhotoDNA set

Capture Group Name* PhotoDNA Capture Name* People of Interest

Computation completed
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Remove All Files

1. To remove pictures from the Capture press the Remove All button.
. Define PhotoDNA set
Capture Group Name*  Photos Capture Name*  Place of Interest
PhotoDNA Set File Types File Sources
PhotoDNA values in this Capture: 1 v tures +| Al pictures collected during the scal
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Reviewing Visual Similarity Results

1. The following picture was added to a Search for Visual Similarities Capture.

[ §

NS W

2. The folder that was scanned contained an exact copy of this picture, slightly edited versions
of the picture, pictures of the same building from slightly different angles and pictures of
the same building downloaded from the Internet.
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When reviewing the results of this capture the pictures displayed are sorted by PhotoDNA
score. Pictures that have the highest PhotoDNA score are presented first.

In this example the Capture identified the exact picture as the first result followed by the
edited picture and those from slightly different angles. Pictures containing similar buildings
scored highly followed by pictures which scored lower on visual similarity.

Records:
Selected:
Tags:

Properties Metadata Preview

—
m Fie Name 20180718_174645,jpg

File Type JPEG/JIFF Image Type Group Picture

File System Type File Origin Allocated

Size 3764863 Last Written 2018/08/30 14:37:43
File Created 2018/08/30 15:26:36 Last Accessed 2018/08/30 15:26:36
Path Srctl Extension jpg

Protected Not protected Picture Width

Picture Height 2268

Integrity MDS 99ECIDDA43AFFFC7359679A25A8AES5C
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Editing a File Capture

It is possible to edit any user created File Capture, it is not possible to edit any default File
Captures, however, default File Captures can be copied and the copies edited.

1. To edit a File Capture, click on Setup Scans on the Home screen and then edit any user
created Search Profile. Highlighting the File Capture to be edited will reveal an Edit button
that when clicked allows editing of the File Capture.

Define Search Profile

Name* Custom Profile 1

Motes
Categories Captures
CHREREEE oo - 28
COMMUNICATION 0/4
Cryptocurrency Traces
DEVICE DATA 0/6 S =
] v Custome File Capture 1 53] @ m n
DOCUMENTS 0/2 Export Delete Copy [ Edit
POC 0/2 Installed Applications == X i0s
MULTIMEDIA 0/2 P2P Files Shared or Downloaded & e@ @
USER DATA 0/4
P2P Search Terms & é (]
WEB BROWSERS 0/7

Remote Access Traces

Page 122




/ \DF Mobile Device Investigator V2.2 User Guide

Deleting a File Capture

It is possible to delete any user created File Capture, it is not possible to delete any default

File Captures.

1. To delete a File Capture, click on Setup Scans on the Home screen and then edit any user
created Search Profile. Highlighting the File Capture to delete will reveal a Delete button
that when clicked deletes the File Capture.

H Define Search Profile

Name* Custom Profile 1

Motes
Categories Captures
icati 1]
Application Usage 1] X
COMMUNICATION 0/4
Cryptocurrency Traces
DEVICE DATA 0/6 S =
] v Custome File Capture 1 53] @ & D
DOCUMENTS 0/2 Export fDelete § Copy  Edit
POC 0/2 Installed Applications == X i0s
MULTIMEDIA 0/2 P2P Files Shared or Downloaded & e@ @
USER DATA 0/4
P2P Search Terms i é (]
WEB BROWSERS 0/7

Remote Access Traces
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Copying a File Capture
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It is possible to copy any user created File Capture and any default File Captures.

To copy a File Capture, click on Setup Scans on the Home screen and then edit any user
created Search Profile or create a new Search Profile. Highlighting the File Capture to copy
will reveal a Copy button that when clicked creates a copy of the File Capture. The
appropriate File Capture definition view will appear with all of the File Captures current
settings selected, a new name has to be provided for this File Capture.

Name*

Define Search Profile

Notes

Capture Groups
APPLICATIONS o/n

CHILD EXPLOITATION 0/8

DEVICE DATA 0/10

DOCUMENTS 0/4
INTEL KEYWORDS o/n
MULTIMEDIA o/21
USER DATA 0/5
WEB BROWSERS 0/7

v| Custom File Capture

Captures

Apple Lockdown Files Collection
Y Y« [T Jo )
& ¥ >
Export Delete | Copy J Edit
Emails EE ! @

vesaoes B0 NREODECOE®PO00
Saved Contacts (- R -Tols @] k [v]w]
Skype - Media_cache Folder

Skype Received Files

iOS MobileSync Collection
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Exporting a File Capture

It is possible to export any user created File Capture, it is not possible to export default file
captures. Exporting a File Capture creates a file with a CAPTURE file extension. This can then
be imported into another instance of Mobile Device Investigator, this must be the same
version as the instance used to export the File Capture.

1. To export a File Capture, highlight the user created capture to export then click on the
Export button. This will open a folder browser dialog window to select the location where
the exported capture will be saved.

Define Search Profile

Name* Custom Profile 1

Notes
Categories Captures
B APPLICATIONS 1/7 Application Usage == X
COMMUNICATION 0/4
Cryptocurrency Traces
DEVICE DATA 0/6
J T -
) +| Custome File Capture 1 @ E 3 >
DOCUMENTS 0/2 port | Delete  Copy  Edit
POC YE Installed Applications == ¥ i0S
0/2 1 "
MULTIMEDIA P2P Files Shared or Downloaded ;& @ @ ®
USER DATA 0/4
P2P Search Terms ;‘ﬂ; @ g\
WEB BROWSERS 0/7

Remote Access Traces

2. After selecting a folder for the capture to be saved to a message will be displayed showing
the outcome of the File Capture export.

Exporting Capture

Export completed
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Importing a File Capture

Exported File Captures can be shared and imported into Search Profiles in other instances of
Mobile Device Investigator, provided the same version of Mobile Device Investigator is used.

1. To import a File Capture, click on the Import Capture button within the function toolbar of
the Define Search Profile screen. This will open a file browser dialog window to select the
File Capture to import.

Define Search Profile

Name*  Custom Profile 1

Notes
Categories Captures
B APPLICATIONS 17 Application Usage i X
COMMUNICATION 0/4
Cryptocurrency Traces
DEVICE DATA 0/6
) v| Custome File Capture 1
DOCUMENTS 0/2
POC 0/2 Installed Applications == ¥ i0s
MULTIMEDIA 0/2
/ P2P Files Shared or Downloaded :\i @ @ @ E
USER DATA 0/4
P2P Search Terms ;i é ()
WEB BROWSERS 0/7

Remote Access Traces

2. After selecting the File Capture to import a message will be displayed showing the outcome
of the File Capture import.

Importing Capture

Import completed
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Referenced Files Capture

The Referenced Files Capture targets files referenced by the P2P, Email, Messages, Recent
files, Browser Cache and Download History captures. E-mail attachments can be linked to its

message or a picture to a jump list entry.

This Capture is located in the Documents file capture group.

Referenced Files Capture

Categories Captures
B APPLICATIONS 6/11 Office Docurnents Comprehensive - speed optimized
u| COMMUNICATION 7/9

v| Office Documents Comprehensive thorough 1D

| DEVICE DATA 5/10

Office Documents in User Profiles

INTEL KEYWORDS
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10. Acquiring Android and iOS Devices

The application can be used to create backups of Android and iOS devices. Backups can be

scanned using the application at a later date.

1. Click on the Backup Android and iOS Devices button on the Home screen.

@ Acquire Android/iOS Devices

Perform an advanced logical acquisition of a connected Android/iOS device

2. Select the mobile device to be backed up, clicking on the Source combo box will display a list
of attached mobile devices. If no device is available but one is connected, clicking the Add

Phone button will start the process for adding it.

Enter Information o
.

Add Phone

Source* LGE - Nexus 5X (Android - 8.1.0)

Destination* CA\Users\Stuart\Documents\ADP\Phone Backup

-

Image Name* 5 5X (Android - 8.1.0)(00a68a2d0b7edeed) 2019-07-09 14-45-44

IMAGE

Page 128



/ \DF Mobile Device Investigator V2.2 User Guide

3. Enter a destination for the image. Clicking on the
dialog box to select a destination folder.

"

... button will show a folder browser

Enter Information

Source* LGE - Nexus 5X (Android - 8.1.0) =
[Destination * C\Users\StuartyDocuments\ADF\Phone Backup
Image Name* s 5X (Android - 8.1.0)(00a68a2d0b7edeed) 2019-07-09 14-46-29

4, Add the name for the backup; a default name is supplied on selecting a device.

Enter Information

Source* LGE - Nexus 5X (Android - 8.1.0) o
Destination * C\Users\Stuart\Documents\ADF\Phone Backup -
[mage Name* 1s 5X (Android - 8.1.0)(00a68a2d0b7edeed) 2019-07-09 14-47-13
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5. When all of the details have been entered, clicking the Image button will start the backup
process.

Enter Information

Source* LGE - Nexus 5X (Android - 8.1.0) =
Destination * C\Users\StuartyDocuments\ADF\Phone Backup -
Image Name* s 5X (Android - 8.1.0)(00a68a2d0b7edeed) 2019-07-09 14-47-58

6. The backup process will begin. When complete, the user will be informed. Click the OK
button to return to the Home Screen.

Creating device backup

LGE - Nexus 5X (Android - 8.1.0)

Time elapsed: 56s
Backup size: 182.2 MB

Backup process completed.
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11. Mobile Device Screenshots

Screenshots of iOS and Android mobile devices can be taken when creating a backup or
scanning a mobile device with a Search Profile containing the Screenshot Capture.
Screenshots can have user notes associated with them and text identified within the

screenshot will be extracted.

The Screenshots Capture is located in the Applications Capture Group:

Screenshots Capture

iI05 Applei0Os

-
l'I Google Android

Screenshots During Backup Creation

1. Click the Image Attached Devices button on the Home Screen

@ Image Attached Devices

Image hard drives, connected media and perform an advanced logical acquisition of an Android/iOS device

2. Add the mobile device by clicking on the Add Phone button and following the wizard (see
adding Mobile Devices section) and selecting it from the Source combo box

Enter Information

ource®
v

Destination * HUAWEI - EML-L09 (Android 9)

NVMe THNSN5512GPUK NV - 476.9GB

Cic

Mandatory fied. Enter a value.
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3. Enter a Destination for the backup and an Image Name and click the Image button

Enter Information

Source* HUAWEI - EML-L0S (Android 9) ¢

Destination * C\Users\Stuart\Documents\ADR\Phone Backup

Image Name* HUAWEI - EML-LO9 (Android 9)(BPN0218402001006) 2020-04-27 10-21-55

4. The Screenshots Capture view is presented, instructions for taking screenshots are present
within this screen

- Screenshots Capture

Screenshots (0)

Screenshots Area
Device: HUAWEI - EML-L09 (Android 9) How to Take Screenshots
1.On the mobile device, navigate to a relevant app and screen
Screenshot group®: - Default Group 2. On this screen, enter a group name corresponding to the app on the mobile device
. - . 3. Add comments (optional)
Soreenshot name:  Default Group_00 4. Click on the Take Screenshot button to collect a copy of what is displayed on the mobile device
5. Go back to step #1 to collect more screenshots
Comments. 6. Click FINISH to save the screenshots and go to the Home page, or
7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition
8. Click Home to discard the screenshots and go to the Home page
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When taking a screenshot by clicking the Take Screenshot button, whatever is displayed on
your mobile device is captured, the screenshot taken is displayed in the Screenshots Area.
The name of the screenshot is the value entered in the Screenshot group with an auto-
incremented number appended to the end

. Screenshots Capture

Screenshots (7)
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Homepage_002 House Party_002 House Party_003 Facebook Messenger_001 Facebook Messenger_002 Facebook Messenger_003
— s e —e

Device: HUAWEI - EML-L0S (Android 9) How to Take Screenshots

1. On the mobile device, navigate to a relevant app and screen

2. On this screen, enter a group name corresponding to the app on the mobile device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what is displayed on the mobile device
5. Go back to step #1to collect more screenshots

6. Click FINISH to save the screenshots and go to the Home page, or

7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition

8. Click Home to discard the screenshots and go to the Home page

Screenshot group®:  Facebook Messenger|

Screenshot name: F

Comments:

6.

To delete a screenshot highlight it in the Screenshots Area and click the Delete button that
appears

. Screenshots Capture

Screenshots (7)

Martin

test

°
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qwev!yuinw‘:"mmm'zﬁ'<
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Homepage_002 House Party 002 House Party_ 003 Facebook Messenger 001 Facebook Messenger_ 002 Facebook Messenger_003

Device: HUAWEI - EML-L09 (Android 9) How to Take Screenshots

1. On the mobile device, navigate to a relevant app and screen
2. On this screen, enter a group name corresponding to the app on the mobile device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what is displayed on the mobile device
5. Go back to step #1 to collect more screenshots

6. Click FINISH 1o save the screenshots and go to the Home page, or

7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition

8. Click Home to discard the screenshots and go to the Home page

Screenshot group*:  Facebook Messenger
Screenshot name:  Facebook Messenger_004

Comments:
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7. Clicking the Home button will return to the Home screen and discard all screenshots. Clicking
the CONTINUE button will carry out the logical extraction of the mobile device. Clicking the
FINISH button will save the Screenshots; these can then be processed to extract text content

. Screenshots Capture

Screenshots (6)
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Martin

Homepage_002 House Party_002 House Party_003 Facebook Messenger_001 Facebook Messenger_002

Device: HUAWEI - EML-L0S (Android 9) How to Take Screenshots

1. On the mobile device, navigate to a relevant app and screen
2. On this screen, enter a group name corresponding to the app on the mobile device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what is displayed on the mobile device
5. Go back to step #1 to collect more screenshots

6. Click FINISH to save the screenshots and go to the Home page, or

7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition

8. Click Home to discard the screenshots and go to the Home page

Screenshot group®:  Facebook Messenger

Screenshot name:  Facebook Messenger

Comments
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Screenshots During Scan Device

1. Click the Scan Devices and Images button on the Home Screen
@ Scan Devices and Images
=SSP Sean Android/iOS devices, memory cards, external hard drive, flash drive, folder or drive image I
2. Add the mobile device by clicking on the Add Phone button and following the wizard (see

adding Mobile Devices section) and selecting it from the Target Devices list

HUAWEI - EML-L09 (Android 9)

3. Select a Search Profile containing the Screenshots Capture. All default Mobile Devices Search
Profiles contain the Screenshots Capture

Search Profile

® Mobile Devices - Screenshots

Manually collect screenshots from the mobile device then process the
screenshots to extract textual information that can be used for keyword
searching and entity extraction/translation (with Rosoka add-on).

Mobile Devices - General Profiling

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects
allocated, and embedded pictures, videos and frames from videos over 500M...

Mobile Devices - Child Exploitation

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects
allocated, and embedded pictures and videos and frames from videos ove...
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4, Enter the Scan Information then click the Scan button to bring up the Screenshots view

Scan Information

Scan Name * Scan 2020-04-27 12-24-21

Scan Date * | 2020 April 27 |
Scan Time * | 12 24 21 |
Test

Examiner * Stuart

5. Taking screenshots uses the same procedure described in the Screenshots During Backup
Creation section. There is no Finish button, clicking the Continue button will run the selected
Search Profile on the mobile device

. Screenshots Capture

Screenshots (0)

Screenshots Area

Device: HUAWEI - EML-L03 (Android 9) How to Take Screenshots

1. On the mobile device, navigate to a relevant app and screen

2. On this screen, enter a group name corresponding to the app on the mobile device
Screenshot name:  Default Group_00 ST ST

sereens Default Graup 00 4, Click on the Take Screenshet button to collect a copy of what is displayed on the mebile device
5. Go back 1o step #110 collect more screenshots

6. Click CONTINUE to save the screenshots and move to the scan screen

7. Click Home to discard the screenshots and go to the Home page

Screenshot group':  Default Group

Comments.
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Clicking on Screenshots within the Summary screen will load the Screenshots view.

Screenshots View

Chatous
Instagram
Kik

Line

LivU

Messages

Properties Entities Preview

Instagram Timestamp

e
oda
Textual Content Oo
\"
View all...
Allocated Source

No Captures
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1.

The left hand pane shows the Screenshot Group names entered when the screenshots were

taken

Records:
=. Screenshots o

Chatous

Instagram
Kik

1
1
2
Line 1
LivU 1

2

Messages

Properties Entities Preview Textual Content

Preview = Name. Chatous_001

Group Chatous Timestamp 2020/04/28 13:32:58

all vodafone UK
1332
7100% ==!
co
View all...
ORG>vodafone united kingdom (1)
PERCENT>100% (1)

TIMESTAMP > 2000-01-01T13:32:00Z (1)
TIMESTAMP>13 nov 2018 at 09:11 (1)

Allocated Source Apple i0S

Textual Content

No

Captures Screenshats

2.

Clicking on a Screenshot Group name will show a gallery of screenshots taken under that

name

Records: 2
. Screenshots E— !

Chatous

1
Instagram 1
Kik 2
1
1

Line

Livl

Properties Entities Textual Content

e b Msges 002

Group. Messages Timestamp 2020/04/28 13:30:59
13:30
all vodafone UK &
Textual Content  me

<

View all...

ORG>vodafone united kingdom (1)
PLACE>gaza (1)
TIMESPAN>morning naw (1)
TIMESTAMP > 2000-01-01T13:30:00Z (1)

Allocated Source Apple i0S

No Captures Screenshots
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3. Clicking on a screenshot in the gallery will update the Details pane. The Properties tab will
show details associated with the screenshot such as the name, the date/time the screenshot
was taken and any user entered comments

Chatous

Instagram

Kik
Line

LivU

Group

Entities Preview Textual Content
Name Messages_002
Messages Timestamp 2020/04/28 13:30:59

13:30
all vodafone UK &

Testual Content  me:

<

View a

ORG>vodafone united kingdom (1)
PLACE>gaza ()
TIMESPAN>morning now (1)
TIMESTAMP > 2000-01-01T13:30:00Z (1)

Origin Allocated Source Apple i0S
Auto-Tagged No Captures Screenshats
4. The Preview tab will show a full size image of the screenshot

Instagram

< - Screenshots

Chatous

Textual Content

vodafone UK  100% (.

21 =)
3
Marty

Where's that text then?

You there mate?

Yes; given up on SMS; useless
SIM cards, might have to get
others. Can't risk no signal on
the day of the job
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5. The Textual Content tab will show any text information that was extracted from the
screenshot. The textual content may not accurately reflect the text that was present on
screen at the time and some text may not have been identified. It is possible to use the
Search Tables function to search for any text that has been extracted from screenshots.
Keyword search captures can also search extracted text within screenshots if Artifact records
from other Captures is selected within the Keyword search capture’s Search Scope

Records:
. Screenshots s

Chatous

Instagram

Properties

1
1
2

Entities

Preview

Textual Content

EE [ EE———
all vodafone UK &

me

&
Marty >
Where's that text then?
You there mate?
Yes; given up on SMS; useless

SIM cards, might have to get

others. Can't risk no signal on
the day of the job

11 May 2017, 11.05
[Thursday morning now, you
getting this text?
(Gaza

[Good, am going to set up the

6. Screenshots can be tagged like any file or record

Tags
. Screenshots g

Chatous

0-Llevel 0 i

1
Instagram 1 | RR=7)
Kik 2
2-CatB
Line 1
L 1 Mo
2

Messages

v| Il 4-Levels

Preview Textual

Properties Entities

W s-teels

Togs W 4-Leveld Preview

Messages_002 Group Messa

13:30
all vod
Textuol Content  me .

8

Timestamp 2020/04/28 13:30:59

<

ORG>vodafone united kingdom (1)
PLACE>gaza (1)

TIMESPAN>morning naw (1)
TIMESTAMP > 2000-01-01T13:30:00Z (1)

Entities

Source

Allocated

Origin

Auto-Tagged No Captures
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12. Glossary

Mobile Device Investigator V2.2 User Guide

Term

Meaning

Artifact

A digital record created by a computer process.

Artifact Capture

An automated process that collects and analyzes artifacts on the target
device.

Authentication Key

A USB device that contains the license file for Mobile Device
Investigator

BIOS BIOS (basic input/output system) is the program a personal computer's
microprocessor uses to get the computer system started after it is
powered on.

Carving Recovering data that has been deleted and no longer referenced by

the file system. This is done by searching for file signatures within
unallocated space.

Collection Key

A bootable USB device used to conduct a Boot Scan or Live Scan and
collect and store the scan results.

Encryption

Data encryption translates data into another form, or code, so that
only people with access to a secret key or password can read it.

Evidence Image File

A forensic image is a container that is used to store a digitally identical
copy of the target media.

File Capture

An automated process that collects files based on file properties and
or keywords and or hash values.

File Extension

A file extension is typically 3 characters after the full stop in a file
name. The extension identifies the file type.

File Header Generally a short sequence of bytes placed at the beginning of the file
used to identify the format of the file.

File System A File System is used to control how data is stored on and retrieved
from digital storage devices.

Firmware Firmware is a software program or set of instructions programmed

onto a hardware device. It provides the necessary instructions for how
the device communicates with the other computer hardware.

Gigabyte (GB)

A gigabyte (also referred to as GB) is a unit of data equal to
1,000,000,000 bytes of data.

Hash A hash value is a numeric value of a fixed length that uniquely
Hash Value identifies data. Hash values are useful to prove that computer data has
Hashing not changed or to quickly identify certain known files.

HTML Hyper Text Markup Language (HTML) is the standard markup language

for creating web pages and web applications.
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Term

Meaning

Kilobyte (KB)

A Kilobyte (KB) is a unit of data equal to 1,024 bytes.

Logical Drive

A logical drive is a drive space that is created on top of a physical hard
disk drive. A logical drive is a separate partition with its own
parameters and functions, and it operates independently.
A logical drive can also be called a logical drive partition or logical disk
partition.

Megabyte (MB)

A Megabyte (MB) is a unit of data equal to 1,048,576 bytes.

Partition A partition is a section of a hard disk that is treated as a separate unit
by operating systems and file systems.

Physical Disk A physical disk (also known a hard disk drive) is a data storage
device used for storing and retrieving digital information using one or
more rigid rapidly rotating disks (platters) coated with magnetic
material.

Pixel The pixel (a word invented from "picture element") is the basic unit of
programmable color on a computer display or in a computer image
file.

Regular Expression | Regular expressions enable users to create complex search terms

(Regex) following the Regular Expression search pattern language and specify

what to do when each pattern match is found.

Search Profile

A compilation of Artifact Captures and File Captures used to scan a
target device.

Solid State Drive (SSD)

A data storage device containing non-volatile flash memory, used in
place of a hard disk drive for its much greater speed.

Standalone Viewer

Mobile Device Investigator’s tool that enables the export of Scan
Results for review and analysis on another computer without requiring
a license.

Substring

A string of characters or symbols that is part of a longer string or
characters or symbols.

UEFI (Unified Extensible
Firmware Interface)

Unified Extensible Firmware Interface (UEFI) is a specification that
defines a more modernized model for the interface between
computer operating systems and platform firmware during the boot,
or start-up, process.

Unallocated

Unallocated clusters (also referred to as unallocated space or free
space) are the available drive storage space that is not allocated to file
storage by a volume. Unallocated clusters can be a valuable source of
evidence in a computer forensics examination because they can
contain deleted files or remnants of deleted files created by the
Operating System and / or computer users.

USB (Universal Serial Bus)

A hardware interface for attaching peripherals to a computer.

Page 142




mr
7 \LI

Mobile Device Investigator V2.2 User Guide

Term

Meaning

Volume

A volume or logical drive) is a single accessible storage area with a
single file system, typically (though not necessarily) resident on a single
partition of a hard disk.
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Appendix A - RegEx Cheat Sheet

smls regularexpressions

Anchors

Start of line +

Start of string +

End of line +

End of string +

Word boundary +
Not word boundary +
Start of word

End of word

= A E TN e

Character Classes

\c Control character

\s White space

\S Not white space

\d Digit

\D Not digit

\w Word

\w Not word

\xhh Hexadecimal character hh
\Oxxx Octal character xxx

POSIX Character Classes

[:upper:] Upper case letters
[:lower:] Lower case letters
[:alpha:] All letters
[:alnum:] Digits and letters
[:digit:] Digits
[:xdigit:] Hexadecimal digits
[:punct:] Punctuation
[:blank:] Space and tab
[:space:] Blank characters
[zentrl:] Control characters
[:graph:] Printed characters
[:print:] Printed characters and
spaces
[:word:] Digits, letters and
underscore

?= Lookahead assertion +

2! Negative lookahead +
<= Lookbehind assertion +
?1=or ?<! Negative lookbehind +
?> Once-only Subexpression
20) Condition [if then]

201 Condition [if then else]
7# Comment

Items marked + should work in most
regular expression implementations.

Sample Patterns

([A-Za-z0-9-]+)
(\d{1,23\\d{1,2}\/\d{4})
(["\s]+(?=\.Gpgl gif|png))\.\2)
(~[1-91{1}$|~[1-4]{1}[0-91{1}$]|"50%)
(#?([A-Fa-f0-9]){3}(([A-Fa-f0-9]){3})?)
((?=.*\d)(?=.*[a-z])(?=.*[A-Z]).{8,15})

(\w+@[a-zA-Z_]+?\.[a-zA-Z]){2,6})
A<(2["\=1+)\>)

Quantifiers

* 0 or more +

£ 0 or more, ungreedy +
+ 1 or more +

+? 1 or more, ungreedy +
? Oor1l+

?? 0 or 1, ungreedy +
{3} Exactly 3 +

{3,} 3 or more +

{3,5} 3,40r5+

{3,5}? 3, 4 or 5, ungreedy +

Special Characters

\ Escape Character +
\n New line +

\r Carriage return +
\t Tab +

\v Vertical tab +

\f Form feed +

\a Alarm

[\b] Backspace

\e Escape

\N{name} Named Character

String Replacement (Backreferences)

$n nth non-passive group
$2 "xyz" in /~(abc(xyz))$/
$1 "xyz" in /~(?:abc)(xyz)$/
$° Before matched string

$' After matched string

$+ Last matched string

$& Entire matched string

$_ Entire input string

$$ Literal "$"

Letters, numbers and hyphens

Date (e.g. 21/3/2006)

jpg, gif or png image

Any number from 1 to 50 inclusive

Valid hexadecimal colour code

8 to 15 character string with at least one
upper case letter, one lower case letter,
and one digit (useful for passwords).
Email addresses

HTML Tags

These patterns are intended for reference purposes and have not been extensively tested.
Please use with caution and test thoroughly before use.

Any character except
new line (\n) +

aorb +

Group +

Passive Group +

Range (a or b or c) +
Notaorborc+

Letter between a and q +
Upper case letter +
between A and Q +
Digit between 0 and 7 +
nth group/subpattern +

m Ranges are inclusive.

Pattern Modifiers

g Global match

i Case-insensitive

m Multiple lines

s Treat string as single line

X Allow comments and
white space in pattern

e Evaluate replacement

u Ungreedy pattern

Metacharacters (must be escaped)

[
{
\
|
>

A~ &

Available free from
AddedBytes.com
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