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1. Introduction 

Mobile Device Investigator® (MDI), is an easy-to-use digital investigation tool designed to 

enable anyone to conduct rapid digital investigations of iOS and Android devices. 

MDI was built on the ADF digital forensic platform which has traditionally been used 

processing and analyzing computers, external drives, drive images, and other media storage 

(e.g. USB flash drives and memory cards). Since the user interface is the same across all ADF 

tools, once you learn MDI, it is an easy transition to use ADF computer investigation tools as 

well.  

MDI gives you speed, scalability, ease-of-use, and relevant results. The software has a proven 

track record in reducing forensic backlogs, streamlining digital investigations, and providing 

rapid access to digital evidence and intelligence. 

The Mobile Device Investigator kit included: 

Mobile Device Investigator Kit Contents 

1 USB Authentication Key 

1 USB to Lightning Cable (Apple) 

1 USB to 30-pin Cable (Apple) 

1 USB to Micro USB Cable (Android) 

1 USB to USB-C Cable (Android) 

 

Mobile Device Investigator requires the installation of drivers on the investigation computer 

to allow the application to communicate with connected devices over USB: 

System Requirement 

Apple iOS Install the drivers supplied with the ADF Smartphone Driver 
Pack Installation 

Google Android drivers https://developer.android.com/studio/run/win-usb 

Samsung Android drivers https://developer.samsung.com/galaxy/others/android-usb-
driver-for-windows 

Other Android brands If your smartphone is not detected by Windows, please 
download the appropriate OEM drivers for it. 
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Technical Specification 

A technical specification document is available and can be found at the following location: 

https://www.adfsolutions.com/technical-specifications 

User Guide 

The latest version of this user guide can be found at the following location: 

https://www.adfsolutions.com/product-user-guides 

  

https://www.adfsolutions.com/technical-specifications
https://www.adfsolutions.com/product-user-guides
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2. Installation 

Mobile Device Investigator is designed to run on the following computers: 

Operating System Minimum System Requirements 

Windows 7 64-bit 2GB of RAM, 20 GB of free hard drive space 

Windows 8.1 64-bit 4GB of RAM, 20 GB of free hard drive space 

Windows 10 64-bit 4GB of RAM, 20 GB of free hard drive space 

 

Mobile Device Investigator Installation 

1.  Locate and execute the program installer called MDI-xxxxxx.exe (where xxxxxx represents 
the version number). The latest installer program can be found on the web page 
http://www.adfsolutions.com/Downloads. 

 

2.  Follow the installation wizard instructions – Click the licensing and terms and conditions 
button to view the License Agreement. Click Install to start. 
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3.  Details showing the current progress of installation will be displayed. A Cancel button is 
available to stop installing Mobile Device Investigator. 

 

4.  When installation is complete an option to install common Android and iOS drivers is 
offered, ticking the check box will do this. Click the Finish button to complete installation. 

 
 

5.  Running the installer when Mobile Device Investigator is already installed allows the 
installation to be repaired or the application to be removed. 
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ADF Smartphone Driver Pack Installation 

1.  Selecting the option to install common Android and iOS USB drivers during the installation 
of Mobile Device Investigator will start the ADF Smartphone Driver Pack installation 
process. 

 

2.  A progress bar will be displayed showing the progress of the installation. The user may be 
requested to confirm the installation of some drivers. 

  

3.  A prompt will appear when installation is complete, clicking the Close button will end the 
installation process. 
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Automatic Software Update 

Internet connected workstations will check for new versions when the application is started. 

When a new version is detected the latest version will be downloaded. When closing the 

application a prompt will appear to install the latest version or keep the current version on 

the workstation. 

Automatic Software Update 

 

Clicking the Yes button will install the latest version, clicking the No button will leave the 

current version on the workstation.  
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3. User Interface  

When executing the program the Home Screen is displayed, from here it is possible to access 

all the functions of Mobile Device Investigator. 

Mobile Device Investigator Home Screen 

 

Scan Android/iOS Devices  

This option enables the scanning of connected Android and iOS devices or backups of 

Android and iOS devices.  

Acquire Android/iOS Devices 

This option enables the creation of a backup of connected Android and iOS devices. 

Review Scan Results 

This option enables the user to review and analyze scan results. 
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Setup Scans 

This option enables the creation and editing of Search Profiles and Captures. 

Settings 

This option allows the user to specify the default locations of Search Profiles, scan results, 

Android/iOS backup, exported reports and the license backup. Tag names can also be 

modified here. It is also possible to view and delete backed up licenses. 

User Guide 

Selecting this option will open a PDF copy of this user guide.  
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4. Settings 

The settings view stores details relating to licenses, tags, scan information fields and data 

paths. 

Settings View 
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Backed-up Licenses 

Backed-up Licenses 

 

The Computer ID can be used with an electronic license file stored on your computer. This 

can be generated by contacting ADF and should be placed in ProgramData\ADF Solutions 

Inc\v4\LicBackup. The electronic license file negates the requirement for a license to be 

stored on a USB device connected to the workstation. 

A list of licenses that have been backed up are displayed. By highlighting a license it is 

possible to delete it by clicking the Delete button that appears when highlighted. 

Clicking the Expand button will display further details about the license such as the product 

and modules the license is valid for. 

Software Update 

Software Update 

 

Details of available software updates will be displayed here.    
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Default Tag Names 

Default Tag Names 

 

This option enables the allocation of a default Tag Name for each of ten (10) available tags. 

Tags are described further in section 6 of this guide. Changes to the default tag names will 

not be applied retrospectively to previous scan results. To rename a tag double click on the 

highlighted name and type in the new name or click on the Rename button. In subsequent 

scan results the new tag names will be available.  
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Scan Information Fields 

Scan Information Fields 

 

By default, at the start of a scan, the user is requested to input a scan name, a scan date and 

a scan time. If additional fields are required for all scans, these fields can be defined here by 

specifying the name of the field in the row containing the prompt “Enter new field name…”. 

Any field with the mandatory check box selected must be completed prior to the scan 

commencing. 

Data Paths 

Data Paths 

 

The default locations (as shown below) of Search Profiles, Scan Results, Mobile Device 

Backups, Exported Reports, License Backup and Whitelists can be changed via the folder 

browser dialog button: 

Setting Default Location 

Search Profiles C:\ProgramData\ADF Solutions Inc\v4\SPro 

Scan Results C:\ProgramData\ADF Solutions Inc\v4\ScanResults 

Android/iOS backup C:\ProgramData\ADF Solutions Inc\v4\phone backup 
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Setting Default Location 

Exported Reports C:\Users\<user>\Desktop 

License Backup C:\ProgramData\ADF Solutions Inc\v4\LicBackup 

Whitelists C:\ProgramData\ADF Solutions Inc\v4\Whitelists 

 

Search Profiles 

Search Profiles contains default and user created Search Profiles for MDI.  

Scan Results 

Scan Results contains scan results of scans carried out by the desktop application and any 

scan results imported from Collection Keys. 

Android/iOS backup 

Backups created with MDI will be stored here. 

Exported Reports 

Exported Reports default to the user’s Desktop for ease of access. 

License Backup 

License Backup contains a backup of any licenses used with MDI. 

Whitelists 

Whitelists created when editing a Search Profile will be stored here and can be used within 

other user created Search Profiles. 
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5. Scan Android and iOS Devices 

The Mobile Device Investigator application when installed upon a laboratory examination 

computer has the ability to scan attached Android and iOS devices and backups of Android 

and iOS devices. To access the scan screen click the Scan Android and iOS Devices button on 

the Home Screen. 

Prior to scanning a device it is recommended to check the technical specification document 

to ensure the device is supported. This can be found at the following location: 

https://www.adfsolutions.com/technical-specifications 

Function Toolbar 

Located vertically on the right side of the application is the Function Toolbar. This toolbar 

changes depending on the task at hand and contains the functionality for the displayed 

screen. 

Option Function 

Quit Closes the application immediately. 

 

Function Toolbar 

 

 

  

https://www.adfsolutions.com/technical-specifications
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Adding Target Devices 

The Target Devices section displays devices connected to the workstation that can be 

scanned. Devices such as the System drive and the Authentication key will be disabled; 

scanning these will not be possible. 

The Target Devices section has a row of buttons allowing the user to add specific devices: 

Option Function 

Add Phone 
 

Starts the process of adding an Android or iOS device. 

Add Phone Backup 
 

Opens a folder browser dialog window to select an Android or 
iOS backup. 

 

Target Devices Section 
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Adding a Phone 

Clicking on the Add Phone button will start the process of adding an Android or iOS device to 

allow it to be scanned. 

1.  Click the Add Phone button 

  

2.  Select the type of the phone you wish to add. Clicking the Cancel button will stop the phone 
addition process and return to the Desktop Scan view 

 

3.  Follow the on screen instructions to add your device. When the mobile device has been 
successfully added it will appear in the Target Devices list 
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Adding an Android Device 

In order to properly scan an Android device some actions are required for the device to be 

scanned by the application: 

• The device must be unlocked, if it is password protected you will need to obtain this 

• Flight mode should be enabled 

• Developer mode must be activated, the method to do so can differ depending on the 

make/model of your Android device 

• USB debugging mode must be activated 

• Authorize the execution of apps from unknown sources 

• It is recommended to prevent the device from auto-locking, this can disrupt the 

backup process 

• It is recommended to place the device in airplane mode 

• When the device is connected, ensure the USB connection is set to file transfer 

Adding an iOS Device 

In order to properly scan an iOS device some actions are required for the device to be 

scanned by the application: 

• It is recommended to set  

• Airplane mode should be enabled 

• The device must be unlocked, if it is password protected you will need to obtain this 

• If a dialog appears on the device regarding trusting the computer, accept this 

iOS Encrypted Backups 

Encrypted iOS backups return more data than unencrypted backups. Where an unencrypted 

iOS device is about to be imaged or scanned, a dialog will display asking for the pass code to 

be entered into the device. This will temporarily encrypt the backup to allow more data to be 

extracted. 

iOS Encryption Dialog 
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Adding a Phone Backup 

Clicking on the Add Phone Backup button will start the process of adding an Android or iOS 

backup to the Target Devices allowing it to be scanned. 

1.  Click the Add Phone Backup button 

  

2.  A folder browser dialog window will open allowing you to select the root folder of an Android 
or iOS backup 

 

3.  A correctly formatted backup will be added to the list, incorrectly formatted backups will 
display an error message. It should be noted that some Android artifacts, such as calls, 
messages and contacts, will not be recovered as they require the phone to be connected 
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Running a Scan 

1.  Select the target device(s) 

  

2.  Select the Search Profile 
All Search Profiles will be available including custom profiles. 
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3.  Enter the Scan Information (note these details are not presented until a Search Profile is 
selected). 
 
The Scan Name field defaults to the word Scan followed by a real-time date and timestamp 
but is user modifiable – TIP: Customize the name so the results are easily identifiable in 
Review Scan Results. 
 
The Scan Date and Time fields are populated by querying the system clock of the computer 
running Digital Evidence Investigator and can be modified to reflect the actual time if the 
system clock is incorrect. 
 
It is possible to supply a label for each device within the label field below the scan time field. 
This will allow easier identification of devices within the scan results. 

 

4.  To start a scan insert the Authentication Key and then click on the scan button. If the 
Authentication Key is not inserted, the message No license file found to run the scan is 
displayed. Please insert the Authentication Key. 
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5.  Once started the scan activity will be shown with the following: 
 
Progress bar - Current area and files being scanned. 
 
Matches Log - Real time preview (thumbnail) of File Capture matches collected. Images and 
Video files are represented by thumbnail images, keyword matches will show the keyword 
found, all other matches will be represented by an associated icon. 
 
Capture results - Cumulative count of capture results. 
 
View Results button –View results currently collected by the scan. The scan will continue to 
run in the background. 
 
Image button –Stops the scan and allows devices to be imaged. 
 
Pause button –Pauses the current scan. To resume a scan click on the Resume button that 
has replaced the Pause button. 
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6.  When running a scan, clicking the View Results button allows any records currently identified 
to be reviewed. The scan will continue in the background. When viewing results while a scan 
is running in the background, a scan button will appear in the function toolbar, clicking this 
produces buttons to Pause (pause the scan), Stop (stop the scan) or Refresh (refresh the 
current results). 
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7.  Clicking the Image button will prompt the user to stop the scan: clicking the No button will 
resume the scan, clicking the Yes button will display the Imaging screen (see section 10 for 
further details on imaging devices). 

  

8.  Clicking the Pause button will pause the scan. To resume the scan press the Resume button 
that replaces the Pause button while the scan has been paused. 

 

9.  Once the scan has completed the user is prompted to view the results. Scan results are 
stored in the Scan Results folder (\ProgramData\ADF Solutions Inc\v4\ScanResults by 
default). 
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6. Review Scan Results 

The Review Scan Results view allows the user to review the results of a scan, filter, sort, 

analyze, tag, and prepare a comprehensive report. Click the Review Scan Results from the 

Home Screen. 

Review Scan Results Button 

 

The Scan Results view is then displayed: 

Scan Results View 

 

The Scan Name, Date and the Search Profile used are displayed on the left-hand side of the 

screen with the corresponding Scan Summary details shown on the right-hand side of the 

screen.  

The Scan Results are listed in scan date and time order with the most recent scan at the top 

of the list.  
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For Scan Results that have been backed up onto the computer there are 3 options – Delete, 

Report and View. If the Scan Results are being accessed from a Collection Key then there is a 

4th option – Backup – to the computer. 

1.  The following options are available for scan results, the picture shows a scan result being 
accessed from a collection key as the Backup option is available 

  

2.  Clicking the Delete button will delete the report but there is a brief opportunity to undo this if 
the report has been deleted in error. 
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The summary view comprises five main sections: Scan Information, Search Profile, Statistics, 

Captures and Target Devices. 

Summary View 

 

The Scan Information section details the Scan Name, Scan Date and Scan Time, the System 

Date and System Time and the Viewer Time Zone. 

The Search Profile section shows the Search Profile used to generate the Scan Results and 

any associated Notes on the Search Profile. 

The Statistics section shows the Scan Duration, the Scan Type (Boot/Live/Desktop), the 

Status, the number of Files Collected and the application and version number used. The Tags 

Statistics are also shown if any exist. 
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The Scan Status can be one of 7 outcomes as shown in the table below. Any status other than 

Completed is shown in red: 

Scan Status Event 
Scan Log Message  

(in scan log) 

Completed Scan completed 
successfully 

NA 

Interrupted User stopped the scan Scan was paused by the user. 

Crashed Application crashed during 
the scan 

NA 

Out of Storage No space left on 
destination drive during 
scan 

Destination drive ran out of storage space. 

Incomplete Not all files can be cached File system metadata is corrupted for source 
or partition. Setting scan status as Incomplete 
as not all files could be cached. 

Incomplete No memory left System ran out of memory, so the scan cannot 
complete. 

Incomplete Target device no longer 
accessible 

Target device no longer accessible so the scan 
cannot complete. 

The Captures section lists the Captures used in the Search Profile and alongside each capture 

the number of results found. Each of the Capture names are hyperlinks and by clicking them 

the individual Capture results are displayed. Captures where no results were identified during 

the scan will not have a result number next to them.  

The Target Devices section shows the details of the target devices that were scanned. If the 

device being scanned was an Android or iOS device acquired at the time of the scan, the 

backup duration and backup status details are displayed here. Where a mobile device backup 

was not fully completed this will be noted here: 

Incomplete Mobile Device Backup 
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At the top left side of the screen are the Backward and Forward buttons. These allow 

navigation backwards and forwards between screens. 

Backward and Forward Buttons 

 

Capture and Navigation Toolbar 

Located vertically on the left side of the application is the capture and navigation toolbar. 

This toolbar will allow navigation through the results and will be visible when in Review Scan 

Results. The following buttons are located on this toolbar: 

Option Function 

 

Closes the currently viewed Scan Results and returns to the list of all stored Scan 
Results 

 

Access the Summary view. 

 

Access the Pictures view. This shows a gallery view of all pictures identified by the 
Captures in the Search Profile 

 

Access the Videos view where it is also possible to access the frame view and video 
player functionality 

 

Access the Keywords view showing keyword hits from keyword searches 



 Mobile Device Investigator V2.2 User Guide 

 

Page 30 

Option Function 

 

Access the Timeline view showing a listing of all Artifact and File Capture records in 
a single timeline 

 

Access the Files View which lists all files and folders upon the target devices 

 

A log of encountered protected files and parsing or scanning events 

 

Access the Tagged View which lists all tagged items 

 

Access the Report creation view 

 

 Access to individual Capture results 
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When clicking the More button, the following panel is displayed: 

More Button View 

 

This shows at a glance all the captures and their results which are hyperlinked, clicking on a 

capture name will open the relevant capture.  

It should be noted that captures running a keyword search within files will display the 

number of files identified and not the number of keyword matches identified overall. 
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Function Toolbars 

A Function Toolbar is located vertically on the right side of the results viewer. This toolbar is 

context specific and will adapt depending on what is being viewed: 

Function Option 

Closes the application immediately 

 

Search the scan result tables for specific Keywords 

 

Add, remove or reorder columns from view. Changes made to column display also 
modify columns displayed within reports. Adjust sort order of displayed results 

 

Deselects (unchecks) any selected records within the current view 

 

Allows the application of context specific filters to the displayed records  

 

Zoom function allows for resizing of preview thumbnails 

 

Apply Tags for selected record(s) in the current view. Renaming of Tags is 
available here. 

 

Apply a Comment to selected record(s) in the current view 

 

Displays Classifier progress and allows the Classifier to be paused and resumed. 
Facilitates access to the Pictures view, filtered by a Visual Class 
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Function Option 

Only visible in the Files view. Toggles the path filter displayed as a hierarchical 
view of folders 

 

Toggles the display of the Details Pane which provides further information and 
functionality for the selected record 
 

 

 

Details Pane 

The details pane provides further information for individual file or artifact records. The 

options are displayed in a series of horizontal tabs. Further functionality is accessible via a 

toolbar displayed on the right side of the details pane. The following table lists the options 

available in the details pane: 

Option Function 

Properties Individual properties of the selected record 

Metadata Metadata extracted from the selected file 

Excerpts Displays up to 1000 keyword hits highlighted in yellow with 
surrounding text visible 

Frames Displays 50 frames taken at regular intervals from a video file 

Preview Pictures are viewable in this pane at their actual size, “other 
files may be viewed by clicking the Undock button on the 
Details Pane Function Toolbar. Videos are playable via an 
internal player subject to installed codecs 

Duplicates Displays a list of duplicate files which can be clicked in to see 
data relating to the duplicate file 
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Function Toolbar of Details Pane 

Function Option 

Undocks the Preview window  

 

Open the file with an external application  

 

Save the file to a chosen location 

 

Column controls 

 

Left click and hold in between columns will allow the resizing column widths 

 

Drag column name up and down in the Columns function pane to reposition column L or R 
Show or hide a column by using the checkbox 

 

Left click, hold, drag to reposition column L or R 

          

Click on the column header to sort Ascending or Descending (not all columns are sortable) 
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Preview Window 

The Preview tab in the details pane shows a preview of pictures and documents. On occasion 

it is not possible to display the file within the details pane, a warning message of “Please 

undock to view content” will be displayed in such cases. Clicking on the Undock button will 

open a Preview window. 

Preview Window 

 

Function Toolbar of Preview Window 

Function Option 

Docks the Preview window  

 

Open the file with an external application  

 

Save the file to a chosen location 

 

Print the contents of the Preview window 
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Filtering 

Filtering is achieved by selecting the Filter button on the function toolbar. This will open the 

filter pane and present filters for the current view. After selecting the filter click the APPLY 

button on the bottom of the Filter Pane. To remove the filter, click the  icon on the filter 

above the table view or click the  icon next to the filter in the filter pane. Each table view 

will have its own set of filters depending on the type of records displayed.  

Some fields can be filtered by pre-set values or by entering text. If text is entered into the 

“Enter text” field the magnifying glass button within the field must be clicked. 

Filter Options 

 

Click the Apply button to apply the filter. 

Filter Apply Button 

 



 Mobile Device Investigator V2.2 User Guide 

 

Page 37 

Active Filters are shown next to the column name that has been filtered (represented by the 

 icon). The filter can be removed by clicking on that icon. 

Active Filters 

 

Active filters are also shown on the top of the columns with the  icon. These filters can be 

removed by clicking on that icon. 

Active Filters 
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Filtering by Path 

Enables the filtering of displayed files by path. 

1.  Clicking the Path option allows the results to be filtered by path. A selected folder indicates 
that all the items within that folder and any sub folders are selected. A black check box 
indicates a partial selection. Clicking the > icon will display sub folders. 
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2.  When the desired folders have been selected click on Apply 
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Enhanced Filtering Pictures & Videos 

Within the Pictures view or Capture view it is possible to filter within a Picture Width and 

Picture Height range. Within the Videos view or Capture view it is possible to filter by Video 

Duration (where this information has been extracted). 

EXIF data such as Make, Model, Camera Serial Number, Date/Time and GPS Coordinates can 

also be filtered here. 

Picture and Video Filter Options 
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Photo Probability 

Photo Probability filtering is applicable to all pictures within the Picture File Types group. The 

Photo Probability score indicates how likely it is that the file is a photograph. Files with a 

score of 70% or more are highly likely to be a photograph as opposed to other graphic file 

types such as icons and clipart or similar. 

The Picture and Capture views can be sorted based on the Photo Probability score, allowing 

non photographic graphic files to be quickly removed from the displayed results. High (80% 

and above), medium (70% and above) and low (50% and above) pre-set options are available. 

Photo Probability Filter Options 
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Visual Class 

If the scan results have been partially or entirely processed by the Classifier, picture file types 

may be filtered by one or more of 11 visual classes. The visual classes are: 

Bestiality, Child Abuse, Others (various innocuous class types), People, Pornography, Portrait, 

Scanned Doc, US Currency, Vehicle, Weapon, Upskirting. 

Visual Class Filter Options 
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Each picture is processed by the Classifier in order to determine how likely it is to feature 

within a particular class and is given a probability score. A high visual class probability score 

indicates that the picture concerned is more likely to fall within that visual class.  

Assigning a visual class score is not an exact science and some pictures may appear to be 

misclassified. However if the scan results include pictures that would correctly fall within a 

particular class, in most tests, filtering that class to show the top 15% would result in the filter 

displaying pictures belonging to that class.  

Visual class scores filters can be adjusted in 5% increments.  

The Classifier classifies automatically in the background as soon as the scan completes. 

Classifier progress is shown by the Yellow line around the Classifier icon. 

Visual Class Filter Options 
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Pausing the Classifier 

The Classifier can be paused and will not start again until the Resume button is clicked. 

Visual Class Filter Options 

    
 

If the Classifier is running whilst the Scan results are closed then it will resume automatically 

the next time the Scan Results are opened. 
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Sorting 

Each table view will have different columns depending on the type of capture being viewed. 

A column, if sortable, will display whether ascending or descending with an arrow and line 

icon when clicked. Only one column can be sorted in each view. 

Ascending Descending 

  

Records Selection and Navigation 

There are several options for selecting records to be tagged or commented: 

A Selected Picture 

 

1.  Select one record - Single click or by pressing the space bar 

 

2.  Select or Deselect multiple records: 
Shift + Click - select first record then shift and click on last record 
+ (Plus) - Selects all fully visible records 
- (Minus) - Deselects all fully visible records 

 

3.  Page Down - . (Period on number keypad) or Page Down key. Moves the selected view a 
page at a time 

 

4.  Page Up - * (Star on number keypad) or Page Up key. Moves the selected view a page at a 
time 
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5.  Navigation between records can also be achieved using: 
Arrow keys (left -right-up-down) 
Scroll bar  
Mouse scroll wheel 

Tagging 

After selecting records there are ten (10) tags available that can be customized to suit the 

report. The default tags are named Level 0 through Level 9 and can be customized in the 

Settings view or by selecting Rename in the Tags function. Renamed Tags will be applied to 

the current scan results and do not apply to previous scan results.  

1.  To tag records with a specific tag: 
Select record(s) then select the appropriate tag in the Tags function 
Or select record(s) then press number key 0-9 as appropriate 
Records can have multiple tags 
 
To un-tag a record  
Select record(s) to be untagged then select the tag to be removed from the Tags function 
Or select record(s) to be untagged then press number key of the tag to be untagged 
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Comments 

Comments can be added to individual or multiple selected records by clicking the comments 

button on the function toolbar. Clicking on the comment button opens the comment pane 

with a text box. Comments will be saved in a list under the Comments text box. Highlighting 

the individual comments will reveal an edit and delete button for that comment.  

1.  To add a comment to record(s): 
Type the comment in the text box and click add 
The comment will be added to the selected records 

 

2.  To remove/edit/delete a comment from record(s): 
Select records with comment(s) 
Open Comment function 
Deselect comment - Affects selected records only 
Edit Comment - Affects all records with that comment 
Delete Comment - Affects all records with that comment 
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Search Scan Results 

A keyword search can be carried out within the data contained in capture result tables. This 

keyword search is searching only the textual data within the results of Artifact Captures and 

the Files view. 

1.  To carry out a search click the Search Tables button. This opens up a text box for the search 
term, clicking the magnifying glass button alongside will carry out the search. 

 

2.  The search bar will identify how many search results there are and allow navigation between 
them using the < and > buttons. The search term will be highlighted in red. The location of 
search hits is indicated above the search bar.  
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3.  To conduct a search for dates, enter the date in the format yyyy/mm/dd where yyyy is the 
year, mm is the month and dd is the day (e.g. 2014/11/25), any dates matching this will be 
identified as a search hit. 
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Timeline 

The Timeline view lists all file and artifact records that have timestamp information. The 

contents of the Activity, Info and Virtual Location columns are context specific and contain 

data relevant to the type of record displayed. 

Timeline View 

 

File Collection capture records list, within the File Created and Last Written columns, 

timestamps that hyperlink to the appropriate point within the Timeline View. Artifact Capture 

records may contain timestamps. Where these timestamps exist they hyperlink to the 

appropriate point within the Timeline View. 



 Mobile Device Investigator V2.2 User Guide 

 

Page 51 

Timeline records that relate to a file may contain, within the Details view of that file, a 

hyperlink to the Files View filtered by the path of the file concerned. 
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Files 

The Files view lists all files and folders encountered on the target device(s). The Files view is 

accessed by clicking the Files button on the navigation toolbar. The Files view may also be 

accessible via hyperlinks from several differing artifact captures (e.g. Download History, 

Recent Files). File Collection capture records contain hyperlinks to the file path of the file 

concerned. When these hyperlinks are clicked the appropriate record is shown within the 

Files View filtered by the path of the containing folder. 

The Files view can be viewed with or without the Folders Tree displayed. This view is toggled 

by the Folders Tree button on the Function Toolbar. 

Files View 

 

 

Files View records list, within the File Created and Last Written columns, timestamps that 

hyperlink to the appropriate point within the Timeline View. Files View records list, within the 

Linked Artifacts column, hyperlinks to any Artifact Captures that references the file shown.  

  



 Mobile Device Investigator V2.2 User Guide 

 

Page 53 

Messages 

Artifact Captures that result in the identification of messages are displayed in the Messages 

view. 

Messages View 

 

The Messages view will display the message content in the Message column. Messages sent 

by the local user, known as Outgoing messages, will be displayed in a blue message bubble 

that is right aligned in the Message column. Messages sent from others to the local user, 

known as Incoming messages, will be displayed in a green message bubble and left aligned in 

the Message column. 

The Message Thread column indicates if messages are part of a single conversation, clicking 

on a hyperlink in this column will filter the view to only show messages from that 

conversation. It is not possible to determine a message thread for all message applications. 
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Tagged View 

The Tagged view lists all tagged records. 

Tagged View 

  

All tagged records are accessible from this view. Each tag where appropriate will indicate the 

Artifact and File records associated with it.  
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Duplicate Files 

Files with matching hash values and file size identified during a scan are considered duplicate 

files. It is possible to identify duplicates of a file within the Files view and the Pictures view 

will display an icon to show a picture has duplicates. 

Files View 

Within the Files view, duplicate files are displayed in the details pane. Duplicate files are 

shown as a hyperlink which, when clicked, will display details for the duplicate file. 

Duplicate Files in Details Pane 

  

Pictures View 

The Duplicates tab appears within the Pictures view. A Hash Deduplication option is also 

available within the Filter options. Selecting the Hide duplicates option will only display one 

picture in the gallery view if duplicates of the picture are identified. 

Hash Deduplication Filter 

  

Pictures that have duplicates will display an icon showing that duplicate pictures were 

identified: 

Duplicate Picture Icon 
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Referenced File Functionality 

The following Artifact Capture results contain records that may reference files on the target 

device(s) or files embedded within files on the target device(s). We refer to these files as 

Referenced Files. 

Artifact Capture Notes 

Recent Files This Artifact Capture identifies recently accessed files.  
Recently accessed files that can be located upon the target 
device(s) are treated as Referenced Files and are accessible by 
a hyperlink in the Candidate column to the relevant file 
record in the Files View. Candidate files are identified by 
matching their File Name and File Path with the information 
within the Artifact Capture record. 

Download History This Artifact Capture recovers information relating to 
downloaded files. Downloaded files that can be located upon 
the target device(s) are treated as Referenced Files and are 
accessible by a hyperlink in the File Name column. Hyperlinks 
will exist to the Files View record for the downloaded file and 
to any File Collections Captures that have collected the file 
concerned.  

P2P Files Shared or Downloaded This Artifact Capture recovers information relating to files 
downloaded or shared by P2P applications. If these files can 
be located upon the target device(s) they are treated as 
Referenced Files and are accessible by a hyperlink in the 
Candidate column to the relevant file record in the Files View. 
The Candidate column can also contain details of other 
Captures that reference the file.  

Browser Cache This Artifact Capture extracts cached files from containers 
used by the Google Chrome, Safari, Edge, Opera and Firefox 
browsers. The extracted cached files are listed within the Files 
View and shown as embedded files. We also treat these files 
as referenced files. These referenced files are accessible by a 
hyperlink in the Referenced File column. Hyperlinks will exist 
to the Files View record for the cached file and to any File 
Collection Captures that have collected the file concerned. 

Messages This Artifact Capture recovers messaging client messages. 
These messages may have associated attachments. These 
attachments are treated as referenced files. These referenced 
files are accessible by a hyperlink in the Attachment Name 
column. Hyperlinks will exist to the Files View record for the 
attached file and to any File Collection Captures that have 
collected the file concerned. The Attachment Name column 
can also contain details of other Captures that reference the 
file. 



 Mobile Device Investigator V2.2 User Guide 

 

Page 57 

Artifact Capture Notes 

Emails This Artifact Capture recovers email client messages. These 
messages may have associated attachments. These 
attachments are treated as referenced files. These referenced 
files are accessible by a hyperlink in the Attachment Names 
column. Hyperlinks will exist to the Files View record for the 
attached file and to any File Collection Captures that have 
collected the file concerned. The Attachment Names column 
can also contain details of other Captures that reference the 
file. 

 

File Collection capture records list, within the Linked Artifacts column, hyperlinks to any 

Artifact Captures that references the file shown.  
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Time Zone Section 

Viewer Time Zone in Summary View 

  

When scans are carried out upon system drives the scanner tries to establish the configured 

time zone. If a time zone is established all timestamps that are displayed within the results 

viewer are adjusted where necessary to reflect the configured time zone. Within the 

Summary view the Viewer Time Zone value will reflect the established time zone.  

 

When scans are carried out on multiple target devices in one scan the scanner searches for a 

system drive and if one is found establishes the configured time zone. If a time zone is 

established all timestamps that are displayed within the results viewer for all target devices 

are adjusted where necessary to reflect the configured time zone. If multiple system drives 

are located the most recently used system drive takes precedence and all timestamps that 

are displayed within the results viewer are adjusted in accordance with the time zone 

discovered on this device. In these cases, within the Summary view the Viewer Time Zone 

value will reflect the established time zone. 

 

When scans are carried out upon target devices that are non-system drives (without an 

operating system) no timestamp adjustment is carried out. In this case within the Summary 

view the Viewer Time Zone will reflect the time zone used by the viewing computer.  

 

In cases where the scanner cannot establish the time zone on system drives no timestamp 

adjustment is carried out. In this case within the Summary view the Viewer Time Zone will 

reflect the time zone used by the viewing computer. 
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7. Reporting 

The Report view allows the creation of reports in various formats (HTML, PDF and CSV), the 

creation of a Project VIC JSON file (and an export of the associated files) or the creation of a 

Standalone Viewer report. The Report view can be accessed from the Navigation toolbar. 

Reports can only be created when Mobile Device Investigator is running as a desktop 

application or when using the Standalone Viewer functionality. Reports cannot be created 

during live or boot mode scans. 

Report View 

 

The Create Report view has 4 main sections: 

Section Functionality 

1 - Format Select the desired report output 

2 - Options Choose the desired output location for the report and define 
orientation for PDF reports 

3 - Content Selection Select the records/files desired within the report 

4 - Export Button Create the report 
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HTML Report  

HTML reports are viewable with a web browser. The HTML report is customizable allowing 

the choice of specific Captures and tagged items to show in the report, alternatively, all 

records can also be included in a report. The underlying original files may also be exported (if 

collected) with the report and can be opened directly from the HTML report providing there 

are associated applications on the computer used to view the report.  

1.  Click Report button. 
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2.  Select Format – HTML from the format section. 

 

3.  By default, all tagged records are selected in the Content Selection section. 
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4.  Optional - Select the all records checkbox to include all records. 

 

5.  Optional - Select the checkbox next to each capture to include all records in that capture 
within the report. 
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6.  Optional - Select the checkbox above each tag column to include all of these tagged 
records within the report. 

 

7.  Optional - Select the checkbox to export original files where collected. 
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8.  Optional - Select the checkbox to have a list layout instead of table layout within the 
report. 

 

9.  Optional - Select the checkbox to have a Summary page included within the report. 
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10.  Optional - Choose path to save report to (default value is the Desktop of the currently 
logged in user, the default location can be changed in the Settings view). 

 

11.  Click on the Export button to create the HTML report. 
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Opening HTML Report 

HTML reports are stored within a folder as specified within the Option path field. To open an 

HTML report, browse to the location where the folder was created, open the folder and 

double click on the index.html file therein: 

Opening HTML Report 

 

When viewing an HTML report it will open within the default web browser. 

The HTML report displays the same columns that were visible in the viewer in the order they 

were displayed. To remove columns from the HTML report hide them within the viewer prior 

to creating the report. A navigation bar appears when moving the cursor over the turquoise 

section at the left-hand side of the report containing the >> symbol. 

HTML Report Navigation 
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PDF Report 

The PDF report is customizable allowing the choice of specific Captures and tags to show in 

the report, all records can also be shown in the report. Where files have been collected with 

a scan these can be exported with the report, these can then be opened directly from the 

PDF report providing there are associated applications on the computer viewing the report. 

PDF Report 

  

When creating a PDF report Landscape or Portrait orientation can be selected. Reports 

containing a large number of columns are best produced in Landscape as some columns may 

not be displayed in Portrait orientation due to the limited page space available. 

PDF Orientation 
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Opening PDF Report 

PDF reports are stored within a folder as specified within the Option path field. To open a 

PDF report, browse to the location where the folder was created, open the folder and double 

click on the <scan name>.pdf file therein: 

Opening PDF Report 

 

When viewing a PDF report it will open within the default application used to open PDF files. 

The PDF report displays the same columns that were visible in the viewer in the order they 

were displayed. To remove columns from the PDF report hide them within the viewer prior to 

creating the report. With limited page space it is recommended to remove columns 

irrelevant to the report prior to creating a PDF report. 

PDF Report 
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CSV Report 

The CSV report is customizable allowing the choice of specific Captures and tags to show in a 

report, all records can also be shown in the report. Results where files were captured can be 

set to export the files which will be maintained in a ZIP archive in its’ original path. The CSV 

report has the same options as the HTML report with the exception that all the records’ 

properties are always exported, and exporting the results in a list view is not an option. An 

individual CSV file is created for every capture that an item has been selected for inclusion in 

the report. 

CSV Report 
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Opening CSV Report 

CSV reports are stored within a folder as specified within the Option path field. To open a CSV 

report, browse to the location where the folder was created, open the folder and double click 

on the desired <capture>.csv file therein: 

Opening CSV Report 

 

When viewing a CSV report it will open within the default application used to open CSV files. 
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VICS Report 

For investigators using Project VIC hashsets, the VICS report option allows the creation of a 

VICS (Video Image Classification Standard) compatible output folder. This folder contains 

selected picture and video files together with a VICS compatible JSON file. This report is 

compatible with and can be imported into other applications that support Project VIC 

including Griffeye. The output Project VICS JSON file can also be used to create Mobile Device 

Investigator hash captures for use in other cases. 

VICS Report 

  

Using VICS Report Output 

The Project VICS output is stored within a folder as specified within the Option path field. 

When asked to import a Project VICS JSON file within another application, browse to this 

location and select the <scan name>.json file: 

Project VICS JSON File 
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Standalone Viewer  

The Standalone Viewer option outputs all of the scan results into a self-contained folder that 

includes a built in standalone application that can view the results. This standalone 

application runs independently of Mobile Device Investigator and can be run on any Windows 

computer where the user has sufficient privileges. No license is required to view these 

reports. All Tags and Comments that have been created during the review are included in the 

output. The Standalone Viewer cannot be run from read-only storage devices such as CDs or 

DVDs. Standalone Viewer reports allow easy collaboration with other investigators and 

provide a good method of archiving Scan Results. 

Standalone Viewer 
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Opening Standalone Viewer 

The Standalone Viewer is stored within a folder as specified within the Option path field. To 

open the Standalone Viewer, browse to the location where the folder was created, open the 

folder and double click on the ADF Viewer.bat file therein: 

Opening Standalone Viewer 

 

The Standalone Viewer will operate as Mobile Device Investigator does when reviewing scan 

results, see section 6 for further details. 
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8. Managing and creating Search Profiles 

Mobile Device Investigator comes with three ready to use default Search Profiles. A Search 

Profile is a combination of Captures. Artifact Captures recover specific records or information 

e.g. browsing history records or user account information. Users cannot create or edit 

Artifact Captures. File Collection Captures recover files matching certain criteria such as file 

properties, inclusion of keywords or matching hash values. File Collection Captures are 

supplied with the program and can also be user created.  

Mobile Device Investigator allows the creation of custom Search Profiles containing a 

combination of default and user created Captures. Copies of the default Search Profiles may 

also be modified to suit operational requirements. 

To create a Search Profile, select Setup Scans from the Home screen which will display the 

Manage Search Profiles view. From here it is possible to create, edit, or delete profiles. The 

default Search Profiles cannot be edited or deleted, these can only be copied allowing the 

copy to be edited. 

Manage Search Profiles View 
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Hiding Default Profiles 

To hide a Default Search Profile a file entitled config.json file must be edited, this is located 

by default at “\Users\<User Account>\AppData\Local\ADF Solutions Inc\ADF Mobile Device 

Investigator\config.json”. 

1.  Whilst the ADF DEI program is not running open the JSON file in an editor of your choice 
(notepad will suffice) 

 

2.  Scroll to the “Display Default Search Profiles” section and change the “show” value to 
“false” for the Search Profile to hide 

 

3.  Save the edited file 

 

4.  To display hidden Default Search Profiles change the “show” value from “false” to “true” 
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Creating a new Search Profile  

1.  Click on the New Profile button in the Function Toolbar 

 

2.  Enter a unique name for the profile 

  

3.  Optional - Enter notes describing what the search profile will do 
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4.  The left hand side of the Define Search Profile view contains groups of Captures available. 
Clicking on a Capture Group displays the Captures on the right hand side 

  

5.  Clicking on an Artifact Capture allows the option to Expand: this shows further details for the 
type of data the Artifact Capture will collect. Clicking Collapse will return to the Capture 
selection view 
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6.  To select a Capture click on the check box next to it and a tick will appear. To select all 
Captures within a Category, Click on the check box next to the Category.  

 

7.  When the desired Captures for the Search Profile have been selected, click the Next button 
to continue. If any overlapping Captures have been detected a warning dialog will be 
presented showing them. Clicking Proceed here will continue creating the Search Profile with 
overlapping Captures, clicking Cancel will allow these to be amended 
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8.  It is now possible to add or delete custom fields of information that the user enters at the 
point of starting a scan or to use scan information fields setup in the Settings view. By default 
there are three mandatory fields: Scan Name, Scan Date, and Scan Time. Additional fields can 
be added to prompt for more information by typing in the “enter new field name” text box. It 
is possible to include a default value and make this new field mandatory. To delete a custom 
field, click on the Delete button alongside it 

 

9.  There are five Scan Options: 
 
Skip files processed for more than X min – set a time value for when files that are taking too 
long to process are skipped. This feature is useful if corrupt files are stopping scans from 
completing quickly. Type a numerical value and select minutes or seconds 
Collect skipped files – collects files less than 2GB that were skipped during a scan 
Collect protected files – this copies any password protected files detected by Captures to the 
Scan Results.  
Collect files that crashed parser – this copies any files that Captures cannot read to the Scan 
Results.  
Activate Bitlocker on Collection Key – this will encrypt any Scan Results written to the key 
securing the data against loss or theft 
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10.  Select the post-scan options. Selecting a tick box will automatically start that task when the 
scan is finished. Highlighting a task shows an order button, clicking this and dragging the 
mouse allows the task to be ordered above or below the other tasks determining the order 
these tasks are ran upon scan completion. The Entity Extraction task requires the Rosoka 
module add-on to be purchased 

  

11.  Add a Whitelist. This can be added based on a folder of files, a CSV file containing hash values 
or a JSON file of hash values. See the section on Whitelists for further details 

  

12.  Click on the Save button and the new Search Profile will be listed on the Manage Search 
Profiles screen and can edited or deleted 

  

Captures with Saved Contacts 

When creating a Search Profile that contains Captures with user details (such as Messages for 

message Principal or message Recipient) the Saved Contacts Capture should be selected in 

order to resolve the user names. Failure to select the Saved Contacts will result in a User ID 

being displayed but no Friendly Name.  
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Whitelists 

Whitelists are a list of files to be ignored during a scan. There are three ways to add a 

whitelist: selecting a folder of files, adding a CSV file containing hash values or adding a JSON 

file containing hash values. 

The location where whitelists are saved can be changed in the Settings view. Whitelists 

created in one Search Profile will be available for use in all user created Search Profiles. 

Add Folder of Files 

1.  Click on the Add Files button in the Whitelists section 

 

2.  Select the folder containing the files you want to add to the whitelist 

 

3.  A message will be displayed showing the status of the whitelist creation. Any errors that 
occurred during the whitelist creation are displayed, these can include duplicate files or 
files locked by other applications such as database files. Click the OK button to continue 

 

4.  Give the whitelist a name, this is mandatory and must differ from other whitelist names, 
pressing the enter/return key will complete the naming of the whitelist 
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Add Files from CSV 

1.  Click on the Import CSV button in the Whitelists section 

 

2.  Select the CSV file. The CSV file must contain one hash value column (titled “sha-1”, “sha1” 
or “md5”) and an optional file size column (titled “filesize” or “file size”) 

 

3.  A message will be displayed showing the status of the whitelist creation. Any errors that 
occurred during the whitelist creation are displayed, such as duplicate hash values. Click the 
OK button to continue 

 

4.  Give the whitelist a name, this is mandatory and must differ from other whitelist names, 
pressing the enter/return key will complete the naming of the whitelist 
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Add Files from JSON 

1.  Click on the Add Files button in the Whitelists section 

 

2.  Select the project VIC formatted JSON file you wish to add as a whitelist 

 

3.  A message will be displayed showing the status of the whitelist creation. Any errors that 
occurred during the whitelist creation are displayed, such as duplicate hash values. Click the 
OK button to continue 

 

4.  Give the whitelist a name, this is mandatory and must differ from other whitelist names, 
pressing the enter/return key will complete the naming of the whitelist 
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Deleting Whitelists 

1.  Highlight the whitelist to delete, a delete button will appear, clicking on this will start the 
deletion process 

 

2.  The whitelist will not be deleted instantly, a short time delay allows the option to undo the 
deletion by clicking on the UNDO button that appears 

 

Selecting Whitelists 

1.  To add a whitelist to a search profile, click on the check box next to the whitelists required 
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Editing a Search Profile 

It is possible to edit any user created Search Profile, it is not possible to edit any default 

Search Profiles, however, default Search Profiles can be copied and the copies edited. 

1.  To edit a Search Profile, click on Setup Scans on the Home screen and then highlight the 
Search Profile to edit, this will reveal an edit button that when clicked allows the editing of 
the Search Profile. 
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Deleting a Search Profile 

1.  To delete a Search Profile, click on Setup Scans on the Home screen and then highlight the 
Search Profile to delete, this will reveal a Delete button that when clicked deletes that 
Search Profile. 

 

2.  When a Search Profile is deleted there will an opportunity to undo the deletion for a small 
period of time. To undo the deletion, click on the Undo button. 
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Copying a Search Profile 

Copies of the default Search Profiles may be modified to suit operational requirements. 

1.  To copy a Search Profile, click on Setup Scans on the Home screen and then highlight the 
Search Profile to copy, this will reveal a Copy button that when clicked creates a copy of 
that Search Profile. 

  

2.  Copying a profile will present the Define Search Profile screen. From here captures may be 
added/deleted or modified. 
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Exporting a Search Profile 

It is possible to create a Search Profile on one computer and export it so that it is available to 

be used in another computer. This allows the creation of a Search Profile that can be shared 

with other team members or creates a profile in the office to provide to staff who are 

conducting onsite examinations. An exported Search Profile can only be imported within the 

same version of Mobile Device Investigator and Triage Investigator. 

1.  To export a Search Profile, click on Setup Scans on the Home screen and then highlight the 
Search Profile to export and click the Export button that is revealed. 

 

2.  When the Export button is clicked, a folder browser dialog window will appear to select the 
location the exported profile will be saved. After a folder has been selected a message will 
be displayed when the exporting process is complete. 
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3.  Exported Search Profiles will be named after the Search Profile and contain a .profile file 
extension. 
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Importing a Search Profile 

1.  To import a Search Profile, click on Setup Scans on the Home screen and then click on the 
Import Profile button. 

 

2.  Clicking on the import button will open a file browser dialog window; from here the profile 
to import can be selected. After the profile has been imported a message will be displayed 
to show the process has completed. 
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9. Managing and creating File Captures 

File Captures can locate and collect files based on their File Properties, included Keyword(s) 

or their Hash Value. 

Captures are grouped within nine default Capture Groups: 

Applications, Communication, Device Data, Documents, Intel Keywords, IPOC, Multimedia, 

User Data and Web Browsers.  

Hiding Default File Captures 

To hide a Default Search Profile a file entitled config.json file must be edited, this is located 

by default at “\Users\<User Account>\AppData\Local\ADF Solutions Inc\ADF Mobile Device 

Investigator\config.json”. 

1.  Whilst the ADF DEI program is not running open the JSON file in an editor of your choice 
(notepad will suffice) 
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2.  Scroll to the “Display Default Captures” section and change the “show” value to “false” for 
the Capture to hide 

 

3.  Save the edited file 

 

4.  To display hidden Default Search Profiles change the “show” value from “false” to “true” 
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Creating a New File Capture 

1.  Select Setup Scans from the Home screen. 
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2.  Click on the New Profile button in the Function Toolbar. 

  

3.  Click on the New Capture button from the Function Toolbar. 
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4.  Choose one of the four options below: 

 

 

Option Note 

Collect files Search for and collect files based on their file type, properties 
and location.  

Search for keywords Search for files by keyword(s) using substrings or regular 
expressions. 

Search for hash values Search for files using MD5 or SHA1 hash values. 

Search for visual similarities Searches for visually similar pictures to ones provided by the 
user and groups visually similar pictures together. 
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Collect Files 

1.  Type an existing Capture Group name or a new Capture Group name appropriate to the 
Capture. 

 

2.  Type in a Capture Name which is not already in use. 
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3.  Pick a File Type: it is possible to specify which file types to include in the search. Searches for 
All Files or Specific Files are available. It is possible to add multiple specific file types. If the 
file type required does not exist it is possible to create one by clicking on View on any File 
Type group and then following the instructions within the Adding a Custom File Type 
section. 

 

  



 Mobile Device Investigator V2.2 User Guide 

 

Page 98 

4.  Select the Capture Options: 
Only detect files (no collection) The original files will not be collected but preview 
thumbnails of images are created. 
File identification method – 
Fast identification identifies file types using the file extension only 
Thorough identification for files without extensions uses file signature analysis to identify 
files that have no file extension and fast identification on those that do 
Thorough identification for all files uses file signature analysis to identify all files. This will 
increase the time the scan takes to run 
Search selected file types in -  
 Archives Searches for all selected file types within archives  
 Documents Searches for all selected file types embedded within Document file types 
 Picture DB files Searches for all selected Picture file types within Windows thumbcache and 
thumbs.db files and Apple ithmb files 
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5.  Select the File Properties for the File Collection: 
File Size The left hand size specifies the minimum file size whilst the right hand size specifies 
the maximum file size. It is possible to specify Bytes, Kilobytes, Megabytes and Gigabytes by 
clicking on the arrows next to the size unit 
Pixel size Limit the pictures collected by setting the minimum pixel width and height 
Created Date Specifies a UTC created date range for the selected file types  
Modified Date Specifies a UTC modified date range for the selected file types 

 

6.  Select the File Source options: 
Entire file system Searches all live files 
Targeted folders May be used to limit the extent of the scan making it run quicker. 
These can be used to limit the search to areas where evidential material is likely to exist. In 
addition, Targeted folders are searched before other folders and are not searched again if 
both Targeted folders and Entire file system are selected. See the Targeted Folder section 
for more details 
Files referenced by artifact records Used to target files referenced by Artifact Captures 
(e.g. email attachments)” 
Deleted Files Targets deleted files for which references can still be found in the file system 
Carve pictures from Unallocated space This searches unallocated space and collects any 
picture files where the file header starts at a sector boundary. When the original size of the 
picture cannot be determined the following occurs: 

• JPG files: the end of file is searched for in the following 30 MB after the header, if 
the end of the file cannot be detected the first 5MB is collected 

• PNG and GIF files: the end of file is searched for in the following 5 MB after the 
header, if the end of file cannot be located no file is carved 

BMP files are fully identified as the file size is in the header 

 

7.  When the required options are selected click the Save button. 
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Adding a Custom File Type 

1.  Within the File Types section click on View on any File Type group and then click the Add File 
Type button to add a new file type. 

 

2.  There are three options available to identify a file: Extension, File Name and Header Byte 
Sequence. It is a requirement to enter at least one of these options and when searching for 
a custom file by file name a header byte sequence has to be added. 

 

3.  Add the file extension by clicking on the Enter extension text box and adding the extension, 
it is not required to add a dot prior to the extension 

 

4.  Add the file name by clicking on the Enter file name text box and adding the file name. A 
header byte sequence also needs to be entered when searching for files using this criteria. 
This allows the addition of custom files that have no file extension, differing names but the 
same header byte sequence such as Windows registry files. 

 

5.  Add the header byte sequence by clicking on the Enter byte sequence text box and entering 
it as a regular expression e.g.- \x17\x00\x00\x00\x53\x43\x43\x41). 
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6.  Add Parser type (document, image, text or video). If unknown - select Default Parser. 

 

Adding Targeted Folders 

1.  Within the File Sources section highlight Targeted folders and click on View >. From here 
click the Include Folder button on the Function Toolbar. 

 

2.  Add the desired folder path represented by a regular expression. It is possible to use .* 
characters to substitute for parts of the path that may vary or be unknown. 
Example .*/desktop/.* 
Example .*/users/.* 
Example /users/.*/ntuser\.dat  
 
When desired paths have been added click OK. 
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Search for Keywords 

When creating any Capture, a Capture Group and name must be provided for the Capture. 

See the Collect Files section for further details. 

Adding Keywords 

 

There are two ways to add keywords. They can be typed in individually or imported from a 

CSV file or text file, both of which can contain multiple keywords. See the section Importing a 

list of keywords for further help with importing keyword lists. 
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Adding a keyword manually 

1.  Keywords can be typed into the Search Expression field. A tag value (0-9) can be assigned 
and a comment (1000 characters maximum) for hits resulting from this keyword. 
 
Adding a keyword will automatically add a new line for further keywords. 
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Importing a list of keywords 

1.  It is possible to import a CSV file containing keywords and optional information about those 
keywords and it is also possible to import a list of keywords from a text file. Within the Define 
Keyword Capture screen press the Import button. This will open a file browser dialog.  

 

2.  Within the file browser dialog select the keyword CSV file and click Open. 
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3.  The CSV file must be in the following format: 
 
The following column is required: 
keyword: the keyword to add 
 
The following columns are optional: 
auto-tag: the tag to automatically assign to keyword hits (numbers 1-9 to only) 
auto-comment: the comment to assign to keyword hits (1000 characters maximum) 

 

4.  The text file must be in the following format: 
 
The text keyword must be on the first row of the text file, one keyword per row thereafter. 

 

5.  Once imported the table is populated with the keywords, and a dialog box is displayed 
showing the number of keywords imported, and if there were any errors, such as duplication 
or improper formatting. 
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Deleting and Clearing Keywords 

1.  To delete a single keyword, highlight the keyword to delete and click the Delete button. 

 

2.  To delete all keywords click the Clear Table button on the function toolbar. 
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Search Scope 

The Search Scope options detail where the capture searches for keywords. 

Keyword Search Scope Options 

 

 

Option Function 

File and Folder Names Keywords are searched for in file and folder names 

File Content and Metadata Keywords are searched for within the content of each file and 
any associated file metadata. The user must define the files to 
be searched by clicking on the Define Files button (see Collect 
Files section) 

Artifact records from other 
Captures 

Keywords are searched for in other Capture results e.g. 
browsing history  
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Options 

The Keyword Options allows the selection of Substring or Regular Expression keyword search 

types and the option to collect matching files. 

Keyword Search Options 

 

 

Option Function 

Substring The keyword is searched for exactly as it is shown in the 
keyword list and can be part of a longer string of data i.e. 
Searching for the character string pot would find any text 
string containing those three (3) letters in that order for 
example pot, pots, potting, potter, spot, spots, spotting, 
spotter, spotted, potent, potentate, teapot, tinpot, etc. 

Regular Expression Allows for complex search terms using the Regular Expression 
search pattern language (See Appendix A - RegEx Cheat 
Sheet) to be entered into the Search Expression field. 

Collect Matching Files Selecting this will collect the file in which the keyword was 
found. 
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Search for Hash Values 

Search for Hash Values Screen 

 

There are three (3) ways to add Hash Values to a Hash Capture. It is possible to hash files 

located in a folder; import a CSV format or text file containing multiple hash values; or import 

a project VIC formatted JSON file. The CSV/text file must contain at least 1 column header 

entitled either md5 or sha1. The CSV file can optionally include columns for file size, category, 

auto-tag and auto-comment (see Import CSV section for further details). Using file sizes for all 

the hash values may shorten the scan time. 
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Add Files  

Mobile Device Investigator can create a hash set from all files in a folder by clicking on the 

Add Files button on the Function Toolbar and navigating to and selecting the folder 

containing the files. 

1.  Within the search for hash files screen click the Add Files button. 

 
 

2.  This will bring up a folder browser dialog, selecting a folder will hash all of the files within that 
folder and any sub folders.  
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3.  After selecting a folder it is possible to automatically assign a tag and comment to all files 
identified during a scan that have hash values matching the files in the folder. Clicking the OK 
button will hash the files in the selected folder. 

 

4.  When all files have been hashed a message will be displayed showing the result of the file 
hashing. 
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Import List 

Click on the Import List button on the Function Toolbar and navigate to the csv or text file. 

The dialog box defaults to search for csv files, choose All Files (*) from the file type selector to 

select a text file. 

1.  Within the search for hash files screen press the Import List button. 

 

2.  The CSV file must be in the following format: 
 
One of the following columns are required: 
md5: hash value as a 32 character hexadecimal string 
sha1: hash value as a 40 character hexadecimal string (base-16 SHA-1) or a 32 character 
string (base-32 SHA-1) 
 
The following columns are optional: 
file size: the size of the file in bytes 
auto-tag: the tag to automatically assign (numbers 1-9 to only) 
auto-comment: the comment to assign to the file (1000 characters maximum) 

 

  



 Mobile Device Investigator V2.2 User Guide 

 

Page 113 

3.  When a CSV file is selected, a message will be displayed if the import has been successful. A 
warning message will be displayed if the CSV file is incorrectly formatted. 
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Import VICS 

It is possible to import Project Vic formatted JSON files containing hash values. Project VIC 

JSON files containing category information will auto-tag matching files during a scan with that 

category number. 

1.  Within the search for hash files screen press the Import VICS button. This will open a file 
browser dialog window for selection of the JSON file. 

 

2.  A message will be displayed showing the outcome of the import. If the JSON format is 
unsupported a warning will appear here. 
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Remove Hash Values 

It is possible to remove all of the hash values stored within a hash value file capture. 

1.  Within the search for hash files screen click the Remove All button. 
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Search for Visual Similarities 

The search for visual similarities Capture allows the identification of visually similar images to 

ones already possessed. When reviewing the output of this Capture pictures will be sorted 

based on how similar they are to the set of pictures possessed, this also has the effect of 

roughly grouping together pictures that are themselves similar even if they do not match any 

of the pictures in the Capture  

Search for Visual Similarities Screen 
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Add Files  

The Capture requires that at least one picture be added. There is no limit on how many 

pictures can be added but it will significantly slow down the scan if a large number of pictures 

are added. 

1.  After providing a Capture Group Name and a Capture Name press the Add Files button. 

 

2.  This will bring up a folder browser dialog, selecting a folder will add any picture files 
contained within it to the Capture, non-picture files are ignored. 
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3.  After selecting a folder a results screen will show how many pictures have been added and if 
there are any errors or warnings (such as a file not being a picture). 
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Remove All Files  

1.  To remove pictures from the Capture press the Remove All button. 
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Reviewing Visual Similarity Results 

1.  The following picture was added to a Search for Visual Similarities Capture. 

 

2.  The folder that was scanned contained an exact copy of this picture, slightly edited versions 
of the picture, pictures of the same building from slightly different angles and pictures of 
the same building downloaded from the Internet. 
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3.  When reviewing the results of this capture the pictures displayed are sorted by PhotoDNA 
score. Pictures that have the highest PhotoDNA score are presented first.  
 
In this example the Capture identified the exact picture as the first result followed by the 
edited picture and those from slightly different angles. Pictures containing similar buildings 
scored highly followed by pictures which scored lower on visual similarity. 
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Editing a File Capture 

It is possible to edit any user created File Capture, it is not possible to edit any default File 

Captures, however, default File Captures can be copied and the copies edited. 

1.  To edit a File Capture, click on Setup Scans on the Home screen and then edit any user 
created Search Profile. Highlighting the File Capture to be edited will reveal an Edit button 
that when clicked allows editing of the File Capture. 
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Deleting a File Capture 

It is possible to delete any user created File Capture, it is not possible to delete any default 

File Captures. 

1.  To delete a File Capture, click on Setup Scans on the Home screen and then edit any user 
created Search Profile. Highlighting the File Capture to delete will reveal a Delete button 
that when clicked deletes the File Capture. 
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Copying a File Capture 

It is possible to copy any user created File Capture and any default File Captures. 

1.  To copy a File Capture, click on Setup Scans on the Home screen and then edit any user 
created Search Profile or create a new Search Profile. Highlighting the File Capture to copy 
will reveal a Copy button that when clicked creates a copy of the File Capture. The 
appropriate File Capture definition view will appear with all of the File Captures current 
settings selected, a new name has to be provided for this File Capture. 
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Exporting a File Capture 

It is possible to export any user created File Capture, it is not possible to export default file 

captures. Exporting a File Capture creates a file with a CAPTURE file extension. This can then 

be imported into another instance of Mobile Device Investigator, this must be the same 

version as the instance used to export the File Capture. 

1.  To export a File Capture, highlight the user created capture to export then click on the 
Export button. This will open a folder browser dialog window to select the location where 
the exported capture will be saved. 

  

2.  After selecting a folder for the capture to be saved to a message will be displayed showing 
the outcome of the File Capture export. 
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Importing a File Capture 

Exported File Captures can be shared and imported into Search Profiles in other instances of 

Mobile Device Investigator, provided the same version of Mobile Device Investigator is used. 

1.  To import a File Capture, click on the Import Capture button within the function toolbar of 
the Define Search Profile screen. This will open a file browser dialog window to select the 
File Capture to import. 

 

2.  After selecting the File Capture to import a message will be displayed showing the outcome 
of the File Capture import. 
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Referenced Files Capture 

The Referenced Files Capture targets files referenced by the P2P, Email, Messages, Recent 

files, Browser Cache and Download History captures. E-mail attachments can be linked to its 

message or a picture to a jump list entry. 

This Capture is located in the Documents file capture group. 

Referenced Files Capture 
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10. Acquiring Android and iOS Devices 

The application can be used to create backups of Android and iOS devices. Backups can be 

scanned using the application at a later date. 

1.  Click on the Backup Android and iOS Devices button on the Home screen. 

  

2.  Select the mobile device to be backed up, clicking on the Source combo box will display a list 
of attached mobile devices. If no device is available but one is connected, clicking the Add 
Phone button will start the process for adding it. 
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3.  Enter a destination for the image. Clicking on the “…” button will show a folder browser 
dialog box to select a destination folder. 

 

4.  Add the name for the backup; a default name is supplied on selecting a device. 
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5.  When all of the details have been entered, clicking the Image button will start the backup 
process. 

 

6.  The backup process will begin. When complete, the user will be informed. Click the OK 
button to return to the Home Screen. 
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11. Mobile Device Screenshots           

Screenshots of iOS and Android mobile devices can be taken when creating a backup or 

scanning a mobile device with a Search Profile containing the Screenshot Capture. 

Screenshots can have user notes associated with them and text identified within the 

screenshot will be extracted. 

The Screenshots Capture is located in the Applications Capture Group: 

Screenshots Capture 

 

Screenshots During Backup Creation 

1.  Click the Image Attached Devices button on the Home Screen 

 

2.  Add the mobile device by clicking on the Add Phone button and following the wizard (see 
adding Mobile Devices section) and selecting it from the Source combo box 
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3.  Enter a Destination for the backup and an Image Name and click the Image button 

  

4.  The Screenshots Capture view is presented, instructions for taking screenshots are present 
within this screen 

  

  



 Mobile Device Investigator V2.2 User Guide 

 

Page 133 

5.  When taking a screenshot by clicking the Take Screenshot button, whatever is displayed on 
your mobile device is captured, the screenshot taken is displayed in the Screenshots Area. 
The name of the screenshot is the value entered in the Screenshot group with an auto-
incremented number appended to the end 

  

6.  To delete a screenshot highlight it in the Screenshots Area and click the Delete button that 
appears 
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7.  Clicking the Home button will return to the Home screen and discard all screenshots. Clicking 
the CONTINUE button will carry out the logical extraction of the mobile device. Clicking the 
FINISH button will save the Screenshots; these can then be processed to extract text content 
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Screenshots During Scan Device 

1.  Click the Scan Devices and Images button on the Home Screen 

 

2.  Add the mobile device by clicking on the Add Phone button and following the wizard (see 
adding Mobile Devices section) and selecting it from the Target Devices list 

 

3.  Select a Search Profile containing the Screenshots Capture. All default Mobile Devices Search 
Profiles contain the Screenshots Capture 
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4.  Enter the Scan Information then click the Scan button to bring up the Screenshots view 

 

5.  Taking screenshots uses the same procedure described in the Screenshots During Backup 
Creation section. There is no Finish button, clicking the Continue button will run the selected 
Search Profile on the mobile device 
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Reviewing Screenshots 

Clicking on Screenshots within the Summary screen will load the Screenshots view. 

Screenshots View 
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1.  The left hand pane shows the Screenshot Group names entered when the screenshots were 
taken 

 

2.  Clicking on a Screenshot Group name will show a gallery of screenshots taken under that 
name 
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3.  Clicking on a screenshot in the gallery will update the Details pane. The Properties tab will 
show details associated with the screenshot such as the name, the date/time the screenshot 
was taken and any user entered comments 

 

4.  The Preview tab will show a full size image of the screenshot 
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5.  The Textual Content tab will show any text information that was extracted from the 
screenshot. The textual content may not accurately reflect the text that was present on 
screen at the time and some text may not have been identified. It is possible to use the 
Search Tables function to search for any text that has been extracted from screenshots. 
Keyword search captures can also search extracted text within screenshots if Artifact records 
from other Captures is selected within the Keyword search capture’s Search Scope 

 

6.  Screenshots can be tagged like any file or record 
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12. Glossary 

Term Meaning 

Artifact A digital record created by a computer process. 

Artifact Capture An automated process that collects and analyzes artifacts on the target 
device. 

Authentication Key A USB device that contains the license file for Mobile Device 
Investigator 

BIOS BIOS (basic input/output system) is the program a personal computer's 
microprocessor uses to get the computer system started after it is 
powered on. 

Carving Recovering data that has been deleted and no longer referenced by 
the file system. This is done by searching for file signatures within 
unallocated space. 

Collection Key A bootable USB device used to conduct a Boot Scan or Live Scan and 
collect and store the scan results. 

Encryption Data encryption translates data into another form, or code, so that 
only people with access to a secret key or password can read it. 

Evidence Image File A forensic image is a container that is used to store a digitally identical 
copy of the target media. 

File Capture An automated process that collects files based on file properties and 
or keywords and or hash values. 

File Extension A file extension is typically 3 characters after the full stop in a file 
name. The extension identifies the file type.  

File Header Generally a short sequence of bytes placed at the beginning of the file 
used to identify the format of the file.  

File System A File System is used to control how data is stored on and retrieved 
from digital storage devices. 

Firmware Firmware is a software program or set of instructions programmed 
onto a hardware device. It provides the necessary instructions for how 
the device communicates with the other computer hardware. 

Gigabyte (GB) A gigabyte (also referred to as GB) is a unit of data equal to 
1,000,000,000 bytes of data. 

Hash  
Hash Value  
Hashing 

A hash value is a numeric value of a fixed length that uniquely 

identifies data. Hash values are useful to prove that computer data has 
not changed or to quickly identify certain known files.  

HTML Hyper Text Markup Language (HTML) is the standard markup language 
for creating web pages and web applications. 
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Term Meaning 

Kilobyte (KB) A Kilobyte (KB) is a unit of data equal to 1,024 bytes. 

Logical Drive A logical drive is a drive space that is created on top of a physical hard 
disk drive. A logical drive is a separate partition with its own 

parameters and functions, and it operates independently.  
A logical drive can also be called a logical drive partition or logical disk 
partition. 

Megabyte (MB) A Megabyte (MB) is a unit of data equal to 1,048,576 bytes. 

Partition A partition is a section of a hard disk that is treated as a separate unit 
by operating systems and file systems. 

Physical Disk A physical disk (also known a hard disk drive) is a data storage 

device used for storing and retrieving digital information using one or 
more rigid rapidly rotating disks (platters) coated with magnetic 
material.  

Pixel The pixel (a word invented from "picture element") is the basic unit of 
programmable color on a computer display or in a computer image 
file. 

Regular Expression 
(Regex) 

Regular expressions enable users to create complex search terms 
following the Regular Expression search pattern language and specify  
what to do when each pattern match is found. 

Search Profile A compilation of Artifact Captures and File Captures used to scan a 
target device. 

Solid State Drive (SSD) A data storage device containing non-volatile flash memory, used in 
place of a hard disk drive for its much greater speed. 

Standalone Viewer Mobile Device Investigator’s tool that enables the export of Scan 
Results for review and analysis on another computer without requiring 
a license.  

Substring A string of characters or symbols that is part of a longer string or 
characters or symbols. 

UEFI (Unified Extensible 
Firmware Interface) 

Unified Extensible Firmware Interface (UEFI) is a specification that 
defines a more modernized model for the interface between 

computer operating systems and platform firmware during the boot, 
or start-up, process. 

Unallocated Unallocated clusters (also referred to as unallocated space or free 
space) are the available drive storage space that is not allocated to file 
storage by a volume. Unallocated clusters can be a valuable source of 
evidence in a computer forensics examination because they can 
contain deleted files or remnants of deleted files created by the 
Operating System and / or computer users. 

USB (Universal Serial Bus) A hardware interface for attaching peripherals to a computer.  
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Term Meaning 

Volume A volume or logical drive) is a single accessible storage area with a 
single file system, typically (though not necessarily) resident on a single 
partition of a hard disk. 
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Appendix A - RegEx Cheat Sheet 

 

 


