NN
7 \L/I

T 7 >N\

I\JL

¥Rosoka ADD-ON

Triage-G2

User Guide

Version 5.2




\JI” Triage-G2 V5.2 User Guide

Contents

1. INTRODUCTION ...ttt s s sa st a e sb s sa s e b e saaeaes
2. INSTALLATION ..o e s bbb e s b e s s s sba e saa s
3. USER INTERFACE ...ttt s s bbb st bessa e b s eaaeeae
] I T
5. PREPARING A COLLECTION KEY....uiiiiiiiiiiiiiie s
6. BIOS/UEF| ...ttt ettt et st h et st b et st s bbbt bt be s eneene
7. L2101 Y O O
8. RAM DUMP .ottt e st r s s b e ba e eaae s
9. LI T O
10, DESKTOP SCAN ....oiiitiiiiiieti et bbb sb et sa e st e e sa e e s be b b e be b e aaesaae s
11, REVIEW SCAN RESULTS ..oetiiiii ittt s s s s s b sba e
12, REPORTING ...ttt e s a e b e b s sa e eb e sa e eas bt e bbb st saae s
13. MANAGING AND CREATING SEARCH PROFILES .......coiiiiiiiiiiiiii i
14. MANAGING AND CREATING FILE CAPTURES.......ciiiiiiiiiiii ittt
15. IMAGING COMPUTERS AND OTHER STORAGE DEVICES........cccciiiiiiiiiiiiiiiiiic i
16.  MOBILE DEVICE SCREENSHOTS ...ttt

B 10 AL L

APPENDIX A - BIOS ACCESS KEYS

APPENDIX B - REGEX CHEAT SHEET

Page 1



I Triage-G2 V5.2 User Guide

1. Introduction

Triage-G2 is the latest evolution of ADF's award winning media exploitation tool which is
deployed by Special Forces, military and intelligence agencies worldwide. The tool has a
proven track record supporting site exploration operations (including DOMEX, MEDEX, and
bio-metric identity).

Designed for non-technical operators, a simple two-step process is all it takes to rapidly scan,
extract, and analyze critical intelligence from computers and digital devices. The tool can be
deployed on a small, portable USB key and does not require dedicated computer hardware.

Triage-G2 full kit contents are as follows:

Triage-G2 Full Kit Contents

Portable Case

USB Collection Key — Corsair GTX 256GB SSD

4 Port USB Hub

Boot CD

CD Opener

USB Extension Cable

Installation Reference Booklet

Triage-G2 Pro - Mobile Device Module

The mobile device module of Triage-G2 Pro requires the installation of drivers to allow the
application to communicate with connected devices over USB:

System Requirement

Apple i0S Install the drivers supplied with the ADF Smartphone Driver
Pack Installation

Google Android drivers https://developer.android.com/studio/run/win-usb

Samsung Android drivers https://developer.samsung.com/galaxy/others/android-usb-
driver-for-windows

Other Android brands If your smartphone is not detected by Windows, please
download the appropriate OEM drivers for it.
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Technical Specification
A technical specification document is available and can be found at the following location:

https://www.adfsolutions.com/technical-specifications

User Guide
The latest version of this user guide can be found at the following location:

https://www.adfsolutions.com/product-user-guides
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2. Installation

Triage-G2

Triage-G2 is designed to run on the following computers:

V5.2 User Guide

Operating System

Minimum System Requirements

Windows 7 64-bit

8GB of RAM, 20 GB of free hard drive space
(16GB of RAM with Rosoka Add-on)

Windows 8.1 64-bit

8GB of RAM, 20 GB of free hard drive space
(16GB of RAM with Rosoka Add-on)

Windows 10 64-bit

8GB of RAM, 20 GB of free hard drive space
(16GB of RAM with Rosoka Add-on)

During the installation, a prompt will appear to install the Microsoft Windows Assessment
and Deployment Kit (WADK) 10 which is required for boot scans. To do this, the computer
must be connected to the internet. Instructions for online installation can be found after the

offline instructions. When installing on a computer that has no internet connection, follow
the Windows ADK Offline Installation instructions first.
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Offline ADK Installation

1. On a computer connected to the Internet go to wadk.adfsolutions.com to download the
adksetup.exe. Execute adksetup.exe which will continue the installation process. When
prompted to specify a location - Choose Download for installation on a separate computer.
Approximately 3.9 GB of space will be required. Save the downloaded files on a removable
device

#2 Wind and Deployment Kit - Windows 10 - X

Specify Location

O Install the Windows Assessment and Deployment Kit - Windows 10 to this computer

Install Path:

ws Kits\10' Browse.

® Download the Windows Assessment and Deployment Kit - Windows 10 for i ion on a C

Download Path:

Estimated disk space required: 39GB
Disk space available: 2004 GB
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2. Choose the Privacy Options desired and accept the License Agreement by clicking on the
Accept button.

ﬂ Windows Assessment and Deployment Kit - Windows 10

Windows Kits Privacy

Windows 10 Kits collect and send usage data to Mi ft about how our use Mi ft
programs and about some of the problems they encounter. Microsoft uses this information to improve the
products and features. Participation in the program is voluntary, and the end results are software improvements
to better meet the needs of our customers. No code or software produced by you will be collected.

Tell me more about the Windows 10 program.

Send anonymous usage data to Microsoft for the Windows 10 Kits?

© Yes
® No

* Selecting Yes applies to information collected for this download session only.
Privacy Statement

ﬂ Windows Assessment and Deployment Kit - Windows 10

License Agreement

You must accept the terms of this agreement to continue. If you do not accept the Microsoft Software License
Terms, click Decline.

MICROSOFT SOFTWARE LICENSE TERMS

and Kit (ADK) for 10
Microsoft Windows Hardware Lab Kit (HLK) for Windows 10
Microsoft Windows Driver Kit (WDK) for Windows 10

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of
its affiliates) and you. Please read them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

« updates,

+ supplements,

« Internet-based services, and

« support services,
for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

If you comply with these license terms, you have the perpetual rights below.

1. INSTALLATION AND USE RIGHTS.
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3. On the offline computer, navigate to the download on the removable storage device and
execute the installer adksetup.exe.
P = DriveTools My USB Storage (F:) - [m] X
Home Share View Manage A o
: [ o E- |1
* U & « Moveto = X Delete v 0 V4 = .‘:‘H selectall
) » W y v { ] Select none
Plnal(o“Qsl:I(k Copy Paste o) ICopyto~ m]i Rename f?l?e’r Propfrtles & invert selection
Clipboard Organize New Open Select
&« v N o > ThisPC > MyUSB Storage (F:) » v & | Search MyUSB Storage (F:) P
> 4 Downloads A O Name & Date modified Type Si
>4 Music Installers 10/13/20168:27 AM File folder
> & Pictures O adksetup.exe 10/13/20168:14AM  Application
> M Videos UserExperienceManifest.xml 10/13/2016 8:27 AM XML Document
> & 05(Q) File description: Windows Assessment and Deployment Kit - Windows 10
> « ChildX (D:) Company: Microsoft Corporation
File version: 10.1.10586.0
> < Demolntel (E) Date created: 10/13/2016 8:20 AM
> o MyUSB Storage Size: 1.58 MB
> & USB Drive (G:)
> < Work Files (H:)
> o APOLLO (1) v <
3items
4, Accept default installation path and click Next

C:\Program Files (x86)\Windows Kits\10\

Estimated disk space required:
Disk space available:
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5. Choose the Privacy Options desired and accept the License Agreement (as shown above)
and then select the following features to install - Windows Preinstallation Environment
(Windows PE) and Deployment Tools - Click the Install button.

y Windows Assessment and Deployment Kit - Windows 10 - X
Select the features you want to install
Click a feature name for more information.
[ Application Compatibility Tools Windows Preinstallation Environment
Deployment Tools (Windows PE)
[[Jimaging And Configuration Designer (ICD) Minimal operating system designed to prepare a computer
[] configuration Designer for installation and servicing of Windows.
[ user state Migration Tool (USMT) Includes:
[[] volume Activation Management Too! (VAMT) + Windows PE (x86)
[[] windows Performance Toolkit * Windows PE (AMD64)
[[] windows Assessment Toolkit Requires the following f
[[] Microsoft User Experience Virtualization (UE-V) Template Ger
[[] Microsoft Application Virtualization (App-V) Sequencer = E—o
E] Microsoft Application Virtualization (App-V) Auto Sequencer
[[] Media eXperience Analyzer
Estimated disk space required: 5.7 GB
Disk space available: 14.0GB
< >
Back | I O Install | | Cancel
6. Once complete proceed to Online Triage-G2 Installation instructions.
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Online Triage-G2 Installation

V5.2 User Guide

http://www.adfsolutions.com/Downloads.

1. Locate and execute the program installer called TG2-xxxxxx.exe (where xxxxxx represents
the version number). The latest installer program can be found on the web page

button to view the License Agreement. Click Install to start.

2. Follow the installation wizard instructions — Click the licensing and terms and conditions

15 ADF Triage-G2

ADF Triage-G2

Installation

| licensing terms and conditions,

I U This apelication will install ADF Triage-G2 in your computer Please read
‘ the

INSTALL

By clicking INSTALL you agree to the licensing terms and conditions.
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3. If the Windows 10 ADK if it is not installed the program prompts to do so— click the Yes
button to install this.
153 ADF Triage-G2
ADF Triage-G2
T 7>/

[ NO ] YES

4, Instructions will be displayed detailing how to install the Windows 10 ADK. Click the OK

button in this window — a file entitled adksetup.exe will be downloaded. Locate this

downloaded file and execute it.

15 ADF Triage-G2

ADF Triage-G2

button the file called adksetup.exe will download.

&n, you can uncheck

everything but the “Windows Preinstallation Environment® option and
finish the install.
Cnice the installation is finished, come back to this installer

OK
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5.

Accept default installation path and click Next

72 Windows Assessment and Deployment Kit - Windows 10 - s

I
Specify Location

® Install the Windows Assessment and Deployment Kit - Windows 10 to this computer
Install Path:

C:\Program Files (x86)\Windows Kits\10\ Browse...

O Download the Windows Assessment and Deployment Kit - Windows 10 for installation on a separate computer
Download Path:

C:\Users\Rich\Downloads\Windows Kits\10\ADK Browse.

Estimated disk space required: 66GB
Disk space available: 177.7G8

Choose the Privacy Options desired and accept the License Agreement.

#2 Windows Assessment and Deployment Kit - Windows 10 - X

Windows Kits Privacy

Windows 10 Kits collect and send anonymous usage data to Microsoft about how our customers use Microsoft
programs and about some of the problems they encounter. Microsoft uses this information to improve the
products and features. Participation in the program is voluntary, and the end results are software improvements
to better meet the needs of our customers. No code o software produced by you will be collected.

Tell me more about the Windows 10 program.
Send anonymous usage data to Microsoft for the Windows 10 Kits?

O Yes
® No

* Participation applies to all Windows Kits installed on this computer.
Privacy Statement

#2 Windows Assessment and Deployment Kit - Windows 10 - X

License Agreement

You must accept the terms of this agreement to continue. If you do not accept the Microsoft Software License
Terms, click Decline.

MICROSOFT SOFTWARE LICENSE TERMS A

and Kit (ADK) for 10
Microsoft Windows Hardware Lab Kit (HLK) for Windows 10
Microsoft Windows Driver Kit (WDK) for Windows 10

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of
its affiliates) and you. Please read them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

+ updates,

« supplements,
+ Internet-based services, and

* support services,
for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

If you comply with these license terms, you have the perpetual rights below.

1. INSTALLATION AND USE RIGHTS.
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7. Select the following features to install - Windows Preinstallation Environment (Windows
PE) and Deployment Tools - Click Install. It is possible to learn more about the Windows
Assessment and Deployment Kit after installation has completed.

£ Windows A and Depl Kit - Windows 10 _ X

Select the features you want to install

Click a feature name for more information.

[] Application Compatibility Tools Deployment Tools
Size: 949 MB
(] windows Prei i i i PE) Tools to ¢ ize and manage Wind images and to

[Jimaging And Configuration Designer (ICD) automate installation.

[C] configuration Designer Includes:

[[J user state Migration Tool (USMT) « Deployment Image Servicing and Management

[T] volume Activation Management Tool (VAMT) (DISM) tool. To use DISM cmdlets, PowerShell 3.0
N B must also be installed.

(] windows performance Toolkit + OEM Activation 2.4 and 3.0 Tools.

[] windows Assessment Toolkit * Windows System Image Manager (SIM).

OSCDIMG, BCDBoot, DISMAPI, WIMGAPI, and other

|:] Microsoft User Experience Virtualization (UE-V) Template Gen tools and interfaces.
D Media eXperience Analyzer
Esti d disk space required: 5.7GB
Disk space available: 105.0 GB
< >
Back || %mstal || cancel

£ Windows A snd D Kit - Windows 10 _ X

Welcome to the Windows Assessment and Deployment Kit -
Windows 10!

[J Learn more about the Windows Assessment and Deployment Kit
Check this box to explore the Windows ADK documentation on MSDN.
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8. Once the WADK is installed return to the Triage-G2 installer and click on Yes. To install

common Android and iOS USB drivers select the checkbox, clicking Finish will complete the
installation.

15 ADF Triage-G2

ADF Triage-G2
nwanle
NO | YES
153 ADF Triage-G2 ®

ADF Triage-G2

Finished
7S

U : The application was installed successfully and will now be started

Instzll commen Android and i0S USE drivers

| FINISH
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ADF Smartphone Driver Pack Installation

1.
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process.

Selecting the option to install common Android and iOS USB drivers during the installation
of Mobile Device Investigator will start the ADF Smartphone Driver Pack installation

2.

1) ADF Smartphone Driver Pack Setup - X

ADF Smartphone Driver Pack

Welcome

Setup will install ADF Smartphone Driver Pack on your computer. Click install to continue,
options to set the install directory or Close to exit.

Ginstall Close

A progress bar will be displayed showing the progress of the installation. The user may be

requested to confirm the installation of some drivers.

1) ADF Smartphone Driver Pack Setup

ADF Smartphone Driver Pack

Setup Progress

Processing:  ADF INF Drivers

Cancel

A prompt will appear when installation is complete, clicking the Close button will end the

installation process.

1) ADF Smartphone Driver Pack Setup = X

ADF Smartphone Driver Pack

Installation Successfully Completed

Close
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Automatic Software Update

Internet connected workstations will check for new versions when the application is started.
When a new version is detected the latest version will be downloaded. When closing the
application a prompt will appear to install the latest version or keep the current version on

the workstation.

Automatic Software Update

A newer version 5.0.0 of the application is available. Are you ready to install?

—

Clicking the Yes button will install the latest version, clicking the No button will leave the

current version on the workstation.
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3. User Interface

When executing the program the Home Screen is displayed, from here it is possible to access
all the functions of Triage-G2.

Triage-G2 Home Screen

2Ix]

ADF Triage-G2 PRO

@ Scan Devices and Images

Scan Android/iOS devices, memory cards, external hard drive, flash drive, folder or drive image

Ca Prepare Collection Key

Scan target computers with the USB Collection Key

@ Image Attached Devices

Image hard drives, connected media and perform an advanced logical acquisition of an Android/iOS device

=1 Review Scan Results

Analyze scan results and create reports

@ Setup Scans

Create and edit Search Profiles

% Settings
Configure application's settings

User Guide

Open user guide in external viewer

Scan Devices and Images

This option enables the scanning of hard drives, USB devices, memory cards, forensic images
(EO1 and dd), folders, network drives, mobile devices and backups of mobile devices.

Prepare Collection Key

This option enables the creation of a bootable USB Collection Key containing Search Profile(s)
in order to conduct live or boot scans on target computers.

Image Attached Devices

This option enables the creation of forensic images of attached devices such as hard drives,
USB devices or memory cards. It is possible to create backups of Android and iOS devices.
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Review Scan Results

This option enables the user to review and analyze scan results.

Setup Scans

This option enables the creation and editing of Search Profiles and Captures.

Settings
This option allows the user to specify the default locations of Search Profiles, scan results,

exported reports and the license backup. Tag names can also be modified here. It is also
possible to view and delete backed up licenses.

User Guide

Selecting this option will open a PDF copy of this user guide.
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4. Settings

The settings view stores details relating to licenses, tags, scan information fields and data
paths.

Settings View

. Settings

Licenses for Computer ID: AXZ-CRR-CFK-ARC-XXF

s2wjnaah10041Im 2020112/31 1234

Software Update
Your application is up-to-date
Default Scan Results Tags
0-Level0
B i-caa
2-CatB
B :-cac
W 4-teels
W s-tees
W 6-Leveis
W 7-tevel7
W s-tees
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Backed-up Licenses

Backed-up Licenses

Licenses for Computer ID: AXZ-CRR-CFK-ARC-XXF

07bc0c07442a430e 2020/12/01 1209

PRODUCT ADF Digital Evidence Investigator

EXP 2020/12/01

SUPPORT 1209

SUPEXP 2020/12/01

KEYSN 07bc0c07442a430e

MODULES smartphone,2020/12/01

s2wjnaah201361x 2020/12/01 1209 B v
Delete  Expand

s2wjnaah100411m 2020/04/30 0001

The Computer ID can be used with an electronic license file stored on your computer. This
can be generated by contacting ADF and should be placed in ProgramData\ADF Solutions
Inc\v4\LicGen. The electronic license file negates the requirement for a license to be stored
on a USB device connected to the workstation.

A list of licenses that have been backed up are displayed. By highlighting a license it is
possible to delete it by clicking the Delete button that appears when highlighted.

Clicking the Expand button will display further details about the license such as the product
and modules the license is valid for.

Software Update

Software Update

Software Update

Your application is up-to-date.

Details of available software updates will be displayed here.

Page 19



M
7 \LI

Default Tag Names

Triage-G2

V5.2 User Guide

Default Tag Names

Default Scan Results Tags

This option enables the allocation of a default Tag Name for each of ten (10) available tags.
Tags are described further in section 11 of this guide. Changes to the default tag names will
not be applied retrospectively to previous scan results. To rename a tag double click on the
highlighted name and type in the new name or click on the Rename button. In subsequent
scan results the new tag names will be available.

Default tag names can also be changed by editing the config.json file (\Users\<User
Account>\AppData\Loca\ADF Solutions Inc\ ADF Triage-G2\config.json). Within the “Tags”
section of the JSON file editing the “name” value of the appropriate “level” will change the

Default Tag value within the application when it is next started.

Editing Default Tag Names Within config.json

"Tags": [

"level™:

"name":

"Level 0"

~

"name":

"name":

"name":

"level”: 1,
"Cat A"

"level”: 2,
"Cat B"

"level™:
"Cat C"

Default Scan Results Tags

0-

Level 0

BB

_ER

CatA

CatC

W

Level 4
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Scan Information Fields

Scan Information Fields

Scan Information Fields

Prompt for the following scan information before a scan

Scan Name NA v
Scan Date NA v
Scan Time NA

By default, at the start of a scan, the user is requested to input a scan name, a scan date and
a scan time. If additional fields are required for all scans, these fields can be defined here by
specifying the name of the field in the row containing the prompt “Enter new field name...”.
Any field with the mandatory check box selected must be completed prior to the scan
commencing.

Data Paths
Data Paths
Search Profiles* C:\ProgramData\ADF Solutions Inc\v4\SPro
Scan results* C:\Users\Stuart\Documents\ADF\Scan Results
Android/iOS backup*  C:\ProgramData\ADF Solutions Inc\v4\phone_backup

Exported reports* C:\Users\Stuart\Desktop

C:\ProgramData\ADF Solutions Inc\v4\LicBackup

C:\ProgramData\ADF Solutions Inc\v4\Whitelists

The default locations (as shown below) of Search Profiles, Scan Results, Mobile Device
Backups, Exported Reports, License Backup and Whitelists can be changed via the folder
browser dialog button.

Default Paths can also be changed by editing the config.json file (\Users\<User
Account>\AppData\Local\ADF Solutions Inc\ ADF Triage-G2\config.json). Within the "Paths"
section of the JSON file editing the "value" value of the appropriate “name” will change the
Default Path value within the application when it is next started.
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Setting Default Location
Search Profiles C:\ProgramData\ADF Solutions Inc\v4\SPro
Scan Results C:\ProgramData\ADF Solutions Inc\v4\ScanResults
Android/iOS backup C:\ProgramData\ADF Solutions Inc\v4\phone backup
Exported Reports C:\Users\<user>\Desktop
License Backup C:\ProgramData\ADF Solutions Inc\v4\LicBackup
Whitelists C:\ProgramData\ADF Solutions Inc\v4\Whitelists

Search Profiles
Search Profiles contains default and user created Search Profiles for Triage-G2.
Scan Results

Scan Results contains scan results of scans carried out by the desktop application and any
scan results imported from Collection Keys.

Android/iOS backup

Backups created with Triage-G2 Pro will be stored here.

Exported Reports

Exported Reports default to the user’s Desktop for ease of access.
License Backup

License Backup contains a backup of any licenses used with Triage-G2.
Whitelists

Whitelists incorporated into Search Profiles will be stored here and can be used within other
user created Search Profiles.
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5. Preparing a Collection Key

Preparing a Collection Key will make any USB storage device, a bootable USB device. A
prepared Collection Key enables the booting of the majority of powered off personal
computers or conduct a live scan of a powered-on computer running the Microsoft Windows
operating system. Search Profile(s) and an operating system may be copied to the Collection
Key during Collection Key preparation. Prepared Collection Keys have a volume name of CKY.

How to Prepare a Collection Key

1. Insert a USB storage device that will be prepared as a Collection Key
Select Prepare Collection Key.

g Prepare Collection Key

Scan target computers with the USB Collection Key ’

2. When preparing a Collection Key for the first time a warning message will displayed stating
that the first time a collection key is prepared it can take a longer time than usual,
subsequent Collection Key preparation will be quicker.

Warning

Preparing a Collection Key for the first time can take up to 30 minutes. Successive preparations are much faster. Please do not
interrupt this process. Proceed?
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Choose between having no predefined Search Profile(s) on the Collection Key or having
Predefined Search Profile(s) on the Collection Key. No Predefined Search Profile requires
Search Profiles to be created at the time of the scan.

Select the Search Profile(s) to be available on the Collection Key.

Select the USB Device(s) to be prepared as Collection Key(s).

Ensure the correct USB Device(s) is selected as all existing data will be deleted.

Click on Prepare.

. Search Profiles Collection Keys

No predefined Search Profile. The user will select the Captures at the time of scan

CKY (D:) Samsung Portable SSD T3 SCSI Disk ...

® Predefined Search Profiles

Quick - Saved Credentials

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE
RUNNING. Runs Saved Credentils capture only.

Quick - General Profiing

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email, P2P and
Saved Credentials, searches for anti forensic traces, social media traces, remote access traces, fles in th.
Quick - G2

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding emails, P2P.
captures and Saved Credentials, collects pictures and videos in browser caches, searches for ant-forensic.
Quick - Collection - iOS Backup

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files from an i0S backup.

Mobile Devices - General Profiling

Comprehensive scan - Runs all relevant mobile device artfact Captures, collects allocated, and embedded
pictures, videos and frames from videos over S00MB and Office Documents using the Thoroug.

Mobile Devices - G2

Comprehensive scan - Runs all relevant mobile device artfact Captures, collects allocated, and embedded
pictures, videos and frames from videos over S00MB and Office Documents using the Thoroug.

Intermediate - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding P2P captures and
Saved Credentials, collects pictures, video frames, and Office documents in user folders. Searches for ant

Intermediate - G2

4.

Unplug USB device when prompted. On some occasions it is not possible to eject the disk, a
warning message will be displayed in these instances. The Collection Key is now prepared.

. Search Profiles Collection Keys

®  No predefined Search Profile. The user will select the Captures at the time of scan
Predefined Search Profiles

Quick - Saved Credentials

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE
RUNNING. Runs Saved Credentials capture only.

Quick - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email, P2P and
Saved Credentials, searches for anti forensic traces, social media traces, remote access traces, fles in th
Quick - G2

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding emails, P2P
captures and Saved Credential, collects pictures and videos in browser caches, searches for anti-forensic.
Quick - Collection - i0S Backup

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files from an iOS backup.

Mobile Devices - General Profiling

C scan - Runs allrelevar device artifact Captures, collects allocated, and embedded
pictures, videos and frames from videos over S00MB and Office Documents using the Thoroug.

Mobile Devices - G2

[< scan - Runs all device artifact Captures, collects allocated, and embedded
pictures, videos and frames from videos over S00MB and Office Documents using the Thoroug.

Intermediate - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding P2P captures and
Saved Credentials, collects pictures, video frames, and Office documents in user folders. Searches for ant.

Intermediate - G2
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6. BIOS/UEFI

Most target computers will have to be configured to boot from the Collection Key. Computer
manufacturers facilitate two ways to do this. Within the BIOS or UEFI firmware setup there is
generally a boot sequence area where the computer may be configured to boot from a
removable device first or alternatively many manufacturers provide a single use boot menu.
Access to either the BIOS/UEFI setup or the single use boot menu is achieved by a user
repeatedly pressing a hotkey on start up. The precise hotkey needed varies from
manufacturer to manufacturer and model to model. Prior to booting, operators should
research the appropriate manufacturers website to establish how to boot from a removable

device.

Triage-G2 will boot computers with UEFI Secure Boot enabled.

Steps to take control of the target computer BIOS/UEFI

1. Research Bios/UEFI Hotkey and use it (see Appendix A - BIOS Access Keys).

2. Locate the boot menu and reorder to boot from:
Removable Device (sometimes referred to USB HDD or similar)
CD-ROM Drive
Hard Drive

+Removable Devices

_/'
Enter
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3. Save the changes and exit.
Boot to USB.

Exit Saving Changes

Setup Confirmation

Save configuration changes and exit now?

= (Mo)

NOTE: the USB Collection Key might have to be connected in order for the removable devices
option to appear.
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Steps to take control of the target computer - Single Use Boot Menu

1. Establish the hotkey to access the Single Use Boot Menu, turn on the computer and
repeatedly press the hot key until the menu appears then choose the Collection Key from
the list.

Network boot from AMD Am79CI70A
+Hard Drive
+Removable Devices

Network boot from AMD Am79CI970A #2

<Enter Setup>

NOTE: the USB Collection Key may have to be connected in order for the removable devices

option to appear.

Fast Boot / Ultra-Fast Boot enabled computers

Fast Boot is a feature of UEFI enabled computers that allows a computer to boot faster. The
following booting issues are created when Fast Boot or Ultra-Fast Boot are enabled on the
target computer:

1. Fast Boot - Booting from USB Device disabled

2. Ultra-Fast - Booting from USB device disabled as well as access to the UEFI Firmware
settings.

Fast Boot can be turned off by accessing the UEFI firmware via the appropriate hotkey and
modifying the Fast Boot configuration. Please consult the relevant computer manufacturers
web site for details on how to modify this setting.
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Inadvertent boot to Windows 8/10

If the UEFI firmware settings cannot be accessed or Windows has been inadvertently booted
here are the steps to restart automatically and access UEFI Firmware settings.

1. Hold down the shift key and select restart computer. This method also works if Windows
8/10 is not signed into, and the login screen is displayed allowing access to the restart menu
option. If the computer signed in automatically click the Restart option from the Start menu
while holding the shift key down.

2. While shutting down Choose Troubleshoot from the menu options.

Choose an option

Continue Troubleshoot

d continue to Windows 8 Re your PC, or use
advanced t

Turn off your PC

Use another operating
stem

ue with another installed version
dows

Refresh your PC

If your PC isn't running well, you can
refresh it without losing your files

Reset your PC

If you want to remove all of your files,
you can reset your PC completely

Advanced options
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4.

Select UEFI Firmware Settings.

© Advanced options

System Restore

System Image
Recovery

Reco using a specifi

Automatic Repair

Command Prompt
nmand Prompt for
troubleshooting

UEFI Firmware
ettir

Windows Startup
Settings

Ch:

5.

Choose restart to UEFI Settings. The computer will restart and allow access to the UEFI

Firmware settings.

© UEFI Firmware Settings

Restart to change UEFI firmware settings
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Apple Mac Computers

1. On an Apple Mac computer insert the Collection Key and as soon as the start up chime is
heard, press the Option Key and hold it down until the Apple Startup Manager is displayed —
as shown below.

S anEEE8880
LGOI IEIE O
EHbldoidodoaaann
o Lo fefefo g d o)
N 3 K G N -
. . = o JE L

2. The Apple Startup Manager is displayed — selecting either Windows or EFI Boot will boot to
the Collection Key.

MacOSX Windows EF1 Boot

N

= Choose Network... =
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7. Boot Scan

When conducting a boot scan Triage-G2 is forensically sound. This means that no changes are
made to the target media.

When booting to the Collection Key Triage-G2 will automatically launch the application to
scan the computer. No user input is normally required within the Windows Boot Manager. In
situations where the computer does not boot successfully, pressing F8 and accessing
Windows Safe Mode could be an option.

Windows Boot Manager

windows Boot Manager

Choose an operating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

ADF BOOT - BIOS

To specify an advanced option for this choice, press F8.

Seconds until the highlighted choice will be started automatically: 3

Tools:

windows Memory Diagnostic

ENTER=Choose TAB=Menu ESC=Cance]l
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Scan Computer

1. There are two options available: Scan Computer and Image Computer. To proceed with the
boot scan click on Scan Computer. See section 15 for further details on imaging a computer.

Cq Scan Computer

Scan this computer and any attached devices

@ Image Computer

Image this computer and any attached devices
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A Collection Key that is created with no Predefined Search Profile will require a Search Profile
to be created prior to running a scan.

No Predefined Search Profiles

. Target Devices
(&) ssooomo02-15810a 465868

Data (D) NTFS 4658G8

joned space 20MB

)

),

ML

Crucial CT250MX2005SD1 232.9GB

o)

FS 232.9GB

joned space 22MB

Captures Scan Information

D APPLICATIONS 0/1

January

> CHILD EXPLOITATION 0/8

> USER DATA 0/5

D WEB BROWSERS 0/7

1. Select the target device(s)

Physical Drives are denoted by a hard disk icon

Logical volumes are listed beneath the physical drive entry
Attached devices are denoted by a flash drive icon
Bitlocker/FileVault 2 volumes are flagged (volume will be disabled if not decrypted).

< Target Devices
VMware, VMware Virtual S

v (@
SCSI Disk Device 50GB

v| NTFS 49.5GB

v| NTFS 475.0MB

v| Unpartitioned space 3.4MB
N Corsair Flash Voyager USB
EJ Device 992MB

C: 992.0MB

v| Unpartitioned space 16.5KB
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Create the Search Profile -

Captures are displayed in the centre pane within Capture groups (Applications, Child
Exploitation etc.). Captures that have been hidden prior to the Collection Key being created will
not be present here.

Select the desired Captures by clicking on the checkbox next to them.

Clicking on a Capture group will display the option to Collapse the group, clicking on a collapsed
group will give the option to expand the group

Captures

APPLICATIONS 0/1

CHILD EXPLOITATION 0/8

COMMUNICATION 0/8

DEVICE DATA 0/10

>
>
>
>
v

DOCUMENTS 0/4
Office Documents Comprehensive - speed optimized
Office Documents Comprehensive thorough ID
Office Documents in User Profiles
Referenced Files

INTEL KEYWORDS 0/12

MULTIMEDIA 0/21

USER DATA 0/5

AR VAR VERNVE

WEB BROWSERS 0/7

Enter scan information

The Scan Name field defaults to the word Scan followed by a real-time date and timestamp but
is user modifiable — TIP: Customize the name so the results are easily identifiable in Review Scan
Results.

The Scan Date and Time fields are populated by querying the system clock of the device about
to be scanned and can be modified to reflect the actual time if the system clock is incorrect.

It is possible to supply a label for each device within the label field below the scan time field.
This will allow easier identification of devices within the scan results.

Scan Information
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Duplicate Captures

When selecting multiple Captures a warning will be displayed if any of these Captures appear
to duplicate work carried out by another Capture, this will result in a scan taking longer than

necessary to complete.

Duplicate Capture Warning

Warning

The following Captures are targeting the same files
and may result in a longer scan. We recommend
deselecting the overlapping Captures:

MULTIMEDIA > Collect Deleted Pictures from Unallocated I
MULTIMEDIA > Pictures - with EXIF Data (Picture)
MULTIMEDIA > Pictures - with GPS Location Data (Picture)
MULTIMEDIA > Pictures Comprehensive - speed optimize...
MULTIMEDIA > Pictures Comprehensive Thorough ID no c...

PROCEED CANCEL

Clicking the Proceed button will continue the scan with the current overlapping Captures,
clicking the Cancel button will allow overlapping Captures to be deselected.
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Predefined Search Profiles

A Collection Key that is created with Predefined Search Profile will have them available to
select prior to running a scan.

Predefined Search Profiles

Target Devices Search Profile Scan Information
[y VMware, VMware Virtual S
< SCSI Disk Device 50GB

v| NTFS 49.5GB

ScanName*  Scan 2020-01-08 10-54-43

® Quick - General Profiling

Scan Date *
USE ONLY ON THE SYSTEM DRIVE OF 2020 Jan 08

v| NTFS 475.0MB COMPUTERS - Runs all Artifact Captures

v| Unpartitioned space 3.4MB
Mobile Devices - General Profiling

Scan Time* 10 54 43

Comprehensive scan - Runs all relevant
mobile device artifact Captures, collect

. Rt Test
Intermediate - General Profiling
USE ONLY ON THE SYSTEM DRIVE OF _ -
COMPUTERS - Runs all Artifact Captures.. ER———
Comprehensive - General Profiling

Runs all Artfact Captures, excluding P2P Label for \/Mwar]QVM...I S SCSI Disk Device

captures and Saved Credentials, collect

1. Select the target device(s)
Physical Drives are denoted by a hard disk icon
Logical volumes are listed beneath the physical drive entry
Attached devices are denoted by a flash drive icon
Bitlocker/FileVault 2 volumes are flagged (volume will be disabled if not decrypted).

. Target Devices

' VMware, VMware Virtual S
A \ SCSI Disk Device 50GB

v| NTFS 49.5GB
v| NTFS 475.0MB

¥| Unpartitioned space 3.4MB

N ' Corsair Flash Voyager USB
EJ Device 992MB

C 992 OMB

v Unpa'ﬁﬁoned space 16.5KB
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2. Select the Search Profile -
Select the desired Search Profile from the list of Search Profiles added to the Collection Key
by clicking the radio button next to the desired Profile.
Search Profile
® Comprehensive - Child Exploitati..
Runs all Artifact Captures excluding Saved
Credentials, collects allocated, embedded...
3. Enter scan information

The Scan Name field defaults to the word Scan followed by a real-time date and timestamp
but is user modifiable — TIP: Customize the name so the results are easily identifiable in
Review Scan Results.

The Scan Date and Time fields are populated by querying the system clock of the device
about to be scanned and can be modified to reflect the actual time if the system clock is
incorrect.

It is possible to supply a label for each device within the label field below the scan time field.
This will allow easier identification of devices within the scan results.

Scan Information

SeanName*  Scan 2018-09-18 20-20-29

Label for VMware, VM..I S SCSI Disk Device

System Drive

Label for Corsair Flash Voyager USB Device

Corsair USB
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Adding Keywords

Prior to commencing a Boot Scan it is possible to add additional keywords to both predefined
and created on-the-fly Search Profiles. Only substring keywords can be entered.

1. Within the Captures/Search Profile pane, click the Add Keywords button.

Search Profile

2. A new section will appear, a default Capture Group Name will be entered along with a default
Capture Name, it is possible to change these values.

New Keyword Search Capture

Capture Group Name* ON THE FLY Capture Name*  Keyword Set 2020.01.06-12.55.36

.

_ totee

Search @ file names and artifacts (faster) file names, artifacts and file contents (slower)

3. The keyword should be entered in the Search Expression column, an Auto-Tag and Auto-
Comment value can be assigned to each keyword. A row for further keywords will appear
when a keyword has been added.

Keyword 1 . 1 a comment for Keyword 1
No tag

4, To remove a keyword highlight it by moving the mouse pointer over the keyword and press
the Delete button that appears.

K&yword 1 . . ient for Keyword 1

5. Select the Search Options, searching file names and artifacts will not search within file
contents.
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Search _ file names, artifacts and file contents (slower)

Clicking the radio button to search file names, artifacts and file contents (slower) will provide
further search options to choose between:

Search documents only or documents, internet files and text files.

Search user profiles only or the entire drive and deleted files.

Fast file identification (identifies files using the file extension) or thorough file identification
(will check file signatures for all files).

A description showing which option is faster or slower will be present by each choice.

Search file names and artifacts (faster) _

Search e documents (faster) documents, internet files, text files (slow..

Search o user profiles (faster) entire drive and deleted files (slower)

File identification method @ fast identification (fast.. thorough identification (slower)

Clicking the Save button will save the keyword Capture.

Clicking the Delete button will close the keyword window and not add the keyword Capture.
Clicking the Cancel button will disregard any current changes made on a keyword Capture that
had been previously created.
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Starting a Scan

When a Target Device(s) has been selected, a Search Profile created or selected and
appropriate Scan Information details have been entered, clicking on the Scan button will start

the scan.

If an Authentication Key is not inserted the message No license file found to run the scan is
displayed. Please insert the Authentication Key.

Start Scan Button

\ SCAN | i
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Once started the scan activity will be shown with the following:

Progress bar - Current area and files being scanned.

Matches Log - Real time preview (thumbnail) of File Capture matches collected. Images and
Video files are represented by thumbnail images, keyword matches will show the keyword
found, all other matches will be represented by an associated icon.

Capture results - Cumulative count of capture results.

View Results button —View results currently collected by the scan. The scan will continue to

run in the background.

Image button —Stops the scan and allows devices to be imaged.

Pause button —Pauses the current scan. To resume a scan click on the Resume button that
has replaced the Pause button.

APPLICATIONS

Anti-Forensics Traces
Application Usage

Installed Applications

P2P Files Shared or Downloaded
P2P Search Terms

P2P Traces

Remote Access Traces

Shareaza GUIDs

COMMUNICATION

Calls

Emails

Messages

Saved Contacts

Skype - Media_cache Folder

Clhmne Reraived Filac

950 o
PEE

215
26

1 S
s34
P2E] S )

84
n

1

VIEW RESULTS IMAGE PAUSE

CHILD EXPLOITATION
CE - Hash Set Comprehensive speed optimiz..

CE - Keywords Comprehensive speed optimi... 52

DEVICE DATA

Connection Log 50 ==
Device Information

OS Information 1 ==
USB History “ae
Virtual Disk Locator 2
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2. Once the scan has completed the results can be viewed by clicking OK and then clicking View
Results.
The scan finished with status Completed
<
Mogiess Tesswsmmacarges
APPLICATIONS CHILD EXPLOITATION
Anti-Forensics Traces 3 CE - Hash Set Comprehensive speed optimi..
Application Usage 950 == CE - Keywords Comprehensive speed optim... 224
Installed Applications 23 ==
P2P Files Shared or Downloaded
P2P Search Terms
P2P Traces 224
Remote Access Traces 26
Shareaza GUIDs
COMMUNICATION DEVICE DATA
Calls 58 g Connection Log 50 ==
Emails 553 E Device Information
Messages 243 e OS Information 1 ==
Saved Contacts 84 g USB History 14 ==
Skype - Media_cache Folder n Virtual Disk Locator 2
Slvne Raraivad Filac
3. Scan results are stored on the Collection Key and may be reviewed and analyzed using the

target computer. Alternatively scan results stored on a Collection Key may be reviewed and
reports created, using the Triage-G2 software used to prepare the Collection Key or on any
other computer where Triage-G2 is installed.

Further help on Reviewing Scan Results and Reporting can be found in sections 11 and 12 of
this guide.
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Matches Log

During a scan the Matches Log pane will be populated with keyword hits and previews of files
identified during the scan. It should be noted that approximately only one in every seven
pictures encountered will be displayed while the scan is running.

1. While the Matches Log is active clicking the Matches button will disable file previews.

2. When the Matches Log has been switched off, clicking the Matches button will re-enable file
previews.

H oo wommmmonsy

o v ocs = 0008
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8. RAM Dump

When running a live scan from a Collection Key it is possible to create a RAM dump of the
computer. RAM dumps can then be analyzed with appropriate software (e.g. Volatility).

1. From the main menu click on Create RAM Dump.

Cq Scan Computer

Scan this computer and any attached devices

@ Image Computer

Image this computer and any attached devices

Create a RAM dump of this computer

[Wg‘ Create RAM Dump

= Review Scan Results

Analyze scan results from the USB key

2. The RAM dump will be saved to the collection key within a zip file.

Creating RAM Dump

-—2018—09—18—20—32—34.Zip -5GB

Time elapsed: 4s
Time remaining: Estimating...
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Triage-G2 accesses files on the target computer without modifying their timestamps.

However, it should be expected that running Triage-G2 on a live system will leave traces
related to the insertion of both the Collection Key and Authentication Key and the execution

of the Triage-G2 application.

To run a Live Scan:

1. Insert the Collection Key into a USB port on the target computer and execute the Start.bat
file stored on the Collection Key by double clicking on it

<l Mn~]

Home | store  view

W,
Pin to Quick D) ast
access

Clipboard

[&) Paste shortcu

Drive Tools

Manage

- v 4 < > ThisPC > CKY (F)

2 0O Name

> Quick access
> & OneDrive

v S This PC
> m Desktop
Documents
4 Downloads
d Music
= Pictures
& Videos
05 (C)
ChildX (D7)
Demolntel (E)
CKY (F)
Work_Files (H:)
APOLLO (1)
> <o AKY ()
> < PICTURES (K) ¥
8 items

>
>
>
>
3
>
>
>
>
>
>

I W

CKData
ScanResults
SPro
sysLogs
temp

win

prescan.db

= start.bat

17 New item ~

= v
£ 7 Easy access -
New Properties
folder o
New Open
Date modified Type

10/27/2016 3:29 PM  File folder
10/27/2016 3:34 PM  File folder
10/27/2016 3:29 PM  File folder
10/31/2016 9:43 A...  File folder
10/31/2016 9:46 A...  File folder
10/27/2016 3:29 PM  File folder
10/31/2016 9:43 A...  Data Base File

9/19/2016 8:38 AM  Windows Batch File
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2. A main menu is presented, to continue with a Live Scan click on Scan Computer.

g Scan Computer

EZ=\  Scan this computer and any attached devices

= Image Computer

=~H Image this computer and any attached devices

s Sreate RAM Dump

reate a RAM dump of this computer

E\ Review Scan Results

Analyze scan results from the USB key

3. Target devices, a Search Profile and Scan Information details can now be selected. Clicking
the Scan button will start the live scan

. Target Devices Search Profile Scan Information

The rest of the process is identical to that described in the section 6 - BIOS/UEFI
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Most target computers will have to be configured to boot from the Collection Key. Computer
manufacturers facilitate two ways to do this. Within the BIOS or UEFI firmware setup there is
generally a boot sequence area where the computer may be configured to boot from a
removable device first or alternatively many manufacturers provide a single use boot menu.
Access to either the BIOS/UEFI setup or the single use boot menu is achieved by a user
repeatedly pressing a hotkey on start up. The precise hotkey needed varies from
manufacturer to manufacturer and model to model. Prior to booting, operators should
research the appropriate manufacturers website to establish how to boot from a removable

device.

Triage-G2 will boot computers with UEFI Secure Boot enabled.

Steps to take control of the target computer BIOS/UEFI

4, Research Bios/UEFI Hotkey and use it (see Appendix A - BIOS Access Keys).

5. Locate the boot menu and reorder to boot from:
Removable Device (sometimes referred to USB HDD or similar)
CD-ROM Drive
Hard Drive

+Removable Devices

I+
Enter
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6. Save the changes and exit.
Boot to USB.

Exit Saving Changes

Setup Confirmation

Save configuration changes and exit now?

= (Mo)

NOTE: the USB Collection Key might have to be connected in order for the removable devices
option to appear.
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Steps to take control of the target computer - Single Use Boot Menu

2. Establish the hotkey to access the Single Use Boot Menu, turn on the computer and
repeatedly press the hot key until the menu appears then choose the Collection Key from
the list.

Network boot from AMD Am79CI70A
+Hard Drive
+Removable Devices

Network boot from AMD Am79CI970A #2

<Enter Setup>

NOTE: the USB Collection Key may have to be connected in order for the removable devices

option to appear.

Fast Boot / Ultra-Fast Boot enabled computers

Fast Boot is a feature of UEFI enabled computers that allows a computer to boot faster. The
following booting issues are created when Fast Boot or Ultra-Fast Boot are enabled on the

target computer:

3. Fast Boot - Booting from USB Device disabled

4. Ultra-Fast - Booting from USB device disabled as well as access to the UEFI Firmware
settings.

Fast Boot can be turned off by accessing the UEFI firmware via the appropriate hotkey and
modifying the Fast Boot configuration. Please consult the relevant computer manufacturers
web site for details on how to modify this setting.
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Inadvertent boot to Windows 8/10

If the UEFI firmware settings cannot be accessed or Windows has been inadvertently booted
here are the steps to restart automatically and access UEFI Firmware settings.

6. Hold down the shift key and select restart computer. This method also works if Windows
8/10 is not signed into, and the login screen is displayed allowing access to the restart menu
option. If the computer signed in automatically click the Restart option from the Start menu
while holding the shift key down.

7. While shutting down Choose Troubleshoot from the menu options.

Choose an option

Continue Troubleshoot

d continue to Windows 8 Re your PC, or use
advanced t

Turn off your PC

Use another operating
stem

ue with another installed version
dows

Refresh your PC

If your PC isn't running well, you can
refresh it without losing your files

Reset your PC

If you want to remove all of your files,
you can reset your PC completely

Advanced options
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9. Select UEFI Firmware Settings.

© Advanced options

System Restore

System Image
Recovery

Reco using a specifi

Automatic Repair

Command Prompt
nmand Prompt for
troubleshooting

UEFI Firmware
ettir

Windows Startup
Settings

Ch:

Firmware settings.

10. Choose restart to UEFI Settings. The computer will restart and allow access to the UEFI

© UEFI Firmware Settings

Restart to change UEFI firmware settings
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Apple Mac Computers

3. On an Apple Mac computer insert the Collection Key and as soon as the start up chime is
heard, press the Option Key and hold it down until the Apple Startup Manager is displayed —
as shown below.

S anEEE8880
LGOI IEIE O
EHbldoidodoaaann
o Lo fefefo g d o)
N 3 K G N -
. . = o JE L

4, The Apple Startup Manager is displayed — selecting either Windows or EFI Boot will boot to
the Collection Key.

MacOSX Windows EF1 Boot

N

= Choose Network... =
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Boot Scan.

10. Desktop Scan

Triag-G2, when installed upon a laboratory examination computer, has the ability to scan
attached drives (other than the system drive), devices (typically connected via a write
blocking device), forensic image files (EO1 and dd), the contents of folders (can be a network
shared folder), connected mobile devices and mobile device backups. To access the scan
screen select the Scan Devices and Images option from the Home Screen.

Function Toolbar

Located vertically on the right side of the application is the Function Toolbar. This toolbar
changes depending on the task at hand and contains the functionality for the displayed
screen.

Option Function

Quit Closes the application immediately.

Function Toolbar

Quit
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Adding Target Devices

The Target Devices section displays devices connected to the workstation that can be
scanned. Devices such as the System drive and the Authentication key will be disabled;
scanning these will not be possible.

The Target Devices section has a row of buttons allowing the user to add specific devices:

Option Function

Add Folder Allows the selection of a Folder (including Root) or network
drive and adds it to the Target Devices List.

Add Image Allows the selection of an EO1 or dd image to the Target
Devices List.
Add Phone Starts the process of adding an Android or iOS device.

(Pro Version Only)

Add Phone Backup Opens a folder browser dialog window to select an Android or
(Pro Version Only) i0S backup.

Target Devices Section

< .
Target Devices
sidrote | padimoge | nadere i rore ukp
samsung - SM-G973F (Android - 9)

Q
.

Corsair Flash Voyager USB Device 992MB

D: 992.0MB

Unpartitioned space 16.5KB

v B Y:/ADF/Test Data

C\' C:/Users/Stuart/Documents/ADF/Images Temp/
v (&
A E ElCapitan_060416/MacBkAir_ElCapitan_060416.E01

v| FAT32 200MB

v| MacOSX HFS 112.2GB

v| Recovery HD HFS 619.9MB
v| Unpartitioned space 40KB

”, |:| OS: Apple - iPhone 6 (iOS 12.3.1)(FDNQH2LBG5MP)
Q Backup
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Adding a Phone (Pro Version Only)

Clicking on the Add Phone button will start the process of adding an Android or iOS device to

allow it to be scanned.

1. Click the Add Phone button

samsung - SM-G973F (Android - 9)
Q)
~

2. Select the type of the phone you wish to add. Clicking the Cancel button will stop the phone
addition process and return to the Desktop Scan view

Select Device Type

Make sure your device is NOT connected then select its type

CANCEL

3. Follow the on screen instructions to add your device. When the mobile device has been
successfully added it will appear in the Target Devices list

Apple - iPhone 6 (iOS 12.1.4)
LGE - Nexus 5X (Android - 8.1.0)
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Adding an Android Device

In order to properly scan an Android device some actions are required for the device to be

scanned by the application:

e The device must be unlocked, if it is password protected you will need to obtain this

e Developer mode must be activated, the method to do so can differ depending on the
make/model of your Android device

e USB debugging mode must be activated

e Authorize the execution of apps from unknown sources

e [t is recommended to prevent the device from auto-locking, this can disrupt the
backup process

e |tisrecommended to place the device in airplane mode

e \When the device is connected, ensure the USB connection is set to file transfer

Adding an iOS Device

In order to properly scan an iOS device some actions are required for the device to be

scanned by the application:

e The device must be unlocked, if it is password protected you will need to obtain this
e |[f a dialog appears on the device regarding trusting the computer, accept this
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Adding a Phone Backup (Pro Version Only)

Clicking on the Add Phone Backup button will start the process of adding an ADF generated
Android or iOS backup to the Target Devices allowing it to be scanned.

1. Click the Add Phone Backup button

samsung - SM-G973F (Android - 9)

@ «

2. A folder browser dialog window will open allowing you to select the root folder of an Android
or iOS backup

A Select the phone backup to scan X
A || « PhoneBackup > LGE - Nexus X (Android - 8.1.0)(00068a2d0bTedeed) 2018-12-18 16-24-01 v | ®] | Search LGE - Nexus X (Andro... £
Organize v New folder =24
0 This PC A Neme Date Type i
2 30 Objects backup 14/0 File folder
I Desktop
<) Documents
& Downloads
§ James'siPhone
D Music
& Pictures
B Videos

 05(C)
= WINPE (09
- CKY (E)

Folder: ||

3. A correctly formatted backup will be added to the list, incorrectly formatted backups will
display an error message. It should be noted that some Android artifacts, such as calls,
messages and contacts, will not be recovered as they require the phone to be connected

v Eﬂ Android: LGE - Nexus 5X (Android - 8.1.0)

(00a68a2d0b7edee4) Backup
[&

ormat not supported

Page 57



7/ \DF Triage-G2 V5.2 User Guide

Running a Desktop Scan

1. Select the target device(s)
Physical Drives are denoted by a hard disk icon (System drive is disabled)
Logical volumes are listed beneath the physical drive entry
Attached devices are denoted by a flash drive icon (Collection key is disabled)
Bitlocker / FileVault 2 volumes are flagged
Specific targeted folders are denoted by a folder icon
Image Files - EO1 or .dd are denoted by an image icon.

cn MIC D M W\ AD
' SR DISK SR o oA 2

Corsair Flash Voyager USB Device 992MB

: 992.0MB

Unpartitioned space 16.5KB

IB Y:/ADF/Test Data

] C:/Users/Stuart/Documents/ADF/Images Temp/
B ElCapitan_060416/MacBkAir_EICapitan_060416.E01

FAT32 200MB
MacOSX HFS 112.2GB
Recovery HD HFS 619.9MB

Unpartitioned space 40KB

P iOS: Apple - iPhone 6 (i0S 12.3.1)(FDNQH2LBG5MP)
E Backup
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2. Select the Search Profile
All Search Profiles will be available including custom profiles.

Search Profile

Quick - Saved Credentials

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS -
DISABLE ANTI-VIRUS BEFORE RUNNING. Runs Saved Credentials captu...
Quick - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact
Captures, excluding Email, P2P and Saved Credentials, searches for ant...

® Quick - G2

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact
Captures, excluding emails, P2P captures and Saved Credentials, collect...

Quick - Collection - iOS Backup

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files
from an iOS backup.

Mobile Devices - General Profiling

Comprehensive scan - Runs all relevant mobile device artifact Captures,
collects allocated, and embedded pictures, videos and frames fro...

Mobile Devices - G2

Comprehensive scan - Runs all relevant mobile device artifact Captures,
collects allocated, and embedded pictures, videos and frames fro...

Intermediate - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact
Captures, excluding P2P captures and Saved Credentials, collect...

Intermediate - G2

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact
Captures except P2P captures and Saved Credentials, collects picture...
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3. Enter the Scan Information
The Scan Name field defaults to the word Scan followed by a real-time date and timestamp
but is user modifiable — TIP: Customize the name so the results are easily identifiable in
Review Scan Results.
The Scan Date and Time fields are populated by querying the system clock of the computer
running Triage-G2 and can be modified to reflect the actual time if the system clock is
incorrect.
It is possible to supply a label for each device within the label field below the scan time field.
This will allow easier identification of devices within the scan results.
Scan Information
Scan Name* Scan 2018-02-22 11-40-40
Scan Date* 2018 February 22
Scan Time* H AO 40
Label for hp v285w USB Device
Silver HP 64GB USB stick
4, To start a scan insert the Authentication Key and then click on the scan button. If the

Authentication Key is not inserted, the message No license file found to run the scan is
displayed. Please insert the Authentication Key.
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5. Once started the scan activity will be shown with the following:

Progress bar - Current area and files being scanned (along with estimated percentage
complete).

Matches Log - Real time preview (thumbnail) of File Capture matches collected. Images and
Video files are represented by thumbnail images, keyword matches will show the keyword
found, all other matches will be represented by an associated icon.

Capture results - Cumulative count of capture results.

View Results button —View results currently collected by the scan. The scan will continue to
run in the background.

Image button —Stops the scan and allows devices to be imaged.

Pause button —Pauses the current scan. To resume a scan click on the Resume button that has
replaced the Pause button.

T e——

APPLICATIONS CHILD EXPLOITATION COMMUNICATION

Anti-Forensics Traces 1 CE - Hash Set Comprehensive speed optimiz. Calls
JApplication Usage 4 X CE - Keywords Comprehensive speed op... ) 17 Emails
Installed Applications 51 X Messages

IP2P Files Shared or Downloaded

IP2P Search Terms

P2P Traces 106
Remote Access Traces

Shareaza GUIDs

Saved Contacts
Skype - Media_cache Folder
Skype Received Files

Form Data
—

IDEVICE DATA DOCUMENTS MULTIMEDIA
[Connection Log 8 X Referenced Files 10 Pictures and Videos under S500MB speed opti.
Device Information Videos over 500MB - Comprehensive Frames
0S Information 1 X
USB History
irtual Disk Locator 3
USER DATA WEB BROWSERS
ICalendar Bookmarks
Recent Files Browser Cache 125 @
User Accounts 1 X Browsing History 4 o
User Logins 8 X Download History 19
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6. When running a scan, clicking the View Results button allows any records currently identified
to be reviewed. The scan will continue in the background. When viewing results while a scan
is running in the background, a scan button will appear in the function toolbar, clicking this
produces buttons to Pause (pause the scan), Stop (stop the scan) or Refresh (refresh the
current results).

. Progress  [88ssing Download History

Anti-Forensics Traces 0 Calls

0 Connection Log L1
Application Usage ssom Messages 0 Device Information 0
Installed Applications sER Saved Contacts 0 0S Information 128
P2P Files Shared or Downloaded 4 J Skype - Media_cache Folder 0 USB History osm
P2P Search Terms s X © Skype Received Files 0
P2P Traces 109
Shareaza GUIDs 0
C UL EDIA USER DATA
IPOC - Keywords in Filenames 0 Pictures in Browser Cache 0 Calendar
Videos over 100MB - Frames in Browser Cache 0 Recent Files
Videos under 100MB - Frames in Browser Cac... 0 User Accounts ]
User Logins 1059 S
Bookmarks 0
Browser Cache 0
Browsing History 3@
Download History S 0
Form Data 0
Search Terms 0

00 QO &

Pause Stop Refresh Scan
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7.

Clicking the Image button will prompt the user to stop the scan: clicking the No button will
resume the scan, clicking the Yes button will display the Imaging screen (see section 15 for
further details on imaging devices).

. Progress - |JBREBIRg2/Users/ADF Tes/AppData/Local/Comms - Copy/UnistoreDB/USS og

Anti-Forensics Traces 6

Application Usage ssom
Cloud Storage Traces 7
Installed Applications EH
Remote Access Traces 0
Social Media Traces I

Office Documents Comprehensive thorough .. 0

Referenced Files o2
Bookmarks [}

Browser Cache 1552 @
Browsing History EEY ¥}
Download History @8
Form Data

@
@

Search Terms

Calls

0
Emails 0
Messages 0
Saved Contacts 4
Skype - Media_cache Folder 0
Skype Received Files 0

Pictures Comprehensive Thorough ID no carv.. 0
Videos Al - Comprehensive Thorough ID 0

Connection Log
Device Information
S Information

USB History

Windows Registry Files

© 38 . 0w

Calendar 0
Desktop shortcut files
Recent Files

User Accounts

User Logins

o

8.

Clicking the Pause button will pause the scan. To resume the scan press the Resume button
that replaces the Pause button while the scan has been paused.

Anti-Forensics Traces 6

Application Usage ssam
Cloud Storage Traces 504
Installed Applications 58
Remote Access Traces 0
Social Media Traces I

Office Documents Comprehensive tho.. Q 3
Referenced Files 1260

Bookmarks 0
Browser Cache 1552 @
Browsing History
Download History @8
Form Data

Search Terms

- Progress |[SREBIRERBIsers/ADF Test/AppD:

Calls
Emails

Messages

Saved Contacts

Skype - Media_cache Folder
Skype Received Files

Pictures Comprehensive Thorough ID no ca... 193
Videos All - Comprehensive Thorough ID 0

TempState/Content MSO/BEBF974Dtmp.

Connection Log

Device Information 0
OS Information 108
USB History oss
Windows Registry Files 0
Calendar 0
Desktop shortcut files 2

Recent iles

User Accounts
User Logins 1050 8

9.

Once the scan has completed the user is prompted to view the results. Scan results are
stored in the Scan Results folder (\ProgramData\ADF Solutions Inc\v4\ScanResults by

default).
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11. Review Scan Results

The Review Scan Results view allows the user to review the results of a scan, filter, sort,
analyze, tag, and prepare a comprehensive report. Click the Review Scan Results from the
Home Screen.

Review Scan Results Button

LE]\ Review Scan Results

Analyze scan results and create reports

The Scan Results view is then displayed:

Scan Results View

£ Scan Results Scan 2020-01-08 13-57-48
SCAN INFORMATION SEARCH PROFILE STATISTICS

ScanName  Scan 20200108 fame  Mobil = Scan Duration  0n Tm 545
13-57-48 . SanType  Desktop

Scan Date 20-014 e t Status Completed

Scan Time 13:57:49 Files Collected 3162

System Date 0-01-0 embedded pictures, videosand  apgjication  ADF Triage-G2 PRO
frames from videos over SOOMB 510

and Office Documents using the

Thorough Identifcation option

for files without extensions.

Searches for Remote Access and

Cryptocurrency Traces, email

addresses, credit card numbers,

phone numbers, terrorism

terms, audio fles, database, pist

files and referenced files. Collects

skipped fles, protected files and

fils not processed by parser

Scan 2020-01-08 13-57-48 g 8 >

Date: 2020-01-08 Time: 13:57 - SearchProfie: Mobie DEVIe... peste  Repot Ve

System Time
Viewer Time
Zone

CAPTURES

APPLICATIONS COMMUNICATION

Cryptocurreny Traces Cals s®e

nstalled Applications 587 105 Emails

Remote Access Traces Messages w QR0
Saved Contacts 20 BE

DEVICE DATA DOCUMENTS
Connection Log Offce Documents Comprehensive - speed optimized
Database Fies s Referenced Files

Device Information

Piit Files

INTEL KEYWORDS MULTIMEDIA

The Scan Name, Date and the Search Profile used are displayed on the left-hand side of the
screen with the corresponding Scan Summary details shown on the right-hand side of the
screen.

The Scan Results are listed in scan date and time order with the most recent scan at the top
of the list.
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For Scan Results that have been backed up onto the computer there are 3 options — Delete,
Report and View. If the Scan Results are being accessed from a Collection Key then there is a

4t option — Backup —to the computer.

1. The following options are available for scan results, the picture shows a scan result being
accessed from a collection key as the Backup option is available

< Scan Results

Quick scan exhibit RHJ27

Date: 2018-08-10 Time: 16:23 - SearchProfile: Quick - General Profiling

2. Clicking the Delete button will delete the report but there is a brief opportunity to undo this if
the report has been deleted in error.

Deleted
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The summary view comprises five main sections: Scan Information, Search Profile, Statistics,

Captures and Target Devices.

Summary View

Bl s vary

CAPTURES

APPLICATIONS

USER DATA

Calendar

User Accounts

SEARCH PROFILE

Name Mobile Devices - G2

Notes

jthout extensions.
v nd C: rency
il addresses, credit card s, phone
srorism terms, audio fils, database, plist

ferenced files.

COMMUNICATION

Calls 65§ n ()
587 i0S Emails
Messages 07 Q& n
Saved Contacts 20 B
INTEL KEYWORDS
veed optimized Email Addr - US Phone - CC - in Browser Cache 843
2 Terrorism 9

'WEB BROWSERS

&7 @ 0 Bookmarks 2000
Browser Cache
Browsing Q0@ @

Download History

STATISTICS
Scan Duration  Oh 1m 54s
Scan Type Desktop
Status Completed
Files Collected 3162
Application  ADF Triage-G2 PRO 5.1.0
DEVICE DATA
7108
59
Device Information 1i0s
Plist Fles 656
MULTIMEDIA
Audio Files 37
Pictures and Videos under S00MB speed optimized 724

Videos over S00MB - Comprehensive Frames speed o.

The Scan Information section details the Scan Name, Scan Date and Scan Time, the System
Date and System Time and the Viewer Time Zone.

The Search Profile section shows the Search Profile used to generate the Scan Results and
any associated Notes on the Search Profile.

The Statistics section shows the Scan Duration, the Scan Type (Boot/Live/Desktop), the
Status, the number of Files Collected and the application and version number used. The Tags

Statistics are also shown if any exist.

The Scan Status can be one of 7 outcomes as shown in the table below. Any status other than
Completed is shown in red:

Scan Log Message

the scan

Scan Status Event .
(in scan log)
Completed Scan completed | NA
successfully
Interrupted User stopped the scan Scan was paused by the user.
Crashed Application crashed during | NA
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Scan Log Message
Scan Status Event . : .
(in scan log)
Out of Storage No space left on | Destination drive ran out of storage space.
destination drive during
scan
Incomplete Not all files can be cached File system metadata is corrupted for source
or partition. Setting scan status as Incomplete
as not all files could be cached.
Incomplete No memory left System ran out of memory, so the scan cannot
complete.
Incomplete Target device no longer | Target device no longer accessible so the scan
accessible cannot complete.

The Captures section lists the Captures used in the Search Profile and alongside each capture
the number of results found. Each of the Capture names are hyperlinks and by clicking them

the individual Capture results are displayed. Captures where no results were identified during
the scan will not have a result number next to them.

The Target Devices section shows the details of the target devices that were scanned. If the
device being scanned was an Android or iOS device acquired at the time of the scan, the

backup duration and backup status details are displayed here. Where a mobile device backup

was not fully completed this will be noted here:

Incomplete Mobile Device Backup

Backup Duration 0Oh
Backup Status

-

3m 3

31

S

At the top left side of the screen are the Backward and Forward buttons. These allow

navigation backwards and forwards between screens.

Backward and Forward Buttons

==
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Capture and Navigation Toolbar

Located vertically on the left side of the application is the capture and navigation toolbar.
This toolbar will allow navigation through the results and will be visible when in Review Scan

Results. The following buttons are located on this toolbar:

Option

Function

Closes the currently viewed Scan Results and returns to the list of all stored Scan
Results

Access the Summary view.

Access the Pictures view. This shows a gallery view of all pictures identified by the
Captures in the Search Profile

Access the Videos view where it is also possible to access the frame view and video
player functionality

Access the Keywords view showing keyword hits from keyword searches

Access the Timeline view showing a listing of all Artifact and File Capture records in
a single timeline

Access the Files View which lists all files and folders upon the target devices
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Option Function

A log of encountered protected files and parsing or scanning events

Access the Tagged View which lists all tagged items

Access the Report creation view

Access to individual Capture results
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When clicking the More button, the following panel is displayed:

More Button View

Scan 2020-01-03 11-06-24

APPLICATIONS CHILD EXPLOITATION COMMUNICATION

DEVICE DATA DOCUMENTS MULTIMEDIA

= B E

Summary Y

This shows at a glance all the captures and their results which are hyperlinked, clicking on a
capture name will open the relevant capture.

It should be noted that captures running a keyword search within files will display the
number of files identified and not the number of keyword matches identified overall.
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Function Toolbars

A Function Toolbar is located vertically on the right side of the results viewer. This toolbar is
context specific and will adapt depending on what is being viewed:

Function Option

Closes the application immediately

Search the scan result tables for specific Keywords

Add, remove or reorder columns from view. Changes made to column display also
modify columns displayed within reports. Adjust sort order of displayed results

Deselects (unchecks) any selected records within the current view

Allows the application of context specific filters to the displayed records

Zoom function allows for resizing of preview thumbnails

Apply Tags for selected record(s) in the current view. Renaming of Tags is
available here.

Apply a Comment to selected record(s) in the current view

Displays Classifier progress and allows the Classifier to be paused and resumed.
Facilitates access to the Pictures view, filtered by a Visual Class
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Function Option

Only visible in the Files view. Toggles the path filter displayed as a hierarchical
view of folders

Toggles the display of the Details Pane which provides further information and
functionality for the selected record

Details Pane

The details pane provides further information for individual file or artifact records. The
options are displayed in a series of horizontal tabs. Further functionality is accessible via a
toolbar displayed on the right side of the details pane. The following table lists the options
available in the details pane:

Option Function
Properties Individual properties of the selected record
Metadata Metadata extracted from the selected file
Excerpts Displays up to 1000 keyword hits highlighted in yellow with
surrounding text visible
Frames Displays 50 frames taken at regular intervals from a video file
Preview Pictures are viewable in this pane at their actual size, “other

files may be viewed by clicking the Undock button on the
Details Pane Function Toolbar. Videos are playable via an
internal player subject to installed codecs

Duplicates Displays a list of duplicate files which can be clicked in to see
data relating to the duplicate file
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Function Toolbar of Details Pane

Function Option

Undocks the Preview window

Open the file with an external application

Save the file to a chosen location

Column controls

(8 (rmeame R [y efpremde e

Left click and hold in between columns will allow the resizing column widths

| Comments @

v | Match ¥

v/ Activity

Drag column name up and down in the Columns function pane to reposition column L or R
Show or hide a column by using the checkbox

B o i — = e BE = ,:l

Left click, hold, drag to reposition column L or R

(e [eemwel ]

Click on the column header to sort Ascending or Descending (not all columns are sortable)
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Preview Window

The Preview tab in the details pane shows a preview of pictures and documents. On occasion
it is not possible to display the file within the details pane, a warning message of “Please
undock to view content” will be displayed in such cases. Clicking on the Undock button will
open a Preview window.

Preview Window

w4 Preview X

[Street Address)
[City. STZIPCode]
[Telephone]
[Website]

[Enai]

CLICK HERE TO SELECT A DATE

[Recipient Name]
[Recipient Street Address, City, ST ZIP Code]

Dear [Recipient]
If you're ready to write, just dick here and gotoit!
Or, if youwant to customize the look of your letter, you can do that in amost no time....

On the Design tab of the ribbon, check out the Themes, Colors, and Fonts galleries to preview different
looks from avariety of choices. Then just click to apply one you like.

If you love the look (and who wouldn't?), see other templates under File, New that coordinate with this
one, suchas a report. So, you can quickly create your own professional, branded look.

Wondering what to include in your cover letter? It's a good idea to include key points about why you're
a great fit for the company andthe best choice for the specific job. Of course, don't forget to ask for the
interview—but keep it brief! A cover letter shouldn't read like a novel, no matter how great a plot you've
got.

Wamm recards.

Function Toolbar of Preview Window

Function Option

Docks the Preview window

Open the file with an external application

Save the file to a chosen location

Print the contents of the Preview window

Primt
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Filtering

Filtering is achieved by selecting the Filter button on the function toolbar. This will open the
filter pane and present filters for the current view. After selecting the filter click the APPLY

button on the bottom of the Filter Pane. To remove the filter, click the % icon on the filter

above the table view or click the \é icon next to the filter in the filter pane. Each table view
will have its own set of filters depending on the type of records displayed.

Some fields can be filtered by pre-set values or by entering text. If text is entered into the
“Enter text” field the magnifying glass button within the field must be clicked.

Filter Options

NO VALUE

Default

molly

samsh

Click the Apply button to apply the filter.

Filter Apply Button

_ doem;!s
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Active Filters are shown next to the column name that has been filtered (represented by the

) icon). The filter can be removed by clicking on that icon.

Active Filters

Active filters are also shown on the top of the columns with the S8 icon. These filters can be
removed by clicking on that icon.

Active Filters

Browsing History @ userhame SR wriper S URLType l
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Filtering by Path

Enables the filtering of displayed files by path.

1. Clicking the Path option allows the results to be filtered by path. A selected folder indicates
that all the items within that folder and any sub folders are selected. A black check box
indicates a partial selection. Clicking the > icon will display sub folders.

B Select all

v |m| Src3
v B Part3
$OrphanfFiles

Vv |®| Program Files (x86)

> Bonjour

Vv |m| Microsoft Office

Vv #| root
Office16
1033
Document Parts
SAMPLES

Templates

Safari

Program Files
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2. When the desired folders have been selected click on Apply

B Select all

v o R Src3
v B Part3

> $Extend

$OrphanfFiles

Program Files (x86)
Program Files
ProgramData
v |®| Users
v |m| molly
Vv |m| AppData
Vv |m| Local
Vv |m| Microsoft
v |m| Office
v m 160

v |m| WebServiceCache

| omextemplates.cont
Wef
OneDrive
Windows
Mozilla

Opera Software

_ ®

Details
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Enhanced Filtering Pictures & Videos

Within the Pictures view or Capture view it is possible to filter within a Picture Width and
Picture Height range. Within the Videos view or Capture view it is possible to filter by Video
Duration (where this information has been extracted).

EXIF data such as Make, Model, Camera Serial Number, Date/Time and GPS Coordinates can
also be filtered here.

Picture and Video Filter Options

Select all

Src3
Part3
$Extend
$OrphanFiles
Program Files (x86)
Program Files
ProgramData
Users
molly
AppData
Local
Microsoft
Office
16.0
WebServiceCache

AllUsers

OneDrive
Windows

Mozilla

Opera Software
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Photo Probability

Photo Probability filtering is applicable to all pictures within the Picture File Types group. The
Photo Probability score indicates how likely it is that the file is a photograph. Files with a
score of 70% or more are highly likely to be a photograph as opposed to other graphic file
types such as icons and clipart or similar.

The Picture and Capture views can be sorted based on the Photo Probability score, allowing
non photographic graphic files to be quickly removed from the displayed results. High (80%
and above), medium (70% and above) and low (50% and above) pre-set options are available.

Photo Probability Filter Options

ORISR

Preset probability values

Picture Width Low Medium High
Picture Height

Video Duration

Linked Artifocts . .
Photo Probability

Visual Class

Entities

EXIF Make

EXIF Model

EXIF Camera Serial Number
EXIF Date Time

EXIF Coordinates

Auto-Tagged

Captures
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Visual Class

If the scan results have been partially or entirely processed by the Classifier, picture file types
may be filtered by one or more of 11 visual classes. The visual classes are:

Bestiality, Child Abuse, Others (various innocuous class types), People, Pornography, Portrait,
Scanned Doc, US Currency, Vehicle, Weapon, Upskirting.

Visual Class Filter Options

Bestiality

Child Abuse

People

Pornography

Portrait

Scanned Doc

US Currency

Upskirting

Vehicle

Weapon

NO VALUE

Visual Class
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Each picture is processed by the Classifier in order to determine how likely it is to feature
within a particular class and is given a probability score. A high visual class probability score
indicates that the picture concerned is more likely to fall within that visual class.

Assigning a visual class score is not an exact science and some pictures may appear to be
misclassified. However if the scan results include pictures that would correctly fall within a
particular class, in most tests, filtering that class to show the top 15% would result in the filter

displaying pictures belonging to that class.
Visual class scores filters can be adjusted in 5% increments.

The Classifier classifies automatically in the background as soon as the scan completes.
Classifier progress is shown by the Yellow line around the Classifier icon.

Visual Class Filter Options

@

Classifier
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The Classifier can be paused and will not start again until the Resume button is clicked.

Visual Class Filter Options

Pictures classification
Task in progress. Please wait...

Pictures classified 270/6770
Potential matches (with at least 85% confidence)
Others 62
Weapon 2

Video classification
Task paused.

Videos classified 0/18

Entities Extraction

License upgrade required

Records processed ~ 0/28

Pictures classification

Task paused.

Pictures classified 382/6770
Potential matches (with at least 85% confidence)
Others 93
People 3
Portrait 1
Scanned Doc 3
Weapon 2

Video classification
Task paused.

Videos classified 0/18

Entities Extraction

License upgrade required

@

Classifier

Records processed ~ 0/28

RESUME I

If the Classifier is running whilst the Scan results are closed then it will resume automatically
the next time the Scan Results are opened.
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Sorting

Each table view will have different columns depending on the type of capture being viewed.
A column, if sortable, will display whether ascending or descending with an arrow and line
icon when clicked. Only one column can be sorted in each view.

Ascending Descending

Records Selection and Navigation

There are several options for selecting records to be tagged or commented:

A Selected Picture

. iNode1669281 Portable Network  Picture

kyp Graphic

| W]

1. Select one record - Single click or by pressing the space bar

2. Select or Deselect multiple records:
Shift + Click - select first record then shift and click on last record
+ (Plus) - Selects all fully visible records
- (Minus) - Deselects all fully visible records

3. Page Down - . (Period on number keypad) or Page Down key. Moves the selected view a
page at a time

4, Page Up - * (Star on number keypad) or Page Up key. Moves the selected view a page at a
time
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5. Navigation between records can also be achieved using:
Arrow keys (left -right-up-down)
Scroll bar
Mouse scroll wheel
Tagging

After selecting records there are ten (10) tags available that can be customized to suit the

report.

The default tags are named Level O through Level 9 and can be customized in the

Settings view or by selecting Rename in the Tags function. Renamed Tags will be applied to

the current scan results and do not apply to previous scan results.

To tag records with a specific tag:

Select record(s) then select the appropriate tag in the Tags function
Or select record(s) then press number key 0-9 as appropriate
Records can have multiple tags

To un-tag a record
Select record(s) to be untagged then select the tag to be removed from the Tags function
Or select record(s) to be untagged then press number key of the tag to be untagged

Tags

0- Level 0 Rﬁ
B i-ee
2-Level2
B ees
B :-eels
BWs-ees
B s-teves
B 7-tevwel7
B -ees

9-Level 9
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Comments

Comments can be added to individual or multiple selected records by clicking the comments
button on the function toolbar. Clicking on the comment button opens the comment pane
with a text box. Comments will be saved in a list under the Comments text box. Highlighting
the individual comments will reveal an edit and delete button for that comment.

1. To add a comment to record(s):
Type the comment in the text box and click add
The comment will be added to the selected records

2. To remove/edit/delete a comment from record(s):
Select records with comment(s)
Open Comment function
Deselect comment - Affects selected records only
Edit Comment - Affects all records with that comment
Delete Comment - Affects all records with that comment

Comments

v

Further research required
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Search Scan Results

A keyword search can be carried out within the data contained in capture result tables. This
keyword search is searching only the textual data within the results of Artifact Captures and
the Files view.

1. To carry out a search click the Search Tables button. This opens up a text box for the search
term, clicking the magnifying glass button alongside will carry out the search.

B suMvary

SCAN INFORMATION SEARCH PROFILE STATISTICS

Scan Name  Scan 2018-10-05 Name Comprehensive - Scan Oh 21m 15s
09-53-29 General Profiling Duration

Scan Date 2018-10-05 Notes Comprehensive Status Completed

Scan Time  09:53:30 scan - CAUTION - Files 7483

System 2018-10-05 all videos files are Collected

2. The search bar will identify how many search results there are and allow navigation between
them using the < and > buttons. The search term will be highlighted in red. The location of
search hits is indicated above the search bar.

Records: 181593
(| IS = =
Tags
- _

Sekctal LI D s [[preiew  [retame  [[Fetpe |[Tpecrow |

w PRECUU IROU W AUVAIILES SyStetits
> Microsoft.V...ekyb3d8bbwe el ma Format
® music_Neutral_01_  Microsoft Video
> L MicrosoftV..ekyb3dBbbwe ﬂ PRE.OUTRO_02w  Advanced Systems
> [] Microsoft.V..ekyb3d8bbwe — ma Format
SongsAndThemes.
> Microsoft W...ekyb3d8bbwe json

v Microsoft. W...ekyb3d8bbwe

AGMBackgroundj JPEG/JIFF Image Picture
v AppCS P9
- _

Properties Metadata Preview
Make
Serial Number 02817248

2015:12:13 12:23:28
F2.8
4
888
sRGB
Comment Optimized by JPEGmini 3.13.3.2TB 0x07bécefo

CustomRendered

Date Time Digitized

ApertureValue

ApplicationRecordVersion

BitsPerSample

ColorSpace

Normal process

DateCreated 20151213
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3. To conduct a search for dates, enter the date in the format yyyy/mm/dd where yyyy is the
year, mm is the month and dd is the day (e.g. 2014/11/25), any dates matching this will be
identified as a search hit.

I 2014/11/25 I

Select all

wpnidm
54fi%aljpg JPEG/JIFF Image  Picture
> PRICache

> SettingSync

fddf008b,jpg JPEG/JIFF Image  Picture
Shel \

s - 1568834 jpg JPEG/JIFF Image  Picture
UPPS I
WER 4 76e05dd2,jpg JPEG/JIFF Image  Picture
WebCache N4
> [[] winx - 4aS315cjpg JPEG/JIFF Image  Picture
Properties Metadata Preview
Preview . File Name bbasfi05,jpg
File Type JPEG/JIFF Image Type Group Picture

File
5585

File System Type Origin Allocated

Last Written

Size

File Created

1:27:33 Last Accessed

Path Src5/Part2/Users/ADF Test/AppData/Local/Microsoft/Windows/Notifications/wpnidm

Extension jpg Protected Not protected
210 73
86A7D39B112EE23262BEF2BOTICSIFAE 4F27HZZ3ZT2SBBSKCFUNMGEPNWHK2AYB

Picture Width

Picture Height

Integrity MDS

Integrity SHAT
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Timeline

The Timeline view lists all file and artifact records that have timestamp information. The
contents of the Activity, Info and Virtual Location columns are context specific and contain
data relevant to the type of record displayed.

Timeline View

# ADF Digital Evidence Investigator i - a X

< Records: 23751
. Tl M ELI N E ?elected Activities: 1
ags:

16:26:15 (L) visited

.....

2018/01/24 File created catalan-

16:26:15 sheepdog-2.jpg
g@ 2018/01/24 Last written catalan-
= 16:26:15 sheepdog-2.jpg

2018/01/24
16:26:06

Browser URL
visited

2018/01/24 Recent access catalan-
16:26:06 sheepdog-3.jpg

Properties

Target catalan-sheepdog-2.jpg Is Folder No

Extension Jpg File Type Picture

User Account samsh Path C:\Users\samsh\OneDrive\Gospix\
Fixed Volume Serial ~ 28A889C7
Date Accessed  2018/01/24 16:26:15

Drive Type

Src21/Part3/Users/samsh/OneDrive/Gospix/catalan-sheepdog-2.jpg
Candidate [Referenced Files]

[Pictures Comprehensive Thorough ID no carving]
Source Microsoft Windows

Src21/Part3/Users/samsh/AppData/Roaming/Microsoft/Windows/Recent/catalan-

Source File
sheepdog-2.Ink

Source Details ~ No details Auto-Tagged No

File Collection capture records list, within the File Created and Last Written columns,
timestamps that hyperlink to the appropriate point within the Timeline View. Artifact Capture
records may contain timestamps. Where these timestamps exist they hyperlink to the
appropriate point within the Timeline View.
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Timeline records that relate to a file may contain, within the Details view of that file, a
hyperlink to the Files View filtered by the path of the file concerned.
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Files

The Files view lists all files and folders encountered on the target device(s). The Files view is
accessed by clicking the Files button on the navigation toolbar. The Files view may also be
accessible via hyperlinks from several differing artifact captures (e.g. Download History,
Recent Files). File Collection capture records contain hyperlinks to the file path of the file
concerned. When these hyperlinks are clicked the appropriate record is shown within the
Files View filtered by the path of the containing folder.

The Files view can be viewed with or without the Folders Tree displayed. This view is toggled
by the Folders Tree button on the Function Toolbar.

Files View

Recorts 7 083557 [NRSH)
Bl 7
selecta [ Q[ rerome  Jorn  see [Hecemed uswien [[unkedatoss e 120 e

v Src9

v L] b2 £.0000bc Allocated 33783 2016/09/23 14:49...  2016/09/23 14:49...  Browser Cache Src9/Part2/Users/
v [ wsers ADF Test/
AppData/Local/.
v ADF Test £_0000b5S Allocated 22148 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
ADF Test/
AppData/Local/.
v [] tocal £.0000ba Allocated 24209 2016/09/23 14:49...  2016/09/2314:49... Browser Cache  Src9/Part2/Users/
ADF Test/
@ v L] Google AppData/Localy..
des v Chrome f_0000bb Allocated 42861 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
ADF Test/
v [[] userData AppData/Local/.
£.0000d7 Allocated 35461 2016/09/23 14:49...  2016/09/23 14:49... Browser Cache  Src9/Part2/Users/
ADF Test/
> [] Cache AppData/Local/.
£.0000c2 Allocated 29960 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
ADF Test/
AppData/Local/.
£.0000d4 Allocated 43303 2016/09/23 14:49..  2016/09/23 14:49... Browser Cache  Src9/Part2/Users/
> WidevineCOM ADF Test/
AppData/Local/.
£.0000d5 Allocated 34429 2016/09/23 14:49, 2016/09/23 14:49, Browser Cache Src9/Part2/Users/
> Packages ADF Test/
. AppData/Local/.
P £.0000d8 Allocated 23015 2016/09/23 14:49...  2016/09/23 14:49... Browser Cache Src9/Part2/Users/

ADF Test/
I Popoaancal.

v [[] AppData

v Default

> Microsoft

Files View records list, within the File Created and Last Written columns, timestamps that
hyperlink to the appropriate point within the Timeline View. Files View records list, within the
Linked Artifacts column, hyperlinks to any Artifact Captures that references the file shown.

Page 91



7/ \DF Triage-G2 V5.2 User Guide

Messages

Artifact Captures that result in the identification of messages are displayed in the Messages
view.

Messages View

. Messages

DO IE eeens [ Messagemvead [[Message [ AtechmentName [ Date/ime %]
7

2020/02/10 16:06...

Unread message 100220-1606
447452938009 (Martin Mulholland) - 16:06:10
7 15813505528674. 2020/02/10 16:02

SHoR IR TION [Referenced Files)
447452938009 (Martin Mulholland) - 16:02:32 [Pictures and Vi

7 2020/02/10 16:02.
Group message from Martin 100220-1602
447452938009 (Martin Mulholland) - 16:02:03

7 2020/02/10 16:01
‘Group message from Tom 100220-1601
447493764850 (o) - 16:01:02

7 2020/02/10 16:00...

Group message from James 100219-1600
44745293801 (James McLevy) - 16:00:22

7 2020/02/10 15:59.
408072901786790658

447452938011 (James McLevy) - 15:59:39

7 2020/02/10 15:59.
Test Viber Group

447452938011 (James McLewy) - 15:59:15

7 2020/02/10 15:58
Test Group

447452938011 (James McLew) - 15:58:50

The Messages view will display the message content in the Message column. Messages sent
by the local user, known as Outgoing messages, will be displayed in a blue message bubble
that is right aligned in the Message column. Messages sent from others to the local user,
known as Incoming messages, will be displayed in a green message bubble and left aligned in
the Message column.

The Message Thread column indicates if messages are part of a single conversation, clicking
on a hyperlink in this column will filter the view to only show messages from that
conversation. It is not possible to determine a message thread for all message applications.
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Tagged View

The Tagged view lists all tagged records.

Tagged View

Records: 3

.. File Records tagged with Level 5 - e
[ (Eleceps  lpwiew  dename  [fetpe  [[GpeGrow | Memachipe  [on |

ﬁ 7e61214djpg
. 43206eb7 jpg JPEG/JIFF Image  Picture Allocated

Allocated

JPEG/JIFF Image  Picture

Properties Preview

Togs M 5-Levels Preview ‘

File Name ScenarioSRTL.png File Type Portable Network Graphic

Picture

File Systemn Type

File
173516
2017/10/13 10:51:08

Size

Allocated
2017/10/13 10:52:08
2017/10/13 10:51:08
SrcS/Part2/Program Files/WindowsApps/Microsoft 3DBuilder_14.11302.0_x86_ 8wekyb3d8bbwe/Assets/HeroHelp
Extension png Protected Not protected
832 608

File Created

Picture Width Picture Height

All tagged records are accessible from this view. Each tag where appropriate will indicate the
Artifact and File records associated with it.
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Duplicate Files

Files with matching hash values and file size identified during a scan are considered duplicate
files. It is possible to identify duplicates of a file within the Files view and the Pictures view
will display an icon to show a picture has duplicates.

Files View

Within the Files view, duplicate files are displayed in the details pane. Duplicate files are
shown as a hyperlink which, when clicked, will display details for the duplicate file.

Duplicate Files in Details Pane

Properties Preview Duplicates

Src6/Part2/Users/ADF Test/AppData/Local/Packages/Microsoft. MicrosoftEdge_8wekyb3d8bbwe/AC/#!001/MicrosoftEdge/Cache/5LIC3US1/chrome-dial-pointer.310172ec[1].png '

Pictures View

The Duplicates tab appears within the Pictures view. A Hash Deduplication option is also
available within the Filter options. Selecting the Hide duplicates option will only display one
picture in the gallery view if duplicates of the picture are identified.

Hash Deduplication Filter

Pictures that have duplicates will display an icon showing that duplicate pictures were
identified:

Duplicate Picture Icon
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Referenced File Functionality

The following Artifact Capture results contain records that may reference files on the target
device(s) or files embedded within files on the target device(s). We refer to these files as
Referenced Files.

Artifact Capture Notes

Recent Files This Artifact Capture identifies recently accessed files.
Recently accessed files that can be located upon the target
device(s) are treated as Referenced Files and are accessible by
a hyperlink in the Candidate column to the relevant file
record in the Files View. Candidate files are identified by
matching their File Name and File Path with the information
within the Artifact Capture record.

Download History This Artifact Capture recovers information relating to
downloaded files. Downloaded files that can be located upon
the target device(s) are treated as Referenced Files and are
accessible by a hyperlink in the File Name column. Hyperlinks
will exist to the Files View record for the downloaded file and
to any File Collections Captures that have collected the file
concerned.

P2P Files Shared or Downloaded This Artifact Capture recovers information relating to files
downloaded or shared by P2P applications. If these files can
be located upon the target device(s) they are treated as
Referenced Files and are accessible by a hyperlink in the
Candidate column to the relevant file record in the Files View.
The Candidate column can also contain details of other
Captures that reference the file.

Browser Cache This Artifact Capture extracts cached files from containers
used by the Google Chrome, Safari, Edge, Opera and Firefox
browsers. The extracted cached files are listed within the Files
View and shown as embedded files. We also treat these files
as referenced files. These referenced files are accessible by a
hyperlink in the Referenced File column. Hyperlinks will exist
to the Files View record for the cached file and to any File
Collection Captures that have collected the file concerned.

Messages This Artifact Capture recovers messaging client messages.
These messages may have associated attachments. These
attachments are treated as referenced files. These referenced
files are accessible by a hyperlink in the Attachment Name
column. Hyperlinks will exist to the Files View record for the
attached file and to any File Collection Captures that have
collected the file concerned. The Attachment Name column
can also contain details of other Captures that reference the
file.
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Artifact Capture

Notes

Emails

This Artifact Capture recovers email client messages. These
messages may have associated attachments. These
attachments are treated as referenced files. These referenced
files are accessible by a hyperlink in the Attachment Names
column. Hyperlinks will exist to the Files View record for the
attached file and to any File Collection Captures that have
collected the file concerned. The Attachment Names column
can also contain details of other Captures that reference the
file.

File Collection capture records list, within the Linked Artifacts column, hyperlinks to any
Artifact Captures that references the file shown.
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Time Zone Section

Viewer Time Zone in Summary View

B sUMMARY

SCAN INFORMATION

Scan Name Win10_CompGPsopt
Scan Date 2018-09-14

Scan Time 10:05:15

System Date 2018-09-14

System Time 10:05:15

Viewer Time Zone Europe/London

When scans are carried out upon system drives the scanner tries to establish the configured
time zone. If a time zone is established all timestamps that are displayed within the results
viewer are adjusted where necessary to reflect the configured time zone. Within the
Summary view the Viewer Time Zone value will reflect the established time zone.

When scans are carried out on multiple target devices in one scan the scanner searches for a
system drive and if one is found establishes the configured time zone. If a time zone is
established all timestamps that are displayed within the results viewer for all target devices
are adjusted where necessary to reflect the configured time zone. If multiple system drives
are located the most recently used system drive takes precedence and all timestamps that
are displayed within the results viewer are adjusted in accordance with the time zone
discovered on this device. In these cases, within the Summary view the Viewer Time Zone
value will reflect the established time zone.

When scans are carried out upon target devices that are non-system drives (without an
operating system) no timestamp adjustment is carried out. In this case within the Summary
view the Viewer Time Zone will reflect the time zone used by the viewing computer.

In cases where the scanner cannot establish the time zone on system drives no timestamp

adjustment is carried out. In this case within the Summary view the Viewer Time Zone will
reflect the time zone used by the viewing computer.
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12. Reporting

The Report view allows the creation of reports in various formats (HTML, PDF and CSV), the
creation of a Project VIC JSON file (and an export of the associated files) or the creation of a
Standalone Viewer report. The Report view can be accessed from the Navigation toolbar.

Reports can only be created when Triage-G2 is running as a desktop application or when
using the Standalone Viewer functionality. Reports cannot be created during live or boot

mode scans.
Report View
< .. CREATE REPORT

Toector
a ___________®m &1 ®B & &8 &8 7 & 9 &8 /m o0 _§ |

The Create Report view has 4 main sections:

Section Functionality
1 - Format Select the desired report output
2 - Options Choose the desired output location for the report and define

orientation for PDF reports

3 - Content Selection Select the records/files desired within the report

4 - Export Button Create the report
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HTML Report

HTML reports are viewable with a web browser. The HTML report is customizable allowing
the choice of specific Captures and tagged items to show in the report, alternatively, all
records can also be included in a report. The underlying original files may also be exported (if
collected) with the report and can be opened directly from the HTML report providing there
are associated applications on the computer used to view the report.

1. Click Report button.

B crere reporT

Format Options

® HIML PDF csv vicS Standalone viewer Path* C\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

=f) (= N | S A S S S [ S S = W | o

SUMMARY
APPLICATIONS>Anti-Forensics Tr.
APPLICATIONS>Application Usage
APPLICATIONS > Installed Applica.
APPLICATIONS >P2P Traces
COMMUNICATION> Calls
COMMUNICATION>Messages
COMMUNICATION>Saved Cont.
COMMUNICATION > Skype - Me.
COMMUNICATION > Skype Recei.

DEVICE DATA>OS Information

DEVICE DATA>USB History

DOCUMENTS>Referenced Files
IPOC>IPOC - Keywords Compre.
MULTIMEDIA> Pictures Compreh.
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files
USER DATA>User Accounts
WEB BROWSERS>Browsing Hist
WEB BROWSERS> Search Terms
8| TIMELINE
. FLES

SCAN LOG
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Select Format — HTML from the format section.

B crente reporT

Format Options

POF ()CSV  (IVICS () Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 ||

Content Selection

SUMMARY

AAPPLICATIONS >Anti-Forensics Tr.. 152
APPLICATIONS > Application Usage 2
APPLICATIONS>Installed Applica. 24
APPLICATIONS>P2P Traces 3
COMMUNICATION>Calls 3
COMMUNICATION>Messages 4

COMMUNICATION> Saved Cont
COMMUNICATION > Skype - Me.
CCOMMUNICATION> Skype Recei.
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files
IPOC>IPOC - Keywords Compre.
MULTIMEDIA> Pictures Compreh.
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts
WEB BROWSERS>Browsing Hist
'WEB BROWSERS>Search Terms
TIMELINE

FILES

SCAN LOG

By default, all tagged records are selected in the Content Selection section.

B crerie reporT

Format Options

OHIML CPDF GV (VIS () Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 ||

Content Selection

SUMMARY
APPLICATIONS> Anti-Forensics Tr. 152
APPLICATIONS > Application Usage 2%
APPLICATIONS>Installed Applica.. 2
APPLICATIONS>P2P Traces 3

CCOMMUNICATION > Calls 3

COMMUNICATION>Messages 45

'COMMUNICATION>Saved Cont.
COMMUNICATION> Skype - Me.
'COMMUNICATION > Skype Recei.
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files
IPOC>IPOC - Keywords Compre,
MULTIMEDIA> Pictures Compreh.
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist.

WEB BROWSERS>Search Terms
TIMELINE

FILES

SCAN LOG
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Optional - Select the all records checkbox to include all records.

Content Selection

v| SUMMARY

| APPLICATIONS>Anti-Forensics Tr..
] APPLICATIONS> Application Usage
| APPLICATIONS> Installed Applica.
| APPLICATIONS >P2P Traces

/| COMMUNICATION> Calls:

] COMMUNICATION>Messages
| COMMUNICATION>Saved Cont.
| COMMUNICATION > Skype - Me.
| COMMUNICATION> Skype Recei..
] DEVICE DATA>OS Information

| DEVICE DATA>USB History

] DOCUMENTS>Referenced Files
! IPOC>IPOC - Keywords Compre.
] MULTIMEDIA> Pictures Compreh.
| MULTIMEDIA>Videos under 100...
] USER DATA> Recent Files

| USER DATA>User Accounts

| WEB BROWSERS>Browsing Hist
| WEB BROWSERS>Search Terms
] TIMELINE

VI FILES

V] SCAN LOG

B crente reporT

Format

© HIML POF csv VICS Standalone viewer

Options

Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50

Optional - Select the checkbox next to each capture to include all records in that capture
within the report.

© HIML POF csv VICS

Content Selection

SUMMARY
APPLICATIONS>Anti-Forensics Tr.
APPLICATIONS> Application Usage
APPLICATIONS > Installed Applica.
APPLICATIONS>P2P Traces
CCOMMUNICATION> Calls
COMMUNICATION>Messages
'COMMUNICATION>Saved Cont...
COMMUNICATION> Skype - Me.
COMMUNICATION> Skype Recei
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files

1POC>IPOC - Keywords Compre,

MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG

BB crerre reporT

Format

Standalone viewer

Options

Path® C\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50
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6. Optional - Select the checkbox above each tag column to include all of these tagged
records within the report.

B crenie reporT

Format Options

© HIML POF csv VICS Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

[ i [l a 5 4]J5imts[ ] [7 e[l oot ||

SUMMARY
APPLICATIONS > Anti-Forensics Tr. 152
APPLICATIONS > Application Usage 2
APPLICATIONS > Installed Applica... 24
APPLICATIONS>P2P Traces 3
COMMUNICATION> Calls 3
Gl COMMUNICATION>Messages 45

CCOMMUNICATION > Saved Cont..
COMMUNICATION> Skype - Me.
CCOMMUNICATION > Skype Recei.

DEVICE DATA>OS Information

DEVICE DATA>USB History

DOCUMENTS>Referenced Files

1POC>IPOC - Keywords Compre,

MULTIMEDIA>Videos under 100.
USER DATA>Recent Files
USER DATA>User Accounts
WEB BROWSERS>Browsing Hist.
WEB BROWSERS>Search Terms
8] TIMELINE
8/ FILES

SCAN LOG

7. Optional - Select the checkbox to export original files where collected.

BB crerre reporT

Format Options

© HIML POF csv VICS Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

E_E-E-E-E-E-E-E-E-E-E-=

APPLICATIONS > Anti-Forensics T. 152 v
APPLICATIONS> Application Usage 2
APPLICATIONS> Installed Applica. u
APPLICATIONS>P2P Traces 3 v
COMMUNICATION> Calls 3

5 COMMUNICATION>Messages 4

CCOMMUNICATION> Saved Cont...
COMMUNICATION> Skype - Me.
'COMMUNICATION > Skype Recei.
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files
1POC>IPOC - Keywords Compre,
MULTIMEDIA> Pictures Compreh.
MULTIMEDIA>Videos under 100...
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG
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8. Optional - Select the checkbox to have a list layout instead of table layout within the
report.

B crenie reporT

Format Options

© HIML POF csv <Y Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

E_E-E-E-E-E-E-E-E-E-E-E-=

APPLICATIONS>Anti-Forensics T. 152 v
APPLICATIONS > Application Usage 2 v
APPLICATIONS > Installed Applica... 24 v
APPLICATIONS>P2P Traces 3 v
COMMUNICATION> Calls 3 v

COMMUNICATION>Messages

'COMMUNICATION>Saved Cont...

COMMUNICATION > Skype - Me.

CCOMMUNICATION > Skype Recei.
DEVICE DATA>OS Information

DEVICE DATA>USB History

DOCUMENTS>Referenced Files

IPOC>IPOC - Keywords Compre,

MULTIMEDIA> Pictures Compreh

MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist
WEB BROWSERS>Search Terms
TIMELINE

FILES

SCAN LOG

9. Optional - Select the checkbox to have a Summary page included within the report.

BB crerre reporT

Format Options

© HIML POF csv VICS Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

APPLICATIONS > Anti-Forensics Tr. 152
APPLICATIONS> Application Usage 2%
APPLICATIONS > Installed Applica. 2
APPLICATIONS>P2P Traces 3
CCOMMUNICATION > Calls 3

COMMUNICATION>Messages

'COMMUNICATION>Saved Cont...

COMMUNICATION> Skype - Me.

(COMMUNICATION> Skype Recei.
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files

1POC>IPOC - Keywords Compre,

MULTIMEDIA> Pictures Compreh

MULTIMEDIA>Videos under 100...

USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist
WEB BROWSERS>Search Terms

TIMELINE

FILES

SCAN LOG
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10. Optional - Choose path to save report to (default value is the Desktop of the currently
logged in user, the default location can be changed in the Settings view).

B crenie reporT

Format Options

© HIML POF csv VICS Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

V| SUMMARY
APPLICATIONS > Anti-Forensics Tr. 152
APPLICATIONS > Application Usage 2
APPLICATIONS > Installed Applica... 24
APPLICATIONS>P2P Traces 3
COMMUNICATION> Calls 3

Gl COMMUNICATION>Messages 45

CCOMMUNICATION > Saved Cont..
COMMUNICATION> Skype - Me.
CCOMMUNICATION > Skype Recei.

DEVICE DATA>OS Information

DEVICE DATA>USB History

DOCUMENTS>Referenced Files

MULTIMEDIA> Pictures Compreh
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts
WEB BROWSERS>Browsing Hist.
WEB BROWSERS>Search Terms
TIMELINE

FILES

SCAN LOG

11.  Click on the Export button to create the HTML report.

BB crerre reporT

Format Options

© HIML POF csv VICS Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 -

Content Selection

v| SUMMARY
APPLICATIONS > Anti-Forensics T. 152
APPLICATIONS> Application Usage 2
APPLICATIONS> Installed Applica. u
APPLICATIONS>P2P Traces 3
COMMUNICATION> Calls 3
5 COMMUNICATION>Messages 4

'COMMUNICATION>Saved Cont...
COMMUNICATION> Skype - Me.
(COMMUNICATION> Skype Recei.
DEVICE DATA>OS Information
DEVICE DATA>USB History

DOCUMENTS>Referenced Files

MULTIMEDIA> Pictures Compreh
MULTIMEDIA>Videos under 100...
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG
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Opening HTML Report

HTML reports are stored within a folder as specified within the Option path field. To open an
HTML report, browse to the location where the folder was created, open the folder and
double click on the index.html file therein:

Opening HTML Report

O Name Date modified Type
html_pages 29/08/2018 10:41 File folder
RLEMIEWS 29/08/2018 10:41 File folder
Ef index.html 29/08/2018 10:41 Chrome HTML Document

<

When viewing an HTML report it will open within the default web browser.

The HTML report displays the same columns that were visible in the viewer in the order they
were displayed. To remove columns from the HTML report hide them within the viewer prior
to creating the report. A navigation bar appears when moving the cursor over the turquoise
section at the left-hand side of the report containing the >> symbol.

HTML Report Navigation

FILES ‘H PROFILE STATISTICS TAGS STATISTICS

Comprehensive - IPOC speed Scan Duration Oh Om 295 0-Lleveld 1
8-level8 optimized Status Completed T-levell 1
Comprehensive scan - Runs all Files Collected 805 2-level2 1

FILES artfact Captures. collects allocated,  Application  ADF Digital Evidence Investigator ~ 3-Level3 1
embedded, and deleted pictures 4-Leveld 1

and videos, searches for common 5-Level 5 1

9-Level9 1POC keywords, and searches for 6-levels 1
known hash values using the T-level7 1

o Thorough Identification for Files 8-levels 1
Without Extension option. Searches 9-Leveld 1

for anti-forensics traces, remote
Notag access traces, P2P traces and files
from Skype caches. Collects
protected files and files not
FILES processed by parser
Browsing History

Messages

DEVICE DATA DOCUMENTS 1POC

Recent Files

Connection Log 0 Referenced Files IPOC - Hash Set
Device Information 0 Comprehensive speed 0
1

el optimized
Search Terms E 5 EES. — oc- Keywords
-l
. USB History " oa Comprehensive speed 886

00 O

MULTIMEDIA> Pictures Comprehensive - speed optimized X optimized
0-Level0

- Level 1
WEB BROWSERS

Browsing History s @ e
0

Download History

-
1]
M Search Terms w @8

- Level 2

- Level 3

oo g o
]
| |

- Level 4

- Level 5
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PDF Report

The PDF report is customizable allowing the choice of specific Captures and tags to show in
the report, all records can also be shown in the report. Where files have been collected with
a scan these can be exported with the report, these can then be opened directly from the
PDF report providing there are associated applications on the computer viewing the report.

PDF Report
N BRI creare RepORT
N Format Options
HTML GV (VIcs ) Standalone viewer Path*® C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 PDF ||

Orientation: ‘e L

Content Selection

o O o o o o o o o o o o 9 /8 |

V] SUMMARY
APPLICATIONS>Anti-Forensics T 12 (v
APPLICATIONS>Application Usage E
APPLICATIONS>Installed Applica. 2
APPLICATIONS>P2P Traces 3 v

COMMUNICATION> Calls a
COMMUNICATION>Messages
COMMUNICATION>Saved Cont.
COMMUNICATION> Skype - Me.
COMMUNICATION> Skype Recei
DEVICE DATA>OS Information
DEVICE DATA>USB History
DOCUMENTS>Referenced Files
1POC>IPOC - Keywords Compre,
MULTIMEDIA> Pictures Compreh.
MULTIMEDIA>Videos under 100.
USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist.
WEB BROWSERS > Search Terms
TIMELINE

FILES

SCAN LOG

When creating a PDF report Landscape or Portrait orientation can be selected. Reports
containing a large number of columns are best produced in Landscape as some columns may
not be displayed in Portrait orientation due to the limited page space available.

PDF Orientation
Options
Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 - PDF 3] -
[}rientationi ® Landscape Portrait]
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Opening PDF Report

PDF reports are stored within a folder as specified within the Option path field. To open a
PDF report, browse to the location where the folder was created, open the folder and double
click on the <scan name>.pdf file therein:

Opening PDF Report

O _Nam Date modified Type Size
I %] Scan 2018-08-28 11-58-50.pdf 29/08/2018 14:01 PDF File 3,300KB

When viewing a PDF report it will open within the default application used to open PDF files.

The PDF report displays the same columns that were visible in the viewer in the order they
were displayed. To remove columns from the PDF report hide them within the viewer prior to
creating the report. With limited page space it is recommended to remove columns
irrelevant to the report prior to creating a PDF report.

PDF Report

Scan 2018-08-28 11-58-50

SUMMARY
SCAN INFORMATION, SEARCH PROFILE
ScanName  Scan 2018-08-28 11-58-50 . Comprenensive - IPOC speed
Scan Date 2018-08-28 optimized
Comprehensive scan - Runs o
Sceafime ¥ESES) antifact Captures, collects
System Date  2018-08.28 alocated, embedded, and
deleted pictures and videos,
System Time  11:58:51 searches for common IPOC
Viewer Time keywords, and searches for
Eorope/London . n, Values using the
otes
o for Files
STATISTICS Searches for anti-forensics traces
" remote access traces, P2P traces
Scan Dumticn! 0 Om 2% and files from Skype caches.
status Completed Colects protected files and files
not processed by parser
Files Collected 805
ADF DigitalEvidence Investigator
Application TAGS STATISTICS
000
o-teveio 1
Tlevelt 1
2wl 1
3levels 1
4leveis 1
Solevels 1
6-levels 1
Tolewel7 1
8- Level8 1
9-Level9 1
CAPTURES
APPLICATIONS ComMMUNICATION
Anti-Forensics 0! e ) [
Traces
Applcation am Emails 3
Usage -
w «
o w5 Q
Applications L
polications - - .
PP Files Contacts
Shared or .
ype
i
Posniceded Media_cache 1
P2P Search Folder
Terms o
soype "
P2P Traces 3 Received Fles
ces ©
Access Traces e —
shareaza
0 Referenc od
GiNos Files "
SUMMARY 17199
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CSV Report

The CSV report is customizable allowing the choice of specific Captures and tags to show in a
report, all records can also be shown in the report. Results where files were captured can be
set to export the files which will be maintained in a ZIP archive in its’ original path. The CSV
report has the same options as the HTML report with the exception that all the records’
properties are always exported, and exporting the results in a list view is not an option. An
individual CSV file is created for every capture that an item has been selected for inclusion in
the report.

CSV Report
N BRI crente RepORT
) Format Options
HTML POF vICS Standalone viewer Path* C:\Users\Stuart\Desktop\Scan 2018-08-28 11-58-50 '/1 -

Content Selection

APPLICATIONS>Anti-Forensics Tr. 152
APPLICATIONS > Application Usage 2%
APPLICATIONS>Installed Applica. 24
APPLICATIONS>P2P Traces 3
COMMUNICATION> Calls 3
COMMUNICATION>Messages s

COMMUNICATION > Saved Cont s
COMMUNICATION> Skype - Me.

COMMUNICATION> Skype Recei

DEVICE DATA>OS Information

DEVICE DATA>USB History

DOCUMENTS>Referenced Files

POC>IPOC - Keyw ompre.

MULTIMEDIA>Pictures Compreh.

MULTIMEDIA>Videos under 100.

USER DATA>Recent Files

USER DATA>User Accounts

WEB BROWSERS>Browsing Hist.

WEB BROWSERS>Search Terms
TIMELINE
FILES

SCAN LOG
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Opening CSV Report

CSV reports are stored within a folder as specified within the Option path field. To open a CSV
report, browse to the location where the folder was created, open the folder and double click
on the desired <capture>.csv file therein:

Opening CSV Report

O Name Date modified Type Size
original_files — 20/09/2018 10:26 File folder
APPLICATIONS-Anti-Forensics Traces-FILES.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 6KB
a) APPLICATIONS-Application Usage.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 21K8
¥a) APPLICATIONS-Cloud Storage Traces-FILES.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 30KB
APPLICATIONS-Installed Applications.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 3KB
“a] APPLICATIONS-Social Media Traces-Browser Cache.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 12KB
APPLICATIONS-Social Media Traces-Browsing History.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 16KB
a) APPLICATIONS-Social Media Traces-FILES.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 8Ke
“a) DEVICE DATA-Connection Log.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 3KB
DEVICE DATA-OS Information.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 2KB
DEVICE DATA-USB History.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 4KB
DEVICE DATA-Windows Registry Files.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 8KB
“a) DOCUMENTS-Office Documents Comprehensive thorough ID .csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 13KB
“a] DOCUMENTS-Referenced Files.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 627 KB
FILES.csv 20/09/2018 10:27 Microsoft Excel Comma Separated ... 62,939 KB
MULTIMEDIA-Pictures Comprehensive Thorough ID no carving.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 3,348KB
“a] MULTIMEDIA-Videos All - Comprehensive Thorough ID.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 215KB
“a] SCAN LOG.csv 20/09/2018 10:27 Microsoft Excel Comma Separated ... 91kKB
TIMELINE.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 4,59 KB
USER DATA-Desktop shortcut files.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 2KB
USER DATA-Recent Files.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 46 KB
*a) USER DATA-User Accounts.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 3KB
USER DATA-User Logins.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 199KB
“a] WEB BROWSERS-Browser Cache.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 965 KB
WEB BROWSERS-Browsing History.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 302 KB
“a] WEB BROWSERS-Download History.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 4KB
“a] WEB BROWSERS-Form Data.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 2KB
WEB BROWSERS-Search Terms.csv 20/09/2018 10:26 Microsoft Excel Comma Separated ... 5KB

When viewing a CSV report it will open within the default application used to open CSV files.
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VICS Report

The VICS report option allows the creation of a Project VICS compatible output folder. This
folder contains selected picture and video files together with a Project VICS compatible JSON
file. This report is compatible with and can be imported into other applications that support
Project VICS including Griffeye. The output Project VICS JSON file can also be used to create
Triage-G2 hash captures for use in other cases.

VICS Report
B crerie reporT
SN oot Options
WML PDF () Csv Standalone viewer Path*® C:\Users\Stuart\Desktop\Scan 2018-08-28 T1-58-50 VICS 2 -

S[ll Content Selection
o o o & &8 & &8 B2 &8 O m /g9 [ |
- COMMUNICATION> Skype - Me. ,

COMMUNICATION> Skype Recei. 1 7

DOCUMENTS>Referenced Files

v
v
v
v

MULTIMEDIA>Videos under 100.

Using VICS Report Output

The Project VICS output is stored within a folder as specified within the Option path field.
When asked to import a Project VICS JSON file within another application, browse to this
location and select the <scan name>.json file:

Project VICS JSON File

O Name Date modified Type Size

iginal fi 29/08/2018 17:10 File folder
| Scan 2018-08-28 11-58-50.json 29/08/2018 17:10 JSON File 2,197KB
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Standalone Viewer

The Standalone Viewer option outputs all of the scan results into a self-contained folder that
includes a built in standalone application that can view the results. This standalone
application runs independently of Triage-G2 and can be run on any Windows computer
where the user has sufficient privileges. No license is required to view these reports. All Tags
and Comments that have been created during the review are included in the output. The
Standalone Viewer cannot be run from read-only storage devices such as CDs or DVDs.
Standalone Viewer reports allow easy collaboration with other investigators and provide a
good method of archiving Scan Results.

Standalone Viewer

S B e ReporT

B Format Options
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Opening Standalone Viewer

The Standalone Viewer is stored within a folder as specified within the Option path field. To
open the Standalone Viewer, browse to the location where the folder was created, open the
folder and double click on the ADF Viewer.bat file therein:

Opening Standalone Viewer

[0 Name Date modified Type Size

ScanResults 20/09/2018 11:01 File folder
win File folder

ADF Viewer.bat 27/07/2018 13:28 Windows Batch File 1KB

The Standalone Viewer will operate as Triage-G2 does when reviewing scan results, see

section 11 for further details.
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13. Managing and creating Search Profiles

Triage-G2 comes with thirteen ready to use default Search Profiles. A Search Profile is a
combination of Captures. Artifact Captures recover specific records or information e.g.
browsing history records or user account information. Users cannot create or edit Artifact
Captures. File Collection Captures recover files matching certain criteria such as file
properties, inclusion of keywords or matching hash values. File Collection Captures are
supplied with the program and can also be user created.

Triage-G2 allows the creation of custom Search Profiles containing a combination of default
and user created Captures. Copies of the default Search Profiles may also be modified to suit
operational requirements.

To create a Search Profile, select Setup Scans from the Home screen which will display the
Manage Search Profiles view. From here it is possible to create, edit, or delete profiles. The
default Search Profiles cannot be edited or deleted, these can only be copied allowing the
copy to be edited.

Manage Search Profiles View

Manage Search Profiles

Quick - Saved Credentials
USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE RUNNING. Runs Saved Credentials capture only.

Quick - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email, P2P and Saved Credentials, searches for anti forensic traces, social media traces, remote access traces,

Quick - G2

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding emails, P2P captures and Saved Credentials, collects pictures and videos in browser caches, searches for anti-.

Quick - Collection - iOS Backup

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files from an iOS backup.

Mobile Devices - General Profiling

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects allocated, and embedded pictures, videos and frames from videos over 500MB and Office Documents using the Thorou.

Mobile Devices - G2

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects allocated, and embedded pictures, videos and frames from videos over 500MB and Office Documents using the Thorou.

Intermediate - General Profiling

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding P2P captures and Saved Credentials, collects pictures, video frames, and Office documents in user folders. Se.

Intermediate - G2

USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures except P2P captures and Saved Credentials, collects pictures and videos under S00MB and frames from videos over 500.

Intermediate - Email
USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Recovers messages and attachments from Outlook, Apple Mail, Windows Mail and Windows Live Mail. Collects protected files and files not proces.
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Hiding Default Profiles

To hide a Default Search Profile a file entitled config.json file must be edited, this is located
by default at “\Users\\AppData\Local\ADF Solutions Inc\ADF Triage-G2\config.json”.

1. Whilst the ADF DEI program is not running open the JSON file in an editor of your choice
(notepad will suffice)

k N
"Display Default Captures™: [
{
"name": "0S Information",
"show": true
1
{
“name": "User Accounts”,
"show": true
3
{
"name": "USB History",
"show": true
¥
{
"name": "Calls",
"show": true
1
{
“name": "Saved Contacts”,
"show": true
b y
2. Scroll to the “Display Default Search Profiles” section and change the “show” value to

“false” for the Search Profile to hide

"Display Default Search Profiles": [ A
“name"”: "Comprehensive - Collect Pictures from Free Space”,
"show": true

1
{
“name": "Comprehensive - General Profiling speed optimized”,
"show": true
1
{
“name": "Comprehensive - General Profiling"”,
"show": false|
3,
1
“name": "Comprehensive - IPOC speed optimized",
“show": true
Ts
f
"name": "Comprehensive - IPOC",
"show": true
1
{
v

3. Save the edited file

4, To display hidden Default Search Profiles change the “show” value from “false” to “true”
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Creating a new Search Profile

1. Click on the New Profile button in the Function Toolbar

Manage Search Profiles

Quick - Saved Credentials
Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE RUNNI...

Quick - General Profiling
Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email, P2P and ...

2. Enter a unique name for the profile

Define Search Profile

ame* P2P ArtifaCtS|

3. Optional - Enter notes describing what the search profile will do

Define Search Profile

Name* P2P Artifacts

Notes  Recover peer-to-peer artifacts only
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4, The left hand side of the Define Search Profile view contains groups of Captures available.
Clicking on a Capture Group displays the Captures on the right hand side

. Define Search Profile

Name* P2P Artifacts

Notes  Recover P2P artifacts only

Capture Groups Captures

APPLICATIONS o/n Apple Lockdown Files Collection
CHILD EXPLOITATION 0/8

e St 2Beseae
DEVICE DATA 0/10 emals CHE]E] @ @

DOCUMENTS 0/4 Rl = 1ol SRR @k [vIv b [] f[]e]0)
INTEL KEYWORDS o/n Saved Contacts Ea BEoBUIE0QY mm o
MULTIMEDIA o/21

Skype - Media_cache Folder
USER DATA 0/5
WEB BROWSERS 0/7 Skype Received Files

iOS MobileSync Collection

5. Clicking on an Artifact Capture allows the option to Expand: this shows further details for the
type of data the Artifact Capture will collect. Clicking Collapse will return to the Capture
selection view

Define Search Profile

Name* P2P Artifacts

Notes  Recover P2P artifacts only

Capture Groups Captures

APPLICATIONS omn Apple Lockdown Files Collection

CHLD BPLOMTATON 0/¢ [ S LYOAY S I6)

DEVICE DATA 0/10

g Skype . feave

E WeChat Q WhatsApp

DOCUMENTS 0/4
INTEL KEYWORDS o/ 8 ios phone ® viver
MULTIMEDIA /21 @)

" Line ii Tango
USER DATA 0/5

WEB BROWSERS 0/7 emais LIEIE] W @
Messages @ (0 Q% Emomug n@om
saved Contacs [ E1 0 BUEOQCQRON
Skype - Media_cache Folder

Clama Raraivad Filac
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6. To select a Capture click on the check box next to it and a tick will appear. To select all
Captures within a Category, Click on the check box next to the Category
Define Search Profile
Name* P2P Artifacts
Notes  Recover P2P artifacts only
Capture Groups Captures
_ Anti-Forensics Traces
CHILD EXPLOITATION 0/8 Application Usage == X |ﬁ|
COMMUNICATION 0/8
DEVICE DATA 0/10 Cloud Storage Traces
DOCUMENTS 0/4 Cryptocurrency Traces
INTEL KEYWORDS o/n Installed Applications S X 1§ i0s
MULTIVEDIA o P2P Files Shared or Downloaded A e @ (‘,‘
USER DATA
WEB BROWSERS
P2P Traces
Remote Access Traces
Shareaza GUIDs
7. When the desired Captures for the Search Profile have been selected, click the Next button

to continue. If any overlapping Captures have been detected a warning dialog will be
presented showing them. Clicking Proceed here will continue creating the Search Profile with
overlapping Captures, clicking Cancel will allow these to be amended

— |

Warning

The following Captures are targeting the same files and may result in a longer scan. We recommend deselecting the
overlapping Captures:

MULTIMEDIA > Collect Deleted Pictures from Unallocated Clusters (Picture) I
MULTIMEDIA > Pictures - with EXIF Data (Picture)

MULTIMEDIA > Pictures - with GPS Location Data (Picture)

MULTIMEDIA > Pictures Comprehensive - speed optimized (Picture)

MULTIMEDIA > Pictures Comprehensive Thorough ID no carving (Picture)
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8. It is possible to add or delete custom fields of information that the user enters at the point of
starting a scan or to use scan information fields setup in the Settings view. By default there
are three mandatory fields: Scan Name, Scan Date, and Scan Time. Additional fields can be
added to prompt for more information by typing in the “enter new field name” text box. It is
possible to include a default value and make this new field mandatory. To delete a custom
field, click on the Delete button alongside it
Scan Information Fields
Customﬁeld @
9. There are five Scan Options:

Skip files processed for more than X min — set a time value for when files that are taking too
long to process are skipped. This feature is useful if corrupt files are stopping scans from
completing quickly. Type a numerical value and select minutes or seconds

Collect skipped files — collects files less than 2GB that were skipped during a scan

Collect protected files — this copies any password protected files detected by Captures to the
Scan Results.

Collect files that crashed parser — this copies any files that Captures cannot read to the Scan
Results.

Activate Bitlocker on Collection Key — this will encrypt any Scan Results written to the key
securing the data against loss or theft

Scan Options
Skip files processed for more than 60 <« min Collect skipped files (max 2GB)
Collect protected files encountered by the Captures (max 2GB)

Collect files that crashed the parsers (max 2GB)

Activate BitLocker on Collection Key (it is impossible to recover the data if the password is lost)

Page 118




7/ \DF Triage-G2 V5.2 User Guide

10. Select the post-scan options. Selecting a tick box will automatically start that task when the
scan is finished. Highlighting a task shows an order button, clicking this and dragging the
mouse allows the task to be ordered above or below the other tasks determining the order
these tasks are ran upon scan completion. The Entity Extraction task requires the Rosoka
module add-on to be purchased

Post-Scan Options

Select which tasks should start automatically when the scan finishes and move them to define their order of execution.

v ideo classification ¥

v | JPicture classification

v | JEntity extraction

11. Add a Whitelist. This can be added based on a folder of files, a CSV file containing hash values
or a JSON file of hash values. See the section on Whitelists for further details

Whitelists

12.  Click on the Save button and the new Search Profile will be listed on the Manage Search
Profiles screen and can edited or deleted

Captures with Saved Contacts

When creating a Search Profile that contains Captures with user details (such as Messages for
message Principal or message Recipient) the Saved Contacts Capture should be selected in
order to resolve the user names. Failure to select the Saved Contacts will result in a User ID
being displayed but no Friendly Name.
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Whitelists

Whitelists are a list of files to be ignored during a scan. There are three ways to add a
whitelist: selecting a folder of files, adding a CSV file containing hash values or adding a JSON
file containing hash values.

The location where whitelists are saved can be changed in the Settings view. Whitelists
created in one Search Profile will be available for use in all user created Search Profiles.

Add Folder of Files

1. Click on the Add Files button in the Whitelists section
Whitelists !E!%!ﬁ
2. Select the folder containing the files to add to the whitelist

3. A message will be displayed showing the status of the whitelist creation. Any errors that
occurred during the whitelist creation are displayed, these can include duplicate files or
files locked by other applications such as database files. Click the OK button to continue

Computation completed

Hash values computed: 3
Warnings/errors: 0

4, Give the whitelist a name, this is mandatory and must differ from other whitelist names,
pressing the enter/return key will complete the naming of the whitelist

- BHEHA
I Mandatory field. Enter a whitelst name. I '
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Add Files from CSV

1.

V5.2 User Guide

Click on the Import CSV button in the Whitelists section

2.

Whitelists

or “md5”) and an optional file size column (titled “filesize” or “file size”)

Select the CSV file. The CSV file must contain one hash value column (titled “sha-1”, “shal”

R Chooseietomport whielnts x
€ = [1> THSRC » Documents » ADF > Whelsts > CSV o] [semencsy
Organize v New folder - @
ADF Solutons nc #5 Name - Outemodiied .
g ) CSV Whitelstcsv.
o0
oape
fies

20/05/20190842  Microsoft Excel C.

15523k

 Oropbox
@ Onedrne
= masc
30 Objects
8 oeteop

) Documents

Filename: SV Whielscov

A message will be displayed showing the status of the whitelist creation. Any errors that
occurred during the whitelist creation are displayed, such as duplicate hash values. Click the

OK button to continue

4.

Importing Hash Values

Import completed

Give the whitelist a name, this is mandatory and must differ from other whitelist names,

pressing the enter/return key will complete the naming of the whitelist
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Add Files from JSON
1. Click on the Add Files button in the Whitelists section
2. Select the project VIC formatted JSON file to add as a whitelist

Name

Tipe
) sompleFiejson
M Deseop

= WINPE )
-V
= USBDrve (6)

File name:Sample Filejzon

<] [sonifesCsom)

A message will be displayed showing the status of the whitelist creation. Any errors that
occurred during the whitelist creation are displayed, such as duplicate hash values. Click the
OK button to continue

Importing VICS Data

Import completed

4.

Give the whitelist a name, this is mandatory and must differ from other whitelist names,
pressing the enter/return key will complete the naming of the whitelist
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Deleting Whitelists

1. Highlight the whitelist to delete, a delete button will appear, clicking on this will start the
deletion process

Whitelists -“'

Folder of Files

Project VIC

2. The whitelist will not be deleted instantly, a short time delay allows the option to undo the
deletion by clicking on the UNDO button that appears

Whitelists .'"

Folder of Files

Project VIC

Selecting Whitelists

1. To add a whitelist to a search profile, click on the check box next to the whitelists required

Whitelists .""
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Editing a Search Profile

It is possible to edit any user created Search Profile, it is not possible to edit any default
Search Profiles, however, default Search Profiles can be copied and the copies edited.

1. To edit a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to edit, this will reveal an edit button that when clicked allows the editing of
the Search Profile

Manage Search Profiles
Custom Profile 1 & v = >
User created profile Bxpot  Delete  Copy Edit

Comprehensive - General Profiling speed optimized

Comprehensive scan - Runs all Artifact Captures, excluding P2P captures and Saved Credentials, collects allocated, embe...

Comprehensive - General Profiling

Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures,...

Comprehensive - Collect Pictures from Free Space

Comprehensive scan - searches Unallocated Clusters for Deleted Pictures

Comprehensive - Child Exploitation speed optimized

Comprehensive scan - Runs all Artifact Captures excluding Saved Credentials, collects allocated, embedded, and deleted ...

Comprehensive - Child Exploitation

Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures ...
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Deleting a Search Profile

1. To delete a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to delete, this will reveal a Delete button that when clicked deletes that
Search Profile

Manage Search Profiles
Custom Profile 1 Slels >
User created profile Export | Delete § Copy Edit
Comprehensive - General Profiling speed optimized
Comprehensive scan - Runs all Artifact Captures, excluding P2P captures and Saved Credentials, collects allocated, embe...
Comprehensive - General Profiling
Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures,
Comprehensive - Collect Pictures from Free Space
Comprehensive scan - searches Unallocated Clusters for Deleted Pictures
Comprehensive - Child Exploitation speed optimized
Comprehensive scan - Runs all Artifact Captures excluding Saved Credentials, collects allocated, embedded, and deleted ...
Comprehensive - Child Exploitation
Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures ..

2. When a Search Profile is deleted there will an opportunity to undo the deletion for a small

period of time. To undo the deletion, click on the Undo button

Manage Search Profiles

Deleted

Comprehensive - General Profiling speed optimized

Comprehensive scan - Runs all Artifact Captures, excluding P2P captures and Saved Credentials, collects allocated, embe...

Comprehensive - General Profiling

Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures,...

Comprehensive - Collect Pictures from Free Space

Comprehensive scan - searches Unallocated Clusters for Deleted Pictures

Comprehensive - Child Exploitation speed optimized

Comprehensive scan - Runs all Artifact Captures excluding Saved Credentials, collects allocated, embedded, and deleted ...

Comprehensive - Child Exploitation

Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures ...
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Copies of the default Search Profiles may be modified to suit operational requirements.

that Search Profile

1. To copy a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to copy, this will reveal a Copy button that when clicked creates a copy of

Manage Search Profiles

Quick - Saved Credentials

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE RUNNIL...

Quick - General Profiling

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email, ...

Quick - Collection - iOS Backup

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files from an iOS backup

Quick - Child Exploitation

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email and Save...

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

2. Copying a profile will present the Define Search Profile screen. From here captures may be
added/deleted or modified
Define Search Profile
Name* \

Notes  'emote access traces, files in the Skype caches and pictures and videos in the browser cache.

Capture Groups Captures
CHILD EXPLOITATION 0/8
P2P Traces
8| COMMUNICATION 5/8
v R te A Tr
m] DEVICE DATA 4/10 emote Access Iraces
DOCUMENTS 0/4 Shareaza GUIDs
INTEL KEYWORDS o/n v| Social Media Traces
&) MULTIMEDIA 3/2
B USER DATA 4/5
& WEB BROWSERS 6/7
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Exporting a Search Profile

It is possible to create a Search Profile on one computer and export it so that it is available to
be used in another computer. This allows the creation of a Search Profile and share it with
other team members or create a profile in the office to provide to staff who are conducting
onsite examinations. An exported Search Profile can only be imported within the same
version of Digital Evidence Investigator and Triage Investigator.

1. To export a Search Profile, click on Setup Scans on the Home screen and then highlight the
Search Profile to export and click the Export button that is revealed.

Manage Search Profiles
Custome Profile 1 Slg & >
User created profile Bport | Deete  Copy Edt

Comprehensive - General Profiling speed optimized

Comprehensive scan - Runs all Artifact Captures, excluding P2P captures and Saved Credentials, collects allocated, embe.

Comprehensive - General Profiling

Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures,

Comprehensive - Collect Pictures from Free Space

Comprehensive scan - searches Unallocated Clusters for Deleted Pictures

Comprehensive - Child Exploitation speed optimized

Comprehensive scan - Runs all Artifact Captures excluding Saved Credentials, collects allocated, embedded, and deleted

Comprehensive - Child Exploitation

Comprehensive scan - CAUTION - all videos files are collected and may exceed storage space. Runs all Artifact Captures

2. When the Export button is clicked, a folder browser dialog window will appear to select the
location the exported profile will be saved. After a folder has been selected a message will
be displayed when the exporting process is complete.

Exporting Search Profile

Export completed
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3.

Exported Search Profiles will be named after the Search Profile and contain a .profile file

extension.

~

O Name
%] [:] Custom Profile 1.profile

Date modified

05/03/2017 11:55

Page 128

Type
PROFILE File

Size

6KB




7 \DF Triage-G2 V5.2 User Guide

Importing a Search Profile

1. To import a Search Profile, click on Setup Scans on the Home screen and then click on the
Import Profile button.

Manage Search Profiles

Quick - Saved Credentials
Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE RUNNIL...

Quick - General Profiling

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email, P2P and ...

Quick - Collection - iOS Backup

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files from an iOS backup

Quick - Child Exploitation

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email and Save...

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture..

2. Clicking on the import button will open a file browser dialog window; from here the profile
to import can be selected. After the profile has been imported a message will be displayed
to show the process has completed.

.,.<¢ Manage Search Profiles

Quick - Saved Credentials

Quick scan - USE ONLY ON THE SYSTEM ERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE RUNN

Nuiiclk _ Conaral Deafilina

Importing Search Profile
Import completed

Mobile Devices General Profiling

G DIEr

elevant Sma

Mobile Devices Child Exploitation
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14. Managing and Creating File Captures

File Captures can locate and collect files based on their File Properties, included Keyword(s)
or their Hash Value.

Captures are grouped within nine default Capture Groups:

Applications, Communication, Device Data, Documents, Intel Keywords, IPOC, Multimedia,
User Data and Web Browsers.

Hiding Default File Captures

To hide a Default Search Profile a file entitled config.json file must be edited, this is located
by default at “\Users\\AppData\Local\ADF Solutions Inc\ADF Triage-G2\config.json”.

1. Whilst the ADF DEI program is not running open the JSON file in an editor of your choice
(notepad will suffice)

"Display Default Captures”: [
"name": "0S Information",

"show": true

“name": "User Accounts”,
"show": true

"name": "USB History",
"show": true

"name": "Calls",
"show": true

“name": "Saved Contacts”,
"show": true

b
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2. Scroll to the “Display Default Captures” section and change the “show” value to “false” for
the Capture to hide
{
"Display Default Captures™: [
{
"name": "0S Information”,
"show": true
b
{
"name": "User Accounts”,
"show": true
3
{
"name": "USB History",
"show": true
2o
{
"name": "Calls",
"show": false]
3,
1
"name": "Saved Contacts”,
"show": true
3. Save the edited file
4, To display hidden Default Search Profiles change the “show” value from “false” to “true”
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Creating a New File Capture
1. Select Setup Scans from the Home screen.

ADF Digital Evidence Investigator

@ Scan Devices and Images

Scan memory card, external hard drive, flash drive, folder or drive image

Cq Prepare Collection Key

Scan target computers with the USB Collection Key

@ Image Attached Devices

Image hard drives and other connected media

E}) Review Scan Results

Analyze scan results and create reports

@ Setup Scans

Create and edit Search Profiles

% Settings
Configure application's settings

@ User Guide

Open user guide in external viewer
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2. Click on the New Profile button in the Function Toolbar.

Manage Search Profiles

Quick - Saved Credentials
Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS in LIVE SCANS - DISABLE ANTI-VIRUS BEFORE RUNNI...

Quick - General Profiling

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email, P2P and ...

Quick - Collection - iOS Backup

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Collects all files from an iOS backup

Quick - Child Exploitation

Quick scan - USE ONLY ON THE SYSTEM DRIVE OF COMPUTERS - Runs all Artifact Captures, excluding Email and Save..

Mobile Devices General Profiling

Comprehensive scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

Mobile Devices Child Exploitation

Comprehensive Scan - Runs all relevant Smartphone Artifact Captures, collects allocated, embedded, and deleted picture...

3. Click on the New Capture button from the Function Toolbar.
. Define Search Profile
Name* |
Notes
CaPtqre Qroups Captures
APPLICAfIONS o/m Apple Lockdown Files Collection
CHILD EXPLOITATION 0/8

commenon o O DE000
DEVICE DATA 0/10 emais CAEE] @

DOCUMENTS 0/4 vessaes BOQCLDNHOTACEHSO00
INTEL KEYWORDS o/m Saved Contacts Ea EoBUIE0Q" Bmou

MULTIMEDIA 0/21

Skype - Media_cache Folder
USER DATA 0/5

Skype Received Files
WEB BROWSERS 0/7

iOS MobileSync Collection
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4, Choose one of the four options below:

Select Action

Collect files

Collect files based on their properties

Search for keywords

Search files for keywords and regular expressions

Search for hash values

Search files for identical MD5 or SHA1 hash values

Search for visual similarities

Search for pictures similar to a provided set using PhotoDNA

Option Note

Collect files Search for and collect files based on their file type, properties
and location.

Search for keywords Search for files by keyword(s) using substrings or regular

expressions.

Search for hash values Search for files using MD5 or SHA1 hash values.

Search for visual similarities Searches for visually similar pictures to ones provided by the
user and groups visually similar pictures together.
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1. Type an existing Capture Group name or a new Capture Group name appropriate to the
Capture.

(Capture Group Name*  APPLICATION

Define Files to Collect

Capture Name*

File Types

Al Fles

Specifc Fles

Archive

Audio File

Binary File

Database File

Disk Image

Document

Email File

Interet File

Mac Os Artifact

Misc Artifact

P2P File

Picture

Picture DB File

Text File

Video

Windows Registry

Options

Only detect files (no collection)

File identification method

®  Fastidentification

Thorough identification for files without extensions

Thorough identification for all iles

Search selected fle types in

Archive
Document

Picture DB File

File Properties

Include files when size is within boundaries

< B < FILESIZE <

Include pictures with width and height greater than

Include files when created timestamp is within boundaries

/wmzo0

< FILE CREATED (UTC) <

Include iles when modified timestamp is within boundaries

/wmzo0

< LASTWRITTEN (UTC) <

File Sources
Entire fle system
Targeted folders
Files referenced by artifact records
Deleted files

Carve pictures from Unallocated space

100 « M8

pixels

2. Type in a Capture Name which is not already in use.

Capture Group Name* ~ APPLICATIONS

File Types

Al Files

Specific iles

Archive

Audio File

Binary File

Database File

Disk Image

Document

Email File

Intemet File

Mac Os Artifact

Misc Artifact

P2P File

Picture

Picture DB File

Text File

Video

Windows Registry

Define Files to Collect

Options

Faplure Name* W?7 Prefetch FMe;Il

Only detect files (no collection)

File identification method

©  Fastidentification

Thorough identifation for files without extensions

Thorough identification for alfes

Search selected fle typesin

Archive
Document

Picture DB File

File Properties

Include files when size is within boundaries

< B

< FILESIZE <

Include pictures with width and height greater than

Include files when created timestamp is within boundaries

/mm/00

< FILE CREATED (UTQ) <

Include fles when modified timestamp s within boundaries

/w00 fF < LASTWRITTEN (UTO) <

File Sources

Entire file system

Targeted folders

Files referenced by artfact records
Deleted fles

Carve pictures from Unallocated space

pixels
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Pick a File Type: it is possible to specify which file types to include in the search. Searches for
All Files or Specific Files are available. It is possible to add multiple specific file types. If the
file type required does not exist it is possible to create one by clicking on View on any File
Type group and then following the instructions within the Adding a Custom File Type
section.

Capture Group Name*  APPLICATIONS

File Types
Al Files

®  Specific Files

Database File
Disk Image
Document
Email Fle
Internet File
Mac Os Artifact
Misc Artifact
P2P File
Picture

Picture DB File
Text File

Video

Windows Registry

Define Files to Collect

Capture Name* W7 Prefetch Files
Options File Sources

Only detect files (no collection) Entire file system

File iden method Targeted folders

®  Fastidentification Files referenced by artifact records
Thorough identification for fles without extensions Deleted files
Thorough identification for all iles Carve pictures from Unallocated space
Search selected file types in

Archive

Document
Picture DB File
File Properties

Include files when size is within boundaries

8 < FILE SIZE < 100 « M8

Include pictures with width and height greater than pixels

Include fles when created timestamp is within boundaries
] < Aecrearo i < /mmzo0 R

Include files when modified timestamp is within boundaries

[ < wstwammenwio < /mmzo0 PR
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Select the Capture Options:

Only detect files (no collection) The original files will not be collected but preview
thumbnails of images are created.

File identification method —

Fast identification identifies file types using the file extension only

Thorough identification for files without extensions uses file signature analysis to identify
files that have no file extension and fast identification on those that do

Thorough identification for all files uses file signature analysis to identify all files. This will
increase the time the scan takes to run

Search selected file types in -

Archives Searches for all selected file types within archives

Documents Searches for all selected file types embedded within Document file types
Picture DB files Searches for all selected Picture file types within Windows thumbcache and
thumbs.db files and Apple ithmb files

Options
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5. Select the File Properties for the File Collection:
File Size The left hand size specifies the minimum file size whilst the right hand size specifies
the maximum file size. It is possible to specify Bytes, Kilobytes, Megabytes and Gigabytes by
clicking on the arrows next to the size unit
Pixel size Limit the pictures collected by setting the minimum pixel width and height
Created Date Specifies a UTC created date range for the selected file types
Modified Date Specifies a UTC modified date range for the selected file types
File Properties
il ]
i N i
6. Select the File Source options:
Entire file system Searches all live files
Targeted folders May be used to limit the extent of the scan making it run quicker.
These can be used to limit the search to areas where evidential material is likely to exist. In
addition, Targeted folders are searched before other folders and are not searched again if
both Targeted folders and Entire file system are selected. See the Targeted Folder section
for more details
Files referenced by artifact records Used to target files referenced by Artifact Captures
(e.g. email attachments)
Carve pictures from Unallocated space This searches unallocated space and collects any
picture files where the file header starts at a sector boundary. When the original size of the
picture cannot be determined the following occurs:
e PG files: the end of file is searched for in the following 30 MB after the header, if
the end of the file cannot be detected the first 5MB is collected
e PNG and GIF files: the end of file is searched for in the following 5 MB after the
header, if the end of file cannot be located no file is carved
BMP files are fully identified as the file size is in the header
File Sources
7. When the required options are selected click the Save button.
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Adding a Custom File Type

1. Within the File Types section click on View on any File Type group and then click the Add File
Type button to add a new file type.

Binary File
CNeme  baemsn  FleName  HeerbpeSeuene  Poer

Dynamic Link Library  dll Internal definition Default parser
ELF Binary so Internal definition Default parser
Executable exe Internal definition Default parser
Foo Test 1 foo Enter file na Enter byt Default parser <

] FooTest2 t FOO File WFIWFKF3 Default parser s
Java Class class Internal definition Default parser
Registry dat 3 t Default parser o}

2. There are three options available to identify a file: Extension, File Name and Header Byte
Sequence. It is a requirement to enter at least one of these options and when searching for
a custom file by file name a header byte sequence has to be added.

3. Add the file extension by clicking on the Enter extension text box and adding the extension,
it is not required to add a dot prior to the extension

<>

_ Default parser

4, Add the file name by clicking on the Enter file name text box and adding the file name. A
header byte sequence also needs to be entered when searching for files using this criteria.
This allows the addition of custom files that have no file extension, differing names but the
same header byte sequence such as Windows registry files.

REUSIOMUERe Default parser S

5. Add the header byte sequence by clicking on the Enter byte sequence text box and entering
it as a regular expression e.g.- \x17\x00\x00\x00\x53\x43\x43\x41).

Default parser
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6. Add Parser type (document, image, text or video). If unknown - select Default Parser.
+~ Custom File Enter extension... Enter file name... Enter byte sequenc... ch‘auii parser o)
Mandatory field. Enter a valve.  Mandatory field. Enter a value.  Mandatory field. Enter a value. I

Adding Targeted Folders

1. Within the File Sources section highlight Targeted folders and click on View >. From here
click the Include Folder button on the Function Toolbar.
Targeted Folders
I
*/desktop/.* Oger Ee
*/ProgramData/Microsoft/Search/Data/Applications/Windows.*
*/MobileSync/Backup/.*
2.

Add the desired folder path represented by a regular expression. It is possible to use .*
characters to substitute for parts of the path that may vary or be unknown.
Example .*/desktop/.*

Example .*/users/.*
Example /users/.*/ntuser\.dat

When desired paths have been added click OK.
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Search for Keywords

When creating any Capture, a Capture Group and name must be provided for the Capture.

See the Collect Files section for further details.

Adding Keywords

Define Keyword Capture

Capture Group Name* Capture Name*

Enter a name.

= .

Search Scope Options

_ e WASSY i ank e

¥| Collect matching files

Enter a name.

Search Expressions

Files content and metadata

Artifact records from other Captures

There are two ways to add keywords. They can be typed in individually or imported from a
CSV file or text file, both of which can contain multiple keywords. See the section Importing a

list of keywords for further help with importing keyword lists.

Page 141




/\DF Triage-G2 V5.2 User Guide

Adding a keyword manually

1. Keywords can be typed into the Search Expression field. A tag value (0-9) can be assigned
and a comment (1000 characters maximum) for hits resulting from this keyword.

Adding a keyword will automatically add a new line for further keywords.

Define Keyword Capture

Capture Group Name* Capture Name*

Enter a name. Enter a name

Search Expressions

.

No tag
Search Scope Options
File and folder names Search type: @ Substring Regular Expression
Files content and metadata ¥| Collect matching files

Artifact records from other Captures
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Importing a list of keywords

1. It is possible to import a CSV file containing keywords and optional information about those
keywords and it is also possible to import a list of keywords from a text file. Within the Define
Keyword Capture screen press the Import button. This will open a file browser dialog.

Define Keyword Capture

Capture Group Name* Capture Name*

Enter 2 name. Enter 3 name.

Search Expressions

- o No tag -

Search Scope Options
File and folder names Search type: '@ Substring Regular Expression
Files content and metadata ¥| Collect matching files

Artifact records from other Captures

2. Within the file browser dialog select the keyword CSV file and click Open.

~ Choose files to import keywords from X
&« v 4 B> ThisPC v Search This PC r
Organize v fr> m o
~ ~
Manual + Folders (6)
&= Pictures
Pictures - Desktop n Documents
> %3 Dropbox
. Downloads Music
> ¢@ OneDrive * )
v & ThisPC
> I Desktop @ Pictures I Videos
> [5] Documents . .
 Devices and drives (1)
> ¥ Downloads
05 (C)
> D Music H-]
> NAS-STORE W 37,8 GB free of 463 GB
> [&] Pictures v Network locations (1)
> . Videos
= NAS-STORE
> i 0S(C) v v
File name: v| CSV files (.csv) v
Open Cancel
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3. The CSV file must be in the following format:

The following column is required:
keyword: the keyword to add

The following columns are optional:
auto-tag: the tag to automatically assign to keyword hits (numbers 1-9 to only)
auto-comment: the comment to assign to keyword hits (1000 characters maximum)

A B C
1 keyword auto-tag auto-comment
| 2 |test 1 keyword comment

4, The text file must be in the following format:

The text keyword must be on the first row of the text file, one keyword per row thereafter.

keyword
kwl
kw2
kw3
kw4
kw5|

5. Once imported the table is populated with the keywords, and a dialog box is displayed
showing the number of keywords imported, and if there were any errors, such as duplication
or improper formatting.

1
0 error(s)
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Deleting and Clearing Keywords

1. To delete a single keyword, highlight the keyword to delete and click the Delete button.

Define Keyword Capture

Capture Group Name* Capture Name*

Search Expressions

Search Scope Options

Select a scope.
File and folder names Search type: '@ Substring Regular Expression
Files content and metadata v| Collect matching files

Artifact records from other Captures

2. To delete all keywords click the Clear Table button on the function toolbar.
Define Keyword Capture
Capture Group Name* Capture Name*

Search Expressions

R No tag . -
Search Scope Options
Select a scope.
File and folder names Search type: '@ Substring Regular Expression
Files content and metadata v| Collect matching files

Artifact records from other Captures
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Search Scope

The Search Scope options detail where the capture searches for keywords.

Keyword Search Scope Options

Search Scope

€ anda tolaer names

Files content and metadata >
Define file:
Option Function
File and Folder Names Keywords are searched for in file and folder names
File Content and Metadata Keywords are searched for within the content of each file and

any associated file metadata. The user must define the files to
be searched by clicking on the Define Files button (see Collect
Files section)

Artifact records from other | Keywords are searched for in other Capture results e.g.
Captures browsing history
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The Keyword Options allows the selection of Substring or Regular Expression keyword search

types and the option to collect matching files.

Keyword Search Options

Options

Se e: ®5S Regular E
Option Function
Substring The keyword is searched for exactly as it is shown in the

keyword list and can be part of a longer string of data i.e.
Searching for the character string pot would find any text
string containing those three (3) letters in that order for
example pot, pots, potting, potter, spot, spots, spotting,
spotter, spotted, potent, potentate, teapot, tinpot, etc.

Regular Expression

Allows for complex search terms using the Regular Expression
search pattern language (See Appendix B - RegEx Cheat
Sheet) to be entered into the Search Expression field.

Collect Matching Files

Selecting this will collect the file in which the keyword was
found.
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Search for Hash Values

Search for Hash Values Screen

Define Hash Values

Capture Group Name* Capture Name*

Hash List

Hash values in this Capture: 0

There are three (3) ways to add Hash Values to a Hash Capture. It is possible to hash files
located in a folder; import a CSV format or text file containing multiple hash values; or import
a project VIC formatted JSON file. The CSV/text file must contain at least 1 column header
entitled either md5 or shal. The CSV file can optionally include columns for file size, category,
auto-tag and auto-comment (see Import List section for further details).
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Add Files

Triage-G2 can create a hash set from all files in a folder by clicking on the Add Files button on
the Function Toolbar and navigating to and selecting the folder containing the files.

1. Within the search for hash files screen click the Add Files button.

Define Hash Values

Capture Group Name* Capture Name*

= =
Hash List
Add hashvokes

Hash values in this Capture: 0

2. This will bring up a folder browser dialog, selecting a folder will hash all of the files within that
folder and any sub folders.

~ Choose files to compute hashes X
<« v 4 > ThisPC > home (\\nas-store) (Y:) > Data Sets v 0 Search Data Sets »r

Organize v New folder Bz ~ o

[0 This PC A Name Date modified Type Size

P 3D Objects Picture Data 11/10/2018 14:41 File folder
I Desktop Sample Pictures 22/03/2016 11:27 File folder
% Documents Sample Videos 22/03/2016 11:10 File folder
& Downloads

D Music

(& Pictures

B Videos

i 0S(C)

& sblive (D)

& CAINE (E)

s Virtual Machines (F:)

Folder: | Sample Pictures
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3. After selecting a folder it is possible to automatically assign a tag and comment to all files
identified during a scan that have hash values matching the files in the folder. Clicking the OK
button will hash the files in the selected folder.

Define Hash Values

Assign Tags and Comments

Assign a tag automatically to this hash set?

® Notag 0-Level 0 B Lol
M 2-tee2 W 3-ees W 4-Level4
B s-tees B 6-Leels W 7-tevel?
| ERECE W o-tewelo

Assign a comment automatically to this hash set?

4, When all files have been hashed a message will be displayed showing the result of the file
hashing.
Define Hash Values

ip Name* DOCUMENTS Capture Name* |P Theft Documents

Computation completed.
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Import List

Click on the Import List button on the Function Toolbar and navigate to the csv or text file.

1. Within the search for hash files screen click the Import List button.
Define Hash Values
Capture Group Name * Capture Name*

Hash List

Hash values in this Capture: 0

2. The CSV file must be in the following format:

One of the following columns are required:

md5: hash value as a 32 character hexadecimal string

shal: hash value as a 40 character hexadecimal string (base-16 SHA-1) or a 32 character
string (base-32 SHA-1)

The following columns are optional:

file size: the size of the file in bytes

auto-tag: the tag to automatically assign (numbers 1-9 to only)
auto-comment: the comment to assign to the file (1000 characters maximum)

A B C D
1 md5 file size auto-tag auto-comment
2 146826FB97638B6B3ADFA628CAD8IC19 1438 1 Text file containing IP
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3. When a CSV file is selected, a message will be displayed if the import has been successful. A
warning message will be displayed if the CSV file is incorrectly formatted.

Define Hash Values

Import completed.
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Import VICS

It is possible to import Project Vic formatted JSON files containing hash values. Project VIC
JSON files containing category information will auto-tag matching files during a scan with that
category number.

1. Within the search for hash files screen press the Import VICS button. This will open a file
browser dialog window for selection of the JSON file.

Define Hash Values

Capture Group Name* Capture Name*
Enter a rame. Entera nam

Hash List

Hash values in this Capture: 0

2. A message will be displayed showing the outcome of the import. If the JSON format is
unsupported a warning will appear here.

Define Hash Values

Import completed
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Remove Hash Values

It is possible to remove all of the hash values stored within a hash value file capture.

1. Within the search for hash files screen click the Remove All button.
Define Hash Values
Capture Group Name* DOCUMENTS Capture Name*  |P Theft Documents|
Hash List

Hash values in this Capture: 25
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Search for Visual Similarities

The search for visual similarities Capture allows the identification of visually similar images to
ones already possessed. When reviewing the output of this Capture pictures will be sorted
based on how similar they are to the set of pictures possessed, this also has the effect of
roughly grouping together pictures that are themselves similar even if they do not match any
of the pictures in the Capture

Search for Visual Similarities Screen

Define PhotoDNA set
Capture Group Name* Capture Name*
Trp— e
PhotoDNA Set File Types File Sources
Add PhotoDNA values.
PhotoDNA values in this Capture: 0 v v
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Add Files

The Capture requires that at least one picture be added. There is no limit on how many

pictures can be added but it will significantly slow down the scan if a large number of pictures
are added.

1. After providing a Capture Group Name and a Capture Name press the Add Files button.
Define PhotoDNA set
Capture Group Name* Photos Capture Name*  Place of Interestl
PhotoDNA Set File Types File Sources
i;:v“o‘t:[')r:;’;/aj\u’es in this Capture: 0 v v
2.

This will bring up a folder browser dialog, selecting a folder will

add any picture files
contained within it to the Capture, non-picture files are ignored.

R Choose files to compute hashes

X
« “ 4 [ > ThisPC > Documents > ADF > Test v /& [ searchTest »
Organize v New folder o

ADF # A Name - Date modified Tipe Siza

ADF * PhotoDNA

16/02/201811:22  Filefolder
[%] Documents

Guides
Images Temp
Registry Test

3 Dropbox

G OneDrive

I This PC

2 30 Objects
B Desktop

%] Documents
& Downloads
D Music

& Pictures
B Videos

e 0S(C)

= Virtual Machines
- CKY (E)

— Corsair (F:) &

Folder: | PhotoDNA
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3. After selecting a folder a results screen will show how many pictures have been added and if
there are any errors or warnings (such as a file not being a picture).

Define PhotoDNA set

Capture Group Name* PhotoDNA Capture Name*  People of Interest

Computation completed

SAVE
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Remove All Files

1. To remove pictures from the Capture press the Remove All button.
Define PhotoDNA set
Capture Group Name* Photos Capture Name*  Place of Interest
PhotoDNA Set File Types File Sources
PhotoDNA values in this Capture: 1 v v
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Reviewing Visual Similarity Results

1. The following picture was added to a Search for Visual Similarities Capture.

b |r|| i

N v‘fqz Y

I Jg

2. The folder that was scanned contained an exact copy of this picture, slightly edited versions
of the picture, pictures of the same building from slightly different angles and pictures of
the same building downloaded from the Internet.

R it

..J!Wlu s Ce B
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When reviewing the results of this capture the pictures displayed are sorted by PhotoDNA
score. Pictures that have the highest PhotoDNA score are presented first.

In this example the Capture identified the exact picture as the first result followed by the
edited picture and those from slightly different angles. Pictures containing similar buildings
scored highly followed by pictures which scored lower on visual similarity.

Records:
Selected:

Properties Metadata Preview

Preview m File Name 20180718 174645 jpg

File Type JPEG/JIFF Image Type Group Picture

File System Type File Origin Allocated

Size 3764863 Last Written 2018/08/30 14:37:43
File Created 2018/08/30 15:26:36 Last Accessed 2018/08/30 15:26:36
Path Srcl Extension jpg

Protected Not protected Picture Width

Picture Height 2268

Integrity MD5 99ECIDDA43AFFFC7359679A25A8AES5C
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Editing a File Capture

It is possible to edit any user created File Capture, it is not possible to edit any default File
Captures, however, default File Captures can be copied and the copies edited.

1. To edit a File Capture, click on Setup Scans on the Home screen and then edit any user
created Search Profile. Highlighting the File Capture to be edited will reveal an Edit button
that when clicked allows editing of the File Capture.

Ve . .
Define Search Profile
Name* |
Notes
Capture Groups Captures
APPLICATIONS o/n

Apple Lockdown Files Collection
CHILD EXPLOITATION 0/8

w QLDeuPae
-+ commnemon s PR

«/| Custom File Capture
DEVICE DATA 0/10 Export Delete  Copy

DOCUMENTS 0/4 emais [EJC] @ @
INTEL KEYWORDS o/1 vesaos @00 DRODACHAOB

MULTIMEDIA o/21 2
Saved Contacts E BoBUE0LNREON
USER DATA 0/5
k - Medi he Fol
WESIEROWSERS T Skype - Media_cache Folder

Skype Received Files

iOS MobileSync Collection
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Deleting a File Capture

It is possible to delete any user created File Capture, it is not possible to delete any default
File Captures.

1. To delete a File Capture, click on Setup Scans on the Home screen and then edit any user
created Search Profile. Highlighting the File Capture to delete will reveal a Delete button
that when clicked deletes the File Capture.

& ) )
Define Search Profile
Name* ]
Notes
Capture Groups Captures
APPLICATIONS o/n

Apple Lockdown Files Collection
CHILD EXPLOITATION 0/8

R s o)
= commncmon s s[@)s >

«/| Custom File Capture
DEVICE DATA 0/10 Export

DOCUMENTS 0/4 emais [EJC] @ @
INTEL KEYWORDS o/1 vesaos @00 DRODACHAOB

Copy  Edt

MULTIMEDIA o/21 2
Saved Contacts E BoBUYS0LDRO
USER DATA 0/5
k - Medi he Fol
WEBBROWSERS T Skype - Media_cache Folder

Skype Received Files

iOS MobileSync Collection

Page 162



M
7 \LI

Copying a File Capture

Triage-G2 V5.2 User Guide

It is possible to copy any user created File Capture and any default File Captures.

1. To copy a File Capture, click on Setup Scans on the Home screen and then edit any user
created Search Profile or create a new Search Profile. Highlighting the File Capture to copy
will reveal a Copy button that when clicked creates a copy of the File Capture. The
appropriate File Capture definition view will appear with all of the File Captures current
settings selected, a new name has to be provided for this File Capture.

Name*

Define Search Profile

Notes

Capture Groups
APPLICATIONS o/n
CHILD EXPLOITATION 0/8
DEVICE DATA 0/10
DOCUMENTS 0/4
INTEL KEYWORDS o/n
MULTIMEDIA 0/21
USER DATA 0/5
WEB BROWSERS 0/7

Captures

Apple Lockdown Files Collection

s QENOEOR0

Custom File Capture Ez ZH m>m
emais CPEJE] @ @

vessages EBOQCNRNOTACESO0R
saved Contacrs [ 0 B BOLDRAOM

Skype - Media_cache Folder

Skype Received Files

iOS MobileSync Collection
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Exporting a File Capture

It is possible to export any user created File Capture, it is not possible to export default file
captures. Exporting a File Capture creates a file with a CAPTURE file extension. This can then
be imported into another instance of Triage-G2, this must be the same version as the
instance used to export the File Capture.

1. To export a File Capture, highlight the user created capture to export then click on the
Export button. This will open a folder browser dialog window to select the location where
the exported capture will be saved.

Define Search Profile
Name*
Notes
Capture Groups Captures
APPLICATIONS o/m Apple Lockdown Files Collection
L EPITlN 0/ Calls a o m e [ Gm ﬁ

«/| Custom File Capture E = >

Copy  Edt

DEVICE DATA 0/10

DOCUMENTS 0/4 emais [EJC] @ @

INTEL KEYWORDS o/n Messages 3 Ug ¥ mmommengo
MULTIMEDIA o Saved Contacts Ea ol - EI]-Jels}= mu (v]w|

USER DATA 0/5
Skype - Media_cache Folder
WEB BROWSERS 0/7

Skype Received Files

iOS MobileSync Collection

2. After selecting a folder for the capture to be saved to a message will be displayed showing
the outcome of the File Capture export.

Exporting Capture

Export completed
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Importing a File Capture

Exported File Captures can be shared and imported into Search Profiles in other instances of
Triage-G2, provided the same version of Triage-G2 is used.

1. To import a File Capture, click on the Import Capture button within the function toolbar of
the Define Search Profile screen. This will open a file browser dialog window to select the
File Capture to import.

& ) )
Define Search Profile
Name*
Notes
Capture Groups Captures
APPLICATIONS o/n

Apple Lockdown Files Collection
CHILD EXPLOITATION 0/8

o kel

DOCUMENTS 0/4 emais [EJC] @ @
INTEL KEYWORDS o/1 vesaos @00 DRODACHAOB

MULTIMEDIA o/21 3
Saved Contacts E BoBUYS0LDRO
USER DATA 0/5
kype - Medi he Fol
WEBBROWSERS T Skype - Media_cache Folder

Skype Received Files

iOS MobileSync Collection

2. After selecting the File Capture to import a message will be displayed showing the outcome
of the File Capture import.

Importing Capture

Import completed

Page 165




/\DF Triage-G2 V5.2 User Guide

Saved Credentials Capture

The Saved Credentials Capture recovers usernames and passwords saved by the Firefox,
Google Chrome, Opera and Internet Explorer web browsers. This capture only runs during a
live scan (see section 9) on a target computer that has had any anti-virus or Operating System
file protection (such as Windows Defender) settings disabled. It is also possible to run a live
scan within a virtualised representation of a target computer.

This Capture is located in the Web Browsers file captures group.

Saved Credentials Capture

e Chrome

e Internet Explorer/E...

Referenced Files Capture

The Referenced Files Capture targets files referenced by the P2P, Email, Messages, Recent
files, Browser Cache and Download History captures.

This Capture is located in the Documents file capture group.

Referenced Files Capture

Capture Groups Captures
APPLICATIONS o/m Office Documents Comprehensive - speed optimized
CHILD EXPLOITATION 0/8
8| COMMUNICATION 1/9
Office Documents in User Profiles
DEVICE DATA 0/10
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15. Imaging Computers and Other Storage Devices

Using the Desktop Application to Image Attached Devices

The application can be used to create forensic images of attached devices. Suitable write
blocking measures must be used to achieve forensically sound images.

1. Click on the Image Attached Devices button on the Home screen.

EI Image Attached Devices

Image hard drives and other connected media

2. Select the device to be imaged, clicking on the Source combo box will display a list of
attached devices. If the selected device is not an Android or iOS device further imaging
options will be revealed.

Enter Information

Destination *

samsung - SM-G973F (Android - 9)

NVMe THNSN5512GPUK NV - 476.9GB
Image Name *

Samsung Portable SSD T5 SCSI Disk Device - 232.9GB

Page 167



7/ \DF Triage-G2 V5.2 User Guide

3. Enter a destination for the image. Clicking on the “...” button will show a folder browser

dialog box to select a destination folder. A default destination is entered when a source
device is selected.

Enter Information

Source* Samsung Portable SSD T5 SCSI Disk Device - 232.9GB o)
[Destlnation * C:\Users\Stuart\Documents\ADF\Phone Backup !

Image Name* Samsung Portable SSD T5 SCSI Disk Device 2019-11-2110-49-01

Image Format ® EWF DD

Case Number

Evidence Number

Unique Description

Examiner

Notes

Verify image after it is created (doubles imaging time)

Enter Information

Source* Samsung Portable SSD T5 SCSI Disk Device - 232.9GB o

Destination * C:\Users\Stuart\Documents\ADF\Phone Backup -
[mage Name* Samsung Portable SSD T5 SCSI Disk Device 2019-11-2110-51-13 ]

Image Format o EWF DD

Case Number

Evidence Number

Unique Description

Examiner

Notes

Verify image after it is created (doubles imaging time)
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5. Select the desired image format by clicking the appropriate radio button. The choices are
Expert Witness Disk Image Format (EWF) or DD.

Enter Information

Source* Samsung Portable SSD T5 SCS Disk Device - 232.9GB $
Destination * C\Users\Stuart\Documents\ADF\Phone Backup -
Image Name* Samsung Portable SSD T5 SCSI Disk Device 2019-11-2110-54-15
Iimage Format o EWF DDI

Case Number

Evidence Number

Unique Description

Examiner

Notes

Verify image after it is created (doubles imaging time)

6. Additional details such as Case Number, Evidence Number, Unique Description, Examiner and
Notes can be added. These fields are not mandatory.

Enter Information

Source* Samsung Portable SSD T5 SCSI Disk Device - 232.9GB 4
Destination * C:\Users\Stuart\Documents\ADF\Phone Backup -
Image Name* Samsung Portable SSD T5 SCSI Disk Device 2019-11-2110-59-19

Image Format ® EWF DD

Case Number

Evidence Number

Unique Description

Examiner

Notes

Verify image after it is created (doubles imaging time)
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7. Clicking on the verification check box will verify the image after acquisition has completed.
Enter Information
Source* Samsung Portable SSD T5 SCSI Disk Device - 232.9GB <
Destination* C:\Users\Stuart\Documents\ADR\Phone Backup [ |
Image Name* Samsung Portable SSD T5 SCSI Disk Device 2019-11-21 11-41-55
Image Format o EWF DD

Case Number

Evidence Number

Unique Description

Examiner

Notes

v| Verify image after it is created (doubles imaging time)

8. Clicking the Image button will start the imaging process. A progress bar will be displayed and
a notification shown when the imaging process has completed. If the image is to be verified
this will occur after the imaging process and a new progress bar will be displayed

Verifying Image

[ L I YW N R CTNAEY

Imaging and verification processes completed.

HOME
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9.

The forensic image will be created in the format selected in step 5. Verification results will be

found in an accompanying .log file.

| ™ ) = | I\Corsair Voyager Mini 2016-12-16 11-34-28 = ] X
Home Share View v e
« v 4 | 1ACorsair Voyager Mini 2016-12-16 11-34-28 v]O  search Cors... £
[ Name Date modified Type Size
“* Corsair Voyager Mini 2016-12-16 11-34-28.E01 16/12/2016 11:36 EnCase Evidence File 2,096,195 KB
| Corsair Voyager Mini 2016-12-16 11-34-28.E02  16/12/2016 11:37 EO2 File 2,096,260 KB
| Corsair Voyager Mini 2016-12-16 11-34-28.E03  16/12/2016 11:39 EO3 File 1,779,873 KB

3items

freated By ADF Triage-G2 5.1.0

Case Information:

Case Number: ADF/2020/001

Evidence Number: SBE/001

Unique Description: USB device found on kitchen table
Examiner: A. Examiner

Notes:

Physical Drive Information:

Drive Model: Corsair Flash Voyager USB Device
Drive Serial Number: 8

Drive Interface Type: USB

Removable drive: True

Source data size: 992 MB

Sector size: @ B

Sector count: -

Image Information:

Imaging started : Wed Jan 8 14:10:38 2020
Imaging finished : Wed Jan 8 14:11:33 2020
Format: EWF (e@l)

Segment size: 4.0GB max

Compression level: LIBEWF_COMPRESSION_FAST

Segment list:

C:\Users\Stuart\Documents\ADF\Phone Backup\Corsair Flash Voyager
USB Device 2020-01-08 14-10-38\Corsair Flash Voyager USB Device

2020-01-08 14-10-38.E01

Physical Drive Hash Values:
MD5 checksum: 360cf72980cbefa30fb5db8345042151
SHA1 checksum: c6e730c0c909ed@c53e73021075b69fad091ead91

Image Verification Results:
Verification started : Wed Jan 8 14:11:33 2020
Verification finished : Wed Jan 8 14:11:36 2020

Image MD5 checksum: 360cf72980cbefa30fb5db8345042151 - verified
Image SHA1 checksum: ¢6e730c0c909ed@c53e73021075b69fad@91ead91 -

verified
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Adding Mobile Device (Pro Version Only) m

If a mobile device is connected but not showing in the source list it is possible to add it by

clicking on the Add Phone button:

1. Click the Add Phone button

Enter Image Information

Source*

Destnaton |

image Name*

2. Select the type of the phone to add. Clicking the Cancel button will stop the phone addition
process and return to the Image Information view

Select Device Type

Make sure your device is NOT connected then select its type

3. Follow the on screen instructions to add the device. When the mobile device has been
successfully added it will appear in the Source combo box
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Imaging Computers and Devices via Boot or Live Scans

Imaging functionality can be accessed during Boot and Live Scans.

1. Click on the Image Computer button to create a forensic image of the current computer or
attached device. The first screenshot shows a live scan and the second shows a boot scan.

Cq Scan Computer

Scan this computer and any attached devices

@ Image Computer

Image this computer and any attached devices

Create RAM Dump

Create a RAM dump of this computer

E]

= Review Scan Results

Analyze scan results from the USB key

q Scan Computer

Scan this computer and any attached devices

@ Image Computer S

Image this computer and any attached devices

Review Scan Results

Analyze scan results from the USB key
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Imaging functionality can also be accessed during a scan.

V5.2 User Guide

1. During the scan, click on the Image button.
Prog ress | Processing Messages 2
APPLICATIONS COMMUNICATION
Anti-Forensics Traces 0 Calls 0
Application Usage 55 == Emails 0
Installed Applications 8 == Messages S0
P2P Files Shared or Downloaded 4 A Saved Contacts 0
P2P Search Terms 8 x e Skype - Media_cache Folder 0
P2P Traces 8 Skype Received Files 0
Remote Access Traces 0
Shareaza GUIDs 0
DEVICE DATA DOCUMENTS
Connection Log 0 Referenced Files 0
Device Information 0
OS Information 0
2. A prompt will appear to stop the scan. Clicking Yes opens the Image Information view,

clicking No will continue the scan.

- ProgreSS Srcd/Part2/Program Files/WindowsApps/Microsoft...ivetiles/DC/LT_DC_Pyramid_3_Star_LargeTile.png O

MATCHES
Anti-Forensics Traces 6 Calls 0 |
Acclicatinadleana ccHE Lonaile a
Stop scan?
PZP Traces giet SKype Received Files

Remote Access Traces
Shareaza GUIDs

o o

Connection Log Referenced Files
Device Information

OS Information
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16. Mobile Device Screenshots PKO)

Screenshots of iOS and Android mobile devices can be taken when creating a backup or
scanning a mobile device with a Search Profile containing the Screenshot Capture.
Screenshots can have user notes associated with them and text identified within the

screenshot will be extracted.

The Screenshots Capture is located in the Applications Capture Group:

Screenshots Capture

lﬁl Google Android iOS Apple iOS

Screenshots During Backup Creation

1. Click the Image Attached Devices button on the Home Screen
@] Image Attached Devices
g g Image hard drives, connected media and perform an advanced logical acquisition of an Android/iOS device
2. Add the mobile device by clicking on the Add Phone button and following the wizard (see

adding Mobile Devices section) and selecting it from the Source combo box

Enter Information

ource™

<>

Destination* HUAWEI - EML-L09 (Android 9)

NVMe THNSNS512GPUK NV - 476.9GB

rge
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3. Enter a Destination for the backup and an Image Name and click the Image button

Enter Information

Source* HUAWEI - EML-L09 (Android 9) ¢

Destination * C:\Users\Stuart\Documents\ADF\Phone Backup -

Image Name* HUAWEI - EML-L09 (Android 9)(BPN0218403001006) 2020-04-27 10-21-55

4, The Screenshots Capture view is presented, instructions for taking screenshots are present
within this screen

Screenshots Capture

Screenshots (0)

Screenshots Area

Device: HUAWEI - EML-L09 (Android 9) How to Take Screenshots

1. On the mobile device, navigate to a relevant app and screen

2. On this screen, enter a group name corresponding to the app on the mobile device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what is displayed on the mobile device
5. Go back to step #1 to collect more screenshots

6. Click FINISH to save the screenshots and go to the Home page, or

7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition

8. Click Home to discard the screenshots and go to the Home page

Screenshot group*:  Default Group

Screenshot name:  Default Group_00

Comments:
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When taking a screenshot by clicking the Take Screenshot button, whatever is displayed on
your mobile device is captured, the screenshot taken is displayed in the Screenshots Area.
The name of the screenshot is the value entered in the Screenshot group with an auto-
incremented number appended to the end

. Screenshots Capture

Screenshots (7)

« MO ¢ e L B0 ¢ e Lm0

=2
cee C(EN) .8
Hannah, Jeanie, James /= [ J =
Jarmes Mcevy crested this group LE
; €

S test
1234567890

Martin

awe rtyuionr @

asdfgh jk.iI

& 2 xcvbam@
560 - 0@

House Party_003 Facebook Messenger_001 Facebook Messenger_002 Facebook Messenger_003
e ——— — ————

Device: HUAWEI - EML-L09 (Android 9) How to Take Screenshots

1.0n the mobile device, navigate to a relevant app and screen
2. 0n this screen, enter a group name corresponding to the app on the mobile device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what is displayed on the mobile device
5. Go back to step #1 o collect more screenshots

6. Click FINISH to save the screenshots and go to the Home page, or

7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition

8. Click Home to discard the screenshots and o to the Home page

Screenshot group*:  Facebook Messenger]

Screenshot name:

Comments:

To delete a screenshot highlight it in the Screenshots Area and click the Delete button that
appears

. Screenshots Capture

Screenshots (7)

« C O & Frmmz Lm0

test Martin

12345678090

nwerlyuvev‘"ﬁmmme<

asdfgh kI

& :xcvbam@

i Homepage_002 House Party_002 House Party_003 Facebook Messenger_001 Facebook Messenger_002 Facebook Messenger_003
—— ——— ——— CREERAREAL RSSO, CECA At L,

Device: HUAWEI - EML-L09 (Android 9)

How to Take Screenshots

1.0n the mobile device, navigate to a relevant app and screen
2. On this screen, enter a group name corresponding to the app on the mobill device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what s displayed on the mabile device
5. Go back to step #1 to collect more screenshots

6. Click FINISH to save the screenshots and go to the Home page, or

7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition

8. Click Home to discard the screenshots and go to the Home page

Screenshot group*: - Facebook Messenger
Screenshot name

Comments:
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7.

Clicking the Home button will return to the Home screen and discard all screenshots. Clicking
the CONTINUE button will carry out the logical extraction of the mobile device. Clicking the
FINISH button will save the Screenshots; these can then be processed to extract text content

. Screenshots Capture

Screenshots (6)

S test Martin

1234567890
awevﬁyu‘ovtmﬁ@<

asdfgh jk.I

& z2xcvbam@ q
. N -
. A e

) <
Homepage_001 Homepage_002 House Party_002 House Party_003 Facebook Messenger_001 Facebook Messenger_002

Texe L

Device: HUAWEI - EML-L09 (Android 9) How to Take Screenshots

1.0n the mobile device, navigate to a relevant app and screen
2. 0n this screen, enter a group name corresponding to the app on the mobile device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what is displayed on the mobile device
5. Go back to step #1 to collect more screenshots

6. Click FINISH to save the screenshots and go to the Home page, or

7. Click CONTINUE to save the screenshots and move to the advanced logical acquisition

8. Click Home to discard the screenshots and go to the Home page

Screenshot group*:  Facebook Messenger

Screenshot name:  Facebook Messenger_00

Comments:
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Screenshots During Scan Device

1. Click the Scan Devices and Images button on the Home Screen
@ Scan Devices and Images
=SSP Scan Android/iOS devices, memory cards, external hard drive, flash drive, folder or drive image '
2. Add the mobile device by clicking on the Add Phone button and following the wizard (see

adding Mobile Devices section) and selecting it from the Target Devices list

Target Devices
'

HUAWEI - EML-LO9 (Android 9)

3. Select a Search Profile containing the Screenshots Capture. All default Mobile Devices Search
Profiles contain the Screenshots Capture

Search Profile

® Mobile Devices - Screenshots
Manually collect screenshots from the mobile device then process the
screenshots to extract textual information that can be used for keyword
searching and entity extraction/translation (with Rosoka add-on).
Mobile Devices - General Profiling
Comprehensive scan - Runs all relevant mobile device artifact Captures, collects
allocated, and embedded pictures, videos and frames from videos over SO0M...
Mobile Devices - Child Exploitation

Comprehensive scan - Runs all relevant mobile device artifact Captures, collects
allocated, and embedded pictures and videos and frames from videos ove...
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4, Enter the Scan Information then click the Scan button to bring up the Screenshots view

Scan Information

Scan Name * Scan 2020-04-27 12-24-21

Scan Date* | 2020 April 27 |
Scan Time* | 12 24 21 |
Test

Examiner* Stuart

5. Taking screenshots uses the same procedure described in the Screenshots During Backup
Creation section. There is no Finish button, clicking the Continue button will run the selected
Search Profile on the mobile device

. Screenshots Capture

Screenshots (0)

Screenshots Area

Device: HUAWEI - EML-L09 (Android 9) How to Take Screenshots

1.0n the mobile device, navigate to a relevant app and screen

2.0 this screen, enter a group name corresponding to the app on the mabile device

3. Add comments (optional)

4. Click on the Take Screenshot button to collect a copy of what s displayed on the mobile device
5. Go back to step #1to collect more screenshots

6. Click CONTINUE to save the screenshots and move to the scan screen

7. Click Home to discard the screenshots and go to the Home page

Screenshot group*:  Default Group

Screenshot name:  Defz

Comments
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Clicking on Screenshots within the Summary screen will load the Screenshots view.

Screenshots View

Chatous
Instagram
Kik

Line

LivU

Messages

Properties Entities Preview
Preview

Group Instagram Timestamp

e

oda
Textual Content Oo

\

View all...

Allocated Source

No Captures
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1.

The left hand pane shows the Screenshot Group names entered when the screenshots were

taken

. Screenshots

Chatous
Instagram
Kik

Line

Livu

Messages

Properties

Preview

Group.

Textual Content

Entities

Name

Chatous Timestamp

all vodafone UK
13:32

7100% ==!

©

View all...

ORG>vodafone united kingdom (1)
PERCENT>100% (1)
TIMESTAMP>2000-01-01T13:32:00Z (1)
TIMESTAMP>13 nov 2018 at 09:11 (1)
Allocated

No

Textual Content

Chatous_001

2020/04/28 13:32:58

Apple iOS

Screenshots

2.

Clicking on a Screenshot Group

name

name will show a gallery of screenshots taken under that

Chatous
Instagram
Kik

Line

Properties

Preview

Group.

Textual Content

Entities

. o

Messages Timestamp

13:30

all vodafone UK &
me

<

View all...

ORG>vodafone united kingdom (1)
PLACE>gaza (1)

TIMESPAN>morning now (1)
TIMESTAMP>2000-01-01T13:30:00Z (1)
Allocated Source

No Captures
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3. Clicking on a screenshot in the gallery will update the Details pane. The Properties tab will
show details associated with the screenshot such as the name, the date/time the screenshot
was taken and any user entered comments

. Screenshots
Chatous
Instagram
Kik
Line
LivU
Messages
Preview ! Name Messages_002
Group Messages Timestamp 2020/04/28 13:30:59
13:30
all vodafone UK &
\j(’waH
ORG>vodafone united kingdom (1)
§ PLACE>gaza (1)
s TIMESPAN>morning now (1
TIMESTAMP>2000-01-01T13:30:00Z (1)
Origin Allocated Source Apple i0S
Auto-Tagged No Captures Screenshots
4, The Preview tab will show a full size image of the screenshot

. Screenshots

SN
Chatous 1
Instagram 1 i
Kik 2 e

— Entites el Contert

13:30  100% @m
€7

Marty

Where's that text then?

You there mate?

Yes; given up on SMS; useless
SIM cards, might have to get
others. Can't risk no signal on
the day of the job
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5. The Textual Content tab will show any text information that was extracted from the
screenshot. The textual content may not accurately reflect the text that was present on
screen at the time and some text may not have been identified. It is possible to use the
Search Tables function to search for any text that has been extracted from screenshots.
Keyword search captures can also search extracted text within screenshots if Artifact records
from other Captures is selected within the Keyword search capture’s Search Scope

Records: 2 X
. Screenshots s 1

Chatous 1
Instagram 1
Kik 2

Properties Entities Preview

all vodafone UK &

me

&
Marty >
[Where's that text then?
You there mate?
Yes; given up on SMS; useless

SIM cards, might have to get

lothers. Canit risk no signal on
the day of the job

111 May 2017, 11:05

[Thursday morning now, you
getting this text?

Gaza

Good, am going to set up the

6. Screenshots can be tagged like any file or record

Tags
. Screenshots g

0-Level0 f
Chatous 1 o
Instagram 1 W i-ca
Kik 2
e ; 2-catB
Livu 1 W :-cac
Messages 2
v B 4-Levels
Properties Entities Preview Textual
B s5-tevels
Tags W 4-levels Preview l
M 6-leels

Name Messages_002 Group Messa

1330
all vod
Timestamp 2020/04/28 13:30:59 Textual Content  me. W

<

-level8

©

~Level
ORG>vodafone united kingdom (1) Lol

PLACE>gaza (1)
TIMESPAN>morning now (1)
TIMESTAMP>2000-01-01T13:30:00Z (1)

Entities

Source

Allocated

No Captures
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Term

Meaning

Artifact

A digital record created by a computer process.

Artifact Capture

An automated process that collects and analyzes artifacts on the target
device.

BIOS BIOS (basic input/output system) is the program a personal computer's
microprocessor uses to get the computer system started after it is
powered on.

Carving Recovering data that has been deleted and no longer referenced by

the file system. This is done by searching for file signatures within
unallocated space.

Collection Key

A bootable USB device used to conduct a Boot Scan or Live Scan and
collect and store the scan results.

Encryption

Data encryption translates data into another form, or code, so that
only people with access to a secret key or password can read it.

Evidence Image File

A forensic image is a container that is used to store a digitally identical
copy of the target media.

File Capture

An automated process that collects files based on file properties and
or keywords and or hash values.

File Extension

A file extension is typically 3 characters after the full stop in a file
name. The extension identifies the file type.

File Header Generally a short sequence of bytes placed at the beginning of the file
used to identify the format of the file.

File System A File System is used to control how data is stored on and retrieved
from digital storage devices.

Firmware Firmware is a software program or set of instructions programmed

onto a hardware device. It provides the necessary instructions for how
the device communicates with the other computer hardware.

Gigabyte (GB)

A gigabyte (also referred to as GB) is a unit of data equal to
1,000,000,000 bytes of data.

Hash A hash value is a numeric value of a fixed length that uniquely
Hash Value identifies data. Hash values are useful to prove that computer data has
Hashing not changed or to quickly identify certain known files.

HTML Hyper Text Markup Language (HTML) is the standard markup language

for creating web pages and web applications.

Kilobyte (KB)

A Kilobyte (KB) is a unit of data equal to 1,024 bytes.
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Term

Meaning

Logical Drive

A logical drive is a drive space that is created on top of a physical hard
disk drive. A logical drive is a separate partition with its own
parameters and functions, and it operates independently.
A logical drive can also be called a logical drive partition or logical disk
partition.

Megabyte (MB)

A Megabyte (MB) is a unit of data equal to 1,048,576 bytes.

Partition A partition is a section of a hard disk that is treated as a separate unit
by operating systems and file systems.

Physical Disk A physical disk (also known a hard disk drive) is a data storage
device used for storing and retrieving digital information using one or
more rigid rapidly rotating disks (platters) coated with magnetic
material.

Pixel The pixel (a word invented from "picture element") is the basic unit of
programmable color on a computer display or in a computer image
file.

Regular Expression | Regular expressions enable users to create complex search terms

(Regex) following the Regular Expression search pattern language and specify

what to do when each pattern match is found.

Search Profile

A compilation of Artifact Captures and File Captures used to scan a
target device.

Solid State Drive (SSD)

A data storage device containing non-volatile flash memory, used in
place of a hard disk drive for its much greater speed.

Standalone Viewer

Triage-G2’s tool that enables the export of Scan Results for review and
analysis on another computer without requiring a license.

Firmware Interface)

Substring A string of characters or symbols that is part of a longer string or
characters or symbols.
UEFI (Unified Extensible | Unified Extensible Firmware Interface (UEFI) is a specification that

defines a more modernized model for the interface between
computer operating systems and platform firmware during the boot,
or start-up, process.

Unallocated

Unallocated clusters (also referred to as unallocated space or free
space) are the available drive storage space that is not allocated to file
storage by a volume. Unallocated clusters can be a valuable source of
evidence in a computer forensics examination because they can
contain deleted files or remnants of deleted files created by the
Operating System and / or computer users.

USB (Universal Serial Bus)

A hardware interface for attaching peripherals to a computer.
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Term

Meaning

Volume

A volume or logical drive) is a single accessible storage area with a
single file system, typically (though not necessarily) resident on a single
partition of a hard disk.
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Manufacturer Type Models Boot Menu Boot Once BIOS/UEFI Key Change Priority
Acer F12 Del, F2
Acer netbook Aspire One zg5, zg8 F12 F2
Acer netbook Aspire Timeline F12 F2

The "F12 Boot Menu" must be
Acer netbook Aspire v3, V5, v7 F12 enabled in BIOS. It is disabled by | F2
default.
Apple After 2006 Option
Asus desktop F8 F9
VivoBook f200ca,
f202e, g200e, s200e,
s400ca, s500ca, u38n,
Asus laptop v500ca, v550ca, v551, | =5 Delete
x200ca, x202e,
x550ca, z202e
siggi\;’ Ro N7755%J\r: Disable "Fast Boot" and "Secure Boot
Asus laptop » "0 B/ Esc Control" in order to boot from MBR | F2
Rog  g750jw, Rog )
) formatted media.
g750jx
Zenbook Infinity
ux301, Infinity
ux301la, Prime ux31a, Disable "Fast Boot" and "Secure Boot
Asus laptop Prime ux32vd, R509C, | Esc Control" in order to boot from MBR | F2

Taichi 21, Touch
u500vz, Transformer
Book TX300

formatted media.
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Manufacturer Type Models Boot Menu Boot Once BIOS/UEFI Key Change Priority

k25f,  k35e, k34u,
k35u, k43u, ka6chb,
k52f,  k53e, k554,
k60ij, k70ab, k72f,
k73e,  k73s, k&4,
k93sm, k93sv, k95vb,
k501, k601, R503C,
Asus notebook x32a, x35u, x54c, | F8 DEL
x61lg, x64c, x64v,
x75a, x83v, x83vb,
x90, x93sv, x95gl,
x101ch, x102ba,
x200ca, x202e, x301a,
x401a, x401u, x501a,
x502c, x750ja

Boot Tab, Boot Device
Asus netbook Eee PC 1015, 1025c¢ Esc F2 Priority, 1st Boot Device,

Removable Device, F10

BIOS "Advanced Tab", Boot

C P i Esc, F9 F10
ompaq resario sC Order

Dimension, Inspiron,

Dell deskt
€ esktop Latitude, Optiplex —

_|_|
N

Select "USB Flash Drive". F2

Alienware Aurora,
Inspiron  One 20,
Inspiron 23 Touch,
Inspiron 620, 630,
Dell desktop 650, 660s, Inspiron
3000, X51, XPS 8300,
XPS 8500, XPS 8700,
XPS 18 Touch, XPS 27
Touch

_|_|
N

Select "USB Flash Drive". F2

Inspiron  One 2020,
Dell desktop 2305, 2320, 2330 All-
In-One

_|_|
N

Select "USB Flash Drive". F2
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Manufacturer

Type

Models

Boot Menu

Boot Once

BIOS/UEFI Key

Change Priority

Dell

laptop

Inspiron 11 3000
series  touch, 14z
Ultrabook, 14 7000
series  touch, 15z
Ultrabook touch, 15
7000 series touch, 17
7000 series touch

_|_|
N

Select "USB Storage Device"

F2

Settings->General->Boot
Sequence->"USB Storage
Device", then up arrow,
[Apply]--[Exit]

Dell

laptop

Inspiron  14R  non-
touch, 15 non-touch,
15R non-touch, 17
non-touch, 17R non-
touch

_|_|
N

Select "USB Storage Device"

F2

Settings->General->Boot
Sequence->"USB Storage
Device", then up arrow,
[Apply]--[Exit]

Dell

laptop

Latitude c400, c600,
640, d610, d620,
d630, d830, e5520,
€6320, 6400, e6410,
6420, 6430, 6500,
€6520, 6430u
Ultrabook, x300

Select "USB Storage Device" from

boot menu.

F2

Dell

laptop

Precision m3800,
m4400, m4700,
m4800, m6500,
m6600, m6700,
m6800

_|_|
N

Select "USB Storage Device" from

boot menu.

F2

Dell

laptop

Alienware 14,
Alienware 17,
Alienware 18, XPS 11
2-in-1, XPS 12 2-in-1,
XPS 13, XPS 14
Ultrabook, XPS 15
Touch,

_|_|
N

Select "USB Storage Device" from

boot menu.

F2

eMachines

_|_|
N

Tab, Del

Fujitsu

_|_|
N

F2

HP

generic

|'|'|
%)
O
-
X}

|

Esc, F10, F1

HP

desktop

Pavilion Media Center
ald77c

F10

BIOS "Advanced" tab, Boot
Order, Move "USB Device"
before "Hard Drive"
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Manufacturer Type Models Boot Menu Boot Once BIOS/UEFI Key Change Priority
UEFI/BIOS "Advanced" tab,
Boot Order, Move "USB
. ) Device" before "Hard
HP desktop Pavilion 23 All In One Esc Select boot media from the menu. F10 o )
Drive". For non-UEFI media,
disable secure boot and
enable legacy support.
Pavilion Elite e9000,
HP desktop 9120y, e9150t, | Esc, F9 F10
€9220y, 9280t
UEFI/BIOS "Advanced" tab,
HP desktop Pavilion g6 and g7 Esc F10 Boot Order, Move "USB
Device" before "Hard Drive"
Pavilion HPE PC, h8- R " F10, Storage tab, Boot
HP desktop 1287¢ Esc Then F9 for "Boot Menu Esc Order, Legacy Boot Sources
HP desktop Pavilion PC, p6 2317c Esc Then F9 for "Boot Menu" Esc F10, Storage tab, Boot
- Order, Legacy Boot Sources
HP desktop Pavilion PC, p7 1297cb | Esc Then F9 for "Boot Menu" Esc F10, Storage tab, Boot
Order, Legacy Boot Sources
HP desktop TouchSmart 520 PC Esc Then F9 for "Boot Menu" Esc F10, Storage ftab, Boot
Order, Legacy Boot Sources
Then F9 for "Boot Menu". Select
HP laptop 2000 Esc "Patriot Memory" on the Boot | Esc Then F10, Storage tab, Boot
. Order, Legacy Boot Sources
Option Menu.
BIOS "Advanced" tab, Boot
HP notebook Pavilion g4 Esc F10 Order, Move "USB Device"
before "Hard Drive"
ENVY x2, m4, m4-
1015dx, m4-1115dx,
sleekbook m6, m6-
HP notebook 1105dx, m6-1205dx, | Esc Then F9 for "Boot Menu" Esc (T)TZZrFig:g:zjrggstt::;rizzt
m6-k015dx, m6- !
k025dx, touchsmart
m7
Envy, dvb and dv7 PC,
HP notebook dv9700, Spectre 14, | Esc Then F9 for "Boot Menu" Esc Then F10, Storage tab, Boot

Spectre 13

Order, Legacy Boot Sources
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Manufacturer Type Models Boot Menu Boot Once BIOS/UEFI Key Change Priority
2000 - 2a20nr,
2a53ca, 2bilénr, \ N Then F10, Storage tab, Boot
HP notebook 2b89wm, 2c29wm, Esc Then F9 for "Boot Menu Esc Order, Legacy Boot Sources
2d29wm
2222205352355252?)?: BIOS "Advanced" tab, Boot
HP notebook ’ ! " | Esc F10 Order, Move "USB Device"
>310m, >330m, before "Hard Drive"
5660b, 5670b
BIOS "Boot" tab, Boot
- Device Priority, Hard Drive
HP tower Pavilion a410n Esc F1 Boot Priority, Move "USB-
HDDO" up to #1 position.
IBM ThinkPad F11
Intel F10
Lenovo desktop F12, F8, F10 F1, F2
Lenovo laptop F12 F1, F2
ThinkPad edge, e431,
e531, e545, helix,
1440, 1540, s431,
Lenovo laptop t440s, t540p, twist, | F12 F1
w510, w520, w530,
w540, x140, x220,
x230, x240, X1 carbon
|deaPad s300, ul10,
Lenovo lapto u310 Touch, u410, Novobutton Small button on the side next to the Novo button Small button on the side
ptop u510, vy500, y510, | — — power button. next to the power button.
yoga 11, yoga 13, z500
Lenovo laptop IdeaPad P500 F12 or Fn + F11 F2
Lenovo netbook IdeaPad S10-3 F12 F2
g460, g470, g475,
Lenovo notebook 0480, g485 F12 F2
NEC F5 F2
Packard Bell F8 or F11 F1, Del
Samsung F12, Esc
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Manufacturer Type Models Boot Menu Boot Once BIOS/UEFI Key Change Priority
Boot Tab, Select "Boot
Device  Priority", Press
Samsung netbook NC10 F2 Return, Up/Down to
Highlight, F6/F5 to change
priority.
Boot Tab, Select "Boot
np300e5c¢, np300e5e, Device  Priority", Press
Samsung notebook np350v5c, np355v5c, F2 Return, Up/Down to
np365e5c¢, np550p5c¢ Highlight, F6/F5 to change
priority.
Boot Tab, Select "Boot
Series 5 Ultra, Serles7 Note: first disable fast boot in Device Priority", Press
Samsung ultrabook Chronos, Series 9 BIOS/UEF! to boot from a USB drive F2 Return, Up/Down to
Ultrabook ' Highlight, F6/F5 to change
priority.
Boot Tab, Select "Boot
Note: first disable fast boot in Device  Priority",  Press
Samsung ultrabook Ativ Book 2, 8, 9 BIOS/UEFI to boot from a USB drive | F10 Return, Up/Down to
or use the F2 boot menu. Highlight, F6/F5 to change
priority.
Sharp F2
Sony }l_/?;(’)ﬁ?uo' Pro, -Flip, assist button
Sony VAIO, PCG, VGN 1 F1,F2, F3
BIOS "BOOT" section,
Sony VGN F2 "External  Device  Boot"
enabled
. Kira, Kirabook 13,
Toshiba laptop Ultrabook F2
Toshiba laptop Qosmio g30, g35, 840, F2
g50
Qosmio  x70,  Xx75,
Toshiba laptop x500, x505, x870, | F12 F2
x875, x880
Toshiba Protege, Satellite, F12 F1 Esc
Tecra
Toshiba Equium F12 F12
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Appendix B - RegEx Cheat Sheet

smls regularexpressions

Start of line +

A Start of string +

$ End of line +

\Z End of string +

\b Word boundary +

\B Not word boundary +
\< Start of word

\> End of word

\c Control character

\s White space

\sS Not white space

\d Digit

\D Not digit

\w Word

W Not word

\xhh Hexadecimal character hh
\Oxxx Octal character xxx

POSIX Character Classes

[:upper:] Upper case letters
[:lower:] Lower case letters
[:alpha:] All letters
[:alnum:] Digits and letters
[:digit:] Digits
[:xdigit:] Hexadecimal digits
[:punct:] Punctuation
[:blank:] Space and tab
[:space:] Blank characters
[:entrl:] Control characters
[:graph:] Printed characters
[:print:] Printed characters and
spaces
[:word:] Digits, letters and

underscore

?= Lookahead assertion +

i Negative lookahead +
<= Lookbehind assertion +
?l=or ?<!| Negative lookbehind +
> Once-only Subexpression
() Condition [if then]

201 Condition [if then else]
# Comment

Ttems marked + should work in most
regular expression implementations.

Sample Patterns

([A-Za-z0-9-1+)
(\d{1,2}\\d{1,2}V\d{4})
([™\sI+(?=\.(ipglgiflpng))\.\2)
(~[1-9]{1}$|"[1-4]{1}[0-9]{1}$| " 50%)
(#7([A-Fa-f0-9]){3}(([A-Fa-f0-9]){3})?)
((?=*\d)(?=.*[a-z])(?=-*[A-Z]).{8,15})

(\w+@[a-zA-Z_]+?\.[a-zA-Z]{2,6})
A<(2[MN\>1H)V>)

Letters, numbers and hyphens

Date (e.g. 21/3/2006)

jpg, gif or png image

Any number from 1 to 50 inclusive

Valid hexadecimal colour code

8 to 15 character string with at least one
upper case letter, one lower case letter,
and one digit (useful for passwords).
Email addresses

HTML Tags

These patterns are intended for reference purposes and have not been extensively tested.
Please use with caution and test thoroughly before use.

Quantifiers

0 or more +

*2 0 or more, ungreedy +
+ 1 or more +

+? 1 or more, ungreedy +
? Oori+

?? 0 or 1, ungreedy +
{3} Exactly 3 +

43} 3 or more +

{3,5} 3,40r5+

{3,5}? 3, 4 or 5, ungreedy +

Special Characters

\ Escape Character +
\n New line +

\r Carriage return +
\t Tab +

\v Vertical tab +

\f Form feed +

\a Alarm

[\bl Backspace

\e Escape

\N{name} Named Character

String Replacement (Backreferences)

$n nth non-passive group
$2 "xyz" in /~(abe(xyz))$/
$1 "xyz" in /~(?:abc)(xyz)$/
$ Before matched string

$ After matched string

$+ Last matched string

& Entire matched string

$_ Entire input string

$% Literal "$"

Any character except
new line (\n) +

(alb) aorb +

(--) Group +

(o) Passive Group +

[abc] Range (a or b or c) +

[~abe] Notaorborc +

[a-q] Letter between a and q +

[A-Q] Upper case letter +
between A and Q +

[0-7] Digit between 0 and 7 +

\n nth group/subpattern +

m Ranges are inclusive.

Pattern Modifiers

g Global match
Case-insensitive

m Multiple lines

s Treat string as single line

x Allow comments and
white space in pattern

e Evaluate replacement

Ungreedy pattern

Metacharacters (must be escaped)

[
{
\ i
I
>

>

A==

Available free from
AddedBytes.com
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